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Defensive Computing
By Michael Horowitz

Secure email in a hostile environment

Three ways to increase the security of email when in a hostile environment such as a computer
hacker conference.

July 03, 2014 7:56 PM EDT &

Comcast XFINITY WiFi: Just say no

By the end of 2014, Comcast plans on having enabled 8 million -oma Is where the hotspot s
quasi-public XFIMNITY WiFi hotspots. Many of these hotspots will run

offthe home routers of Comcast customers (look for a network called

wfinitywifi). Here | offer a long list of security issues with XFINITY WiFi.

June 27, 2014 943 PM EDT O 18




- Modem: thing that connects you to the Internet
- Router: thing that shares a single Internet
connection amongs multiple computers and
tablets. It is also the source of Wi-Fi networks

- Modem and Router can exist as one device or
two

- When combined, called a “gateway’

- Firmware is the operating system for the router



TCP/IP Ports

Basic fundamental networking concept

Always used, seldom seen

http://yahoo.com Works implicit port number
http://yahoo.com:80 Works explicit port number

http://yahoo.com:82 Fails, wrong port



www.wired.com/2013/09/nsa-router-hacking/

I EE m GEAR SCIENCE ENTERTAINMENT BUSINESS SECURITY DESIGN OPINION

NSA Laughs at PCs, Prefers Hacking Routers and
Switches

BY KIM ZETTER 09.04.13 &30 AM | PERMALINK




theguardian

News ‘ US ‘ World ‘ Sports ‘ Comment ‘ Culture ‘ Business | Money

Culture Books No Place to Hide: Edward Snowden, the NSA a

Glenn Greenwald: how the NSA tampers

with US-made internet routers

The NSA has been covertly implanting interception tools in US
servers heading overseas — even though the US government has
warned against using Chinese technology for the same reasons,
says Glenn Greenwald, in an extract from his new book about the
Snowden affair, No Place to Hide

* The explosive day we revealed Edward Snowden's identity
* Glenn Greenwald: 'l don't trust the UK not to arrest me’

Glenn Greenwald
The Guardian, Monday 12 May 2014 17 39 EDT
EJ Jump to comments (220)







The AR Register’

Data Center Software Networks Security Policy Business Hardware Science Bootnotes Colun

Government Law

POLICY > GOVERNMENT

Beijing to Washington: Ratted-out routers not

welcome here

China announces vendor 'vetting' plan to keep out snoopware-
infested kit

By Simon Sharwood, 23 May 2014 ¥ Follow - 3,512 followers

China has taken revenge on the USA for its Huawei ban and router-ratting actions
alleged by Edward Snowden, by announcing a new “vetting” process for foreign
technology providers.




MIT

Review

A NEWS & ANALYSIS -

www.technologyreview.com X 9 @

Technology

FEATURES VIEWS MULTIMEDIA DISCUSSIONS TOPICS POPULAR- 10 BREAKTHROUGH TECHMOLDGIES

W 37 CON

Why the United States Is So
Afraid of Huawel

The threat may be theoretical—but compromised telecom

equipment could quickly cripple a nation's civilian and military
infrastructure.

By Tom Simonite on October 9, 2012



Can spy on you, of course
Can easily alter non-encrypted data in-flight

May be added to a botnet

Can run man-in-the-middle attacks to spy on
SSL/TLS traffic

Can send you to evil twin websites



theamnesicincognitolivesystem

Privacy for anyone anywhere

Privacy for anyone anywhere

Tails is a live operating system 7, that you can start on almost any computer from a

DVD, USB stick, or SD card. It aims at preserving your privacy and anonymity, and
helps you to:

« use the Internet anonymously and circumvent censorship;
all connections to the Internet are forced to go through the Tor network 7
« leave no trace on the computer you are using unless you ask it explicitly;

+ use state-of-the-art cryptographic tools to encrypt your files, emails and
instant messaging.

English DE FR

Download

Tails 1.0

April 29, 2014

About

Getting started...
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Is this really Tails?

C- ’ https://tails.boum.org/download/index.en.html

. Verify the ISO image

It is important to check the integrity " of the I1SO image you downloaded to make sure
that the download went well.

Those techniques rely on standard HTTPS and certificate authorities™ to
@ make you trust the content of this website. But, as explained on our

warning page, you could still be victim of a man-in-the-middle attack while

using HTTPS. On this website as much as on any other of the Internet.

As a consequence, they don't provide you with a strong way of
checking the ISO image authenticity” and making sure you
downloaded a genuine Tails. In a dedicated section, we will propose
you some more advanced techniques to check the authenticity of the I1SO

Image.

All Tails I1SO image are cryptographically signed by our OpenPGP key.
OpenPGP is a standard for data encryption that provides cryptographic privacy and
authentication through the use of keys owned by its users. Checking this signature is the
recommended way of checking the ISO image integrity.




Is this really Tails?

https://tails.boum.org/doc/about/warning/index.en.html#man-in-the-middle

P

Talils

% theamnesicincc ‘“IinIUE“;h{_"“

doc about Warning

Warning

Even though we're doing our best to offer you good tools to protect your privacy while
computer, there is no magic or perfect solution to such a complex problem.

Understanding well the limits of such tools is a crucial step in, first, deciding whether Ta
the right tool for you, and second, helping you making a good use of it.

. Tor exit nodes can eavesdrop on communications
. Tails makes it clear that you are using Tor and probably Tails

3. Man-in-the-middle attacks
. Confirmation attacks

5. Tails doesn't encrypt your documents by default

. Tails doesn't clear the metadata of your documents for you and doesn't
encrypt the Subject: and other headers of your encrypted e-mail messages

. Tor doesn't protect you from a global adversary




Classic attack: Malicious DNS servers
Instead of resolving tails.boum.org
to 204.13.164.188
resolve it 10 6.7.8.9

How would you know?



Think you won't fall for malicous DNS?

Your computer uses hard coded DNS servers
iInstead of those offered by the router

* You still make easily detected DNS requests
UDP on port 53
* Compromised firmware can watch for DNS requests and
answer some on its own without passing them through



You avoid DNS altogether
Instead of tails.boum.org you go to 204.13.164.188
How do you know that is the correct IP address?

Game over: Even if it is the correct IP, a compromised
ISP may still send you to an evil twin of tails.boum.org



Spy agencies can probably hack into Cisco and
Juniper routers in their sleep
On the home front, bag guys and spies are more
likely to pay attention to popular routers

> Avoid consumer routers.
If a router is sold at Best Buy don't buy it
> |f a router is given to you by your ISP don't use it
> |[SP gateways can be converted to modems so
that you can add your own router



> Internal website

> Smartphone apps

> Cloud management via vendor websites
> Apple AirPort utility from OS X

> UPnP

> Telnet, SSH
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website of a router,
requires that you know
the IP address of the
router.

Michael Horowitz
Defensive Computing

Read Bio | See Posts

Subscribe ’ Follow &defensivecomput

See my Sept 2013 bIOg Find the IP address of your home router

By Michael Horowitz
September 09, 2013 1:45 PM EOT 12 commentsiN @n upcoming blog | expect to write
about configuring a home router, which
requires logging on to it. This, in turn, requires knowing the IP address of the
router. Non-techies typically don't know anything about IP addresses, let alone
the one assigned to their router. Since | expect the upcoming blog to be fairly
long, | decided to start with this cheat sheet for learning the IP address of a
router.



> Change the router password
> Update the router firmware — risky
> Eat your vegetables



> Anything but the default (if not using remote admin)
-~ |If using Remote Administration then very long

> Some routers let you change the userid too

this is great!

> Some routers offer a second read-only userid



> Router may do nothing

> Router may offer a manual online check

> Router may check on its own and tell you when
you login to admin website

> Router may send you an email notification of
new firmware (Peplink does)

-~ Self-update automatically? Verizon FIOS
ActionTec maybe




“ Download current firmware, if possible, to
fall back to

“ Download a file of the current settings,
again for fallback

“ Take pictures of the admin screens in case
some settings get changed

“ Have a spare router



Reboot System

Select the firmware you want to use to start up this device:
Firmware 1: 6.1.0 build 1419
* Firmware 2: 6.1.1m46 build 1496 (Running)

Reboot




Change the default
Dont' give away personal information

Hiding is a waste of time

L

nnected _"




i
h
o

s T VP Batata Vada Network
70 1l 1'45'5115“‘4 51435 d- A E LT AT U L T

Juligh, guest S ol

o
-
on
=
Q)
—
v
49
o=l
on
)

3456 78 9101112
Wifi Channels




" WEP bad, WPA eh, WPA2 best

= WPAZ2: if asked, opt for AES
(a.k.a.CCMP). Do not use TKIP

= Some routers do not have an option
for only WPA2

" WPAZ2 needs a looooong password



WIi-FI Passwords

d..:". Gibson Research Corporation - security | | Sea

Home » | SpinRite v | Services v | Freeware v | Research » | Other v |

-

Perfect Passwords

GRC's Ultra High Security
Password Generator

24,195 sats of passwords generated par day
14,072,116 sets of passwords Eenerated for our visitors

Generating long, high-quality random passwords is
not simple. So here is some totally random raw
material, generated just for ¥YOU, to start with.

Every time this page is displayed, our server generates a unique set of custom,
high quality, cryptographic-strength password strings which are safe for yol to
use:

&4 random hexadecimal characters (0-9 and &-F):

446086 0AFF331FEIARACDOEAR66EBEBAG 49 F825FBEF2186DTIDFEFEATDGZA5EST

&2 random printable ASCII charactars:
"PB=!E,b—1irF?EHxMvO " {-n5>hjIcULVgl ] E{s0ywnMFeLBE~Q,E oo #*<yHM5;H

&2 random alpha-numeric characters (a-=, &-Z, 0-97:

n3ouwdewsuS2ldgnxREGEEzWNeuwgmDiWaeOMNXPeHeI lvowfpRZjA8alhrSkeRWNpER

Click your web browser's "refresh" button a few times and watch the password
strings change each time.




BAD: kyPeQ3!khx (too short, can't remember it)
GOOD: ..new..york..yankees.. (long, easy to remember)

Other Good passwords

~ Like red tulips? red123TULIPS123

~  Like Shakespeare? tobeornottobe-->THATisthe?

~ From New York City> new-yawk-RULES!!!!

~  Like XKCD comics? BatteryHorseStapleEtcEtcEtc

“  Like being a smartass? >>>>>>>>thisismypassword
v Like to remember a date/place? Denver///2009///

- Want to remember HOPE? HOPEX==hotel==statler



(«3The Hacker News

Security 1N a serious way

Smart LED Lightbulbs Can be Hacked too; Vulnerability
exposes Wi-Fi Passwords

] Tuesday, July 08, 2014 & Swati Khandelwal

({0 1586 W Tweet 552 |2 Reddit <0 |[f] Share <92 ESS\VCILEE 2466
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Google knows nearly every Wi-Fi password
in the world

By Michael Horowitz
September 12, 2013 10:44 PM EDT < 193 Comments

ﬁﬁhare 539 u T +1 ﬂ |T

If an Android device (phone or tablet) has ever logged on to a particular VWi-Fi
network, then Google probably knows the Wi-Fi password. Considering how
many Android devices there are, it is likely that Google can access most Wi-Fi
passwords worldwide.



Worst http://192.168.1.1

Better http://192.1681.1.1:22999
Better https://192.168.1.1

Best https://192.168.1.1:22999
And ...



If possible, change the admin userid

Turn off wireless access to admin site
only Ethernet clients can make changes

If possible, logon as a read-only user

Log out when done

Set a timeout in case you forget to log out
Use private browsing mode for administraton
Turn off Telnet, SSH access



Local http://192.168.1.1
Remote http://auntsally.dyndns.org

Linksys calls it “remote administration”
Netgear calls is “remote management”
Asus calls it “Web Access from WAN”

Verizon FIOS calls it
“Incoming WAN access to Web-Management®

Peplink calls it “WWeb admin access”



Authentication Method

HTTPS Lan port

Enable Web Access from WAN

Port of Web Access from WAN

Only allow specific IP

8686 Access sefting page via https://router. asus. com: 8686

O yes ®No

HTTPS. 8558

®ves Ono




https://auntsally.dyndns.org:22333

WAN - DDNS

DDMNS (Dynamic Domain Name System) is a senice that allows network clients to connec
dynamic public IP address, through its registered domain name. The wireless router is em
and other DDNS semvices.

Enable the DDMNS Client O ves @ No

Senver Wil . DY MDMNS. ORG

Host Name b jdns.org

User Mame or E-mail Address

Password or DDMNS Key

Enable wildcard




DNS translates computer names to |IP addresses
www.hope.net => 207.99.30.200
Every ISP offers at least two DNS server computers
| prefer OpenDNS.com
They do more and offer more privacy
OpenDNS offers free services without opening an account
Family Shield blocks porn, no account needed

Open a free account for more features, paid for more still



Regular OpenDNS 208.67.222.222 and 208.67.220.220
Family Shield 208.67.222.123 and 208.67.220.123
Audit OpenDNS at https://store.opendns.com/settings
DYN, Norton and Comodo also offer free DNS services

Google has the easiest to remember DNS server |IP address

8.8.8.8



= A popular attack is changing the DNS servers used by the router
and/or provided to clients via DHCP. There are two websites that
show your current DNS servers
and

myresolver.info

Your |IP address
A
The source |P address of your DNS recursive resolver

208.67.217.13 12
mJ3.nyc.opendns.com



= Secondary networks with different passwords
* Hopefully better separation from private network
= Change password frequently

= TURN OFF when not in use

* Look for scheduling of Guest networks



Consumer routers do a poor job
FING runs on Android and iOS
Nirsoft Wireless Network Watcher on Windows

Skydog is nho more. Eaten by Comcast



s | RARV.

Fing C % &

~— Overlook WiFi 18/20

—

¥ Wireless network 12 hours ago
= 192.168.0.1 Router

¥ 00:18:4D:CC:BB:F5 Netgear

192.168.0.5 (+4) Desktop
00:17:F2:97:A4:5A Apple

Ex 192.168.0.12 Printer
B 00:0E:7F:96:D3:27

192.168.0.13

‘“‘i 192.168.0.14
ww 04:1E:64:45:4A:53

"' 16 . 3 . :':I 1 5

192.168.0.20
04:1E:64:45:4A:54 Apple

192.168.0.22 iPad
04:1E:64:45:4A:55 Apple

1:% 192.168.0.23 Media Player
He 00:12:FA:6C:93:C1 THX



https://www.dnsleaktest.com/

www.nirsoft. net/utils/wireless_network_watcher.ntm

Description

Wireless Network Watcher is a small utility that scans vour wireless network and displays the list of

For every computer or device that is connected to vour network, the following information is displa:
name.

You can also export the connected devices list into html/xml/csv/text file, or copy the list to the clipk

=4 Wireless Network Watcher - 0] x|
File Edit Mjew Options Help

| | S B oa) A

IP Address Device Marme MaC Address Mebwork Adapter Compary Device Informal
@192,165.0,1 MY COMPE 00-03-47-F1-.,. Inktel Corporation

192,165,011 new] 00-19-01-67...  Inkel Corporation Your Compuker
2192,165.0,15 WIN7-PC 05-00-27-3C,,, CADMUS COMPUTER. SYSTEMS

2@192,165.0,10 METEQOK BC-62-60-10,.,  Micro-Skar INT'L CO,, LTD

=l 192,168.0,254 00-25-9C-64,,,  Cisco-Linksws, LLC Your Rouker

4| |
5 ikemis) HirSoft Freeware. hitp:'www.nirsoft.net -




Online Clients Only
DHCP Clients Only

VonageBoxy

SgueezeboxRaaio

(o I - I s B




TCP 192.16 WAN
TCP 192.18 XMPP/Jabber WAN
TCP 192.16 HTTPS WAN
TCP 192.168 HTTPS WAN
LIDP 192.16 SIP WAN
TCP 192.16 HTTP WAN
TCP 192.16 WAN
LGP 192.16 NTP WAN
TCP 192.16 HTTPS/55L WAN

Total searched results: 9




* Ping response blocking
= HNAP

* Firewall and ports



What might happen when unsolicited data
packets from the Internet hit a router?




How do bad guys on the Internet find you?
One way is the TCP/IP Ping command

All routers have an option to ignore Ping commands

C:\Users\me>ping yahoo.com .
Pin 1n% yahoo.com [98.139.183.24] with 32 bytes of data:
Reply from 98.139.183.24: bytes=32 time=29ms TTL=50
Reply from 98.139.183.24: bytes=32 time=38ms TTL=50
Reply from 98.139.183.24: bytes=32 time=54ms TTL=50

eSS Ee e S tics for 98.139.183.24:
EEEEEEESEent — 3, Received = 3, Lost = 0 (0% loss);
Approximate round trip times in milli-seconds:
Minimum = 29ms, Maximum = 54ms, Average = 41ms



Terminology for disabling the Ping response

* Netgear says “Respond to Ping on the Internet Port’

* ASUS calls this "Respond PING Request from WAN”
* Linksys calls it “Block Anonymous Internet Requests”

* Peplink calls it “Reply to ICMP PING”



Home Network Administration Protocol

Yet another way to access a router
Offers up technical details of the router

Designed for Hardware manufacturer to remotely
manage devices

No password needed in next slide



—> é._|%h¥tp§:,r’f192.158.(HNAP.1f

This XML file does not appear to have anv stvle information associated with it. The document tree is

w<soap:Envelope xmlins:xsi="http:/ /www.w3.0xg/ 2001/ ¥MLSchena—instance™ xmlns
umlnz:=ocap="http://schemas.xmlsoap.ory/ soap/ envelope/ ">
w<=oap:Body>
v<GetDeviceSettingsResponse xmlns="http:/  /purenetworks.com/HHNAFL /"2
“GetDeviceSettingsResult>0E< / GetlDeviceSettingsRkesulo>
<TyperGatewayWithWiFi«</ Tvpe>

<Devicellams,/ >

<Vendorilamer>Linksys by Cisco</Vendorllame>
<HModelDescription>Internet Fateway Device< /ModellDescription>
<HModelllame>WETS54GLs /Model Hame >

CcFirmwareVersion>v4d.30.lé<,/ FirmwareVersion>
<FPresentationUREL>/ </ /PresentationUEL>

w<S30LPRActions>

<sztring>http:
<sztring>http:
<ztring>http:
<ztring>http:
<ztring>http:
<ztring>http:
<ztring=http:
<ztring=http:
<ztring>http:
<sztringrhttp:
<sztringrhttp:
<sztringrhttp:
<stringrhttp:
<stringrhttp:
<stringrhttp:

rvostring>

S ipurenstworks.
S ipurenstworks.
Sipurenstworks.
Sipurenstworks.
Sfpurenetworks.
Sfpurenetworks.
Sipurenetworks.
Sipurenetworks.
Sipurenetworks.
Sipurenectworks.
Sipurenectworks.
Sipurenectworks.
Sipuarenetworks.
Sipuarenetworks.
Sipuarenetworks.

com,/HHNLPF]l /IsDeviceReady<,/string>
com,/HHNLP]l /GetDeviceSettings</string>
com,/HHNLF1l /SetDeviceSettings</string>
com,/HHNLF]l /GetDeviceSettings2</string>
com/HMAP] /SetDeviceSettings2</string>
com/HMAP]1 fReboot<// string>
com/HHNAPL/GetWanSettings</string>
com/HHAPLl/SetWanSettings</string>
com/HHNAP1/GectWanInfo</string>
com/HHAPL fRenewWanConnection«</string>
com/HHLPL fAddPortMapping«</ztring>
com/HHLPL /GetPortMapping=s«</string>
com/HHIALAPL /DeletePortMapping</string>
com/HHAPL / GetMACFilters2«</string>
com/HHAPL / SetMACFilters2«</string>

http: S/ /purenetworks. com/ HIAPL /GetRouterLanSetting=2

< Etring>
v<string>

http: S purenetworks. com/HHAPL /SetRouterLanSettings2

</ Btring

<stringrhttp: /S purenetworks. com/HHAPL /GetConnectedDevices</ strings>
“<stringrhttp: S purenetworks. com/HHNAPL / GetHetworkStates</ /string>




“..for devices that might potentially be deployed and managed by an ISP, or even by a corporation
to remote sites, you want a management protocol that is on by default, and is difficult for the
remote user to turn off. Or from some reports, on some devices this protocol stays enabled even
after your turn it off”

More on HNAP - What is it, How to Use it, How to Find it by Rob VandenBrink Feb 214

See also



Firewall in router Lords Over all ports
Can be open, closed or stealthed

Stealth is the best, sends incoming data packets to the
bit bucket. Supressing Ping response is stealth

Open is usually a mistake for home routers, used to run
a server

Closed means the incoming packet is not processed, but
an error message is sent. Like answering a knock on
the door with “go away”. Shows someone is home.



Gibson Research Corporation (US) grc.com - wx + w8 ¥ O

bson Research Corporation - security 3] |

r | SpinRite | Services v | Freeware » | Research » | Other

Shields L1

Port Authority Edition — Internet Vulnerability Profiling

by Steve . Gibson Research Corporation.

@ For orientation and background, please examine the page links provided below for important information about Internet vulnerabilities, precautions and solutions.
@ First time wsers should start by checking their Windows File Sharing and Commeon Ports vulnerabilities with the "File Sharing" and "Common Ports" buttons below.

@ For orientation and information about the Port Authority system, click the Home or Help icons in the titlebar. ..

Click here to check your router now...

GRC's Instant UPnP
Exposure Test

ShieldsupP!! Services

| File Sharing Common Ports All Service Ports Messenger Spam Browser Headers |

You may select any service from among those listed above . . .

| User Specified Custom Port Probe Lookup Specific Port Information |

Or enter a port to lookup, or the ports for a custom probe to check, then
choose the service. Your computer at IP 24.215.161.102 will be tested.

https://www.grc.com/shieldsup



m TruStealth
Analysis

Your system has achieved a perfect "TruStealth” rating. Not a single packet — solici
result of our security probing tests. Your system ignored and refused to reply to repes
the passing probes of any hacker, this machine does not exist on the Internet. Some
by attempting to "counter-probe the prober”, thus revealing themselves. But your sys

Status

Stealth

Stealth

Stealth

Stealth

Stealth

Protocol and £

ftp-data
File Transfer Protocol (Default Data Channel)

ftp
File Transfer Protocol {Control Channel}

ssh
SSH Remote Login Protocol

http
World Wide Web HTTP

http-alt
HTTP Alternate {see port 80 and port 81)



https://isc.sans.edu/diary/More+on+HNAP+-+What+is+it+How+to+Use+it+How+to+Find+it/17648
http://www.cisco.com/web/partners/downloads/guest/hnap_protocol_whitepaper.pdf
http://www.tenable.com/blog/hnap-protocol-vulnerabilities-pushing-the-easy-button
https://isc.sans.edu/forums/diary/Linksys+Worm+TheMoon+Summary+What+we+know+so+far/17633

Perhaps developed by amateurs
Perhaps developed with spying in mind

Perhaps both

First thing EFF said in discussing their upcoming firmware
Asus password length bug

Netgear DDNS bug

July 2013 Independent Security Evaluators

EE BrightBox router http://1.2.3.4/cgi_status.js

https://scotthelme.co.uk/ee-brightbox-router-hacked/
securityevaluators.com/knowledge/case_studies/routers/soho_techreport.pdf/



This is the error that made me realize it was time to
step up from consumer routers.

A change has been made, causing disconnection to setting page.

You may made the change in changing IP address, changing port
number or disconnecting Wi-Fi to RT-N56U.

Please re-connect Wi-Fi and use modified IP address and port number to
access setting page of RT-N56U.

Mozilla/5.0 (Windows NT 6.1; WOW64, rv:29.0) Gecko/20100101 Firefox/29.0



Worng Worng Worng

thewirecutter.com

e

WIRECUTTER Jump to a category...

T

The Best Wi-Fi Router

Netgear R6250

It took months of research and in-depth testing
to find our new best Wi-Fi router. The Netgear
R6250 hasthe best balance of speed, price,
stability, and features compared to the
competition. But depending on what you own
now, you may want to wait to upgrade.




The Wirecutter backtracks

v Expand Previous Updates
April 28, 2014: The Asus RT-AC56U is no longer our pick for best Wi-Fi router because of

severe connectivity issues on its 2.4Ghz band {and we're working on a guide detailing

why Netgear's R6250 is a better choice). But if you do own the Asus already, you should
download the router's latest firmware update as soon as possible. We don't know if it will fix
the 2.4Ghz issues, but we will test it ourselves to find out.

April 15, 2014: Based on our hands-on testing with the Asus RT-AC56U, we have
determined that the router can have severe connectivity issues on its 2.4GHz band. While
this might not affect all RT-AC56U routers in all scenarios, it's prevalent enough to render

this device ineligible to be our pick for best Wi-Fi router. We're recommending Netgear's
R6250 in its place — look for a full analysis to come shortly.

March 28, 2014: If you buy this or another Asus router like the RT-N36U, RT-Né66U,
ACH6U, or ACH8U, update your firmware immediately to prevent attackers from accessing
USB storage devices attached to your router. It's a good idea to download the firmware
from the Asus website to ensure you get the very latest version.

A Collapse Previous Updates




The Woops of WPS

oL www.wi-fi.org/discover-wi-fi/wi-fi-protected-setup

The worldwide network of companies
that brings you Wi-Fi®

Ve anc®

Wi-Fi Protected Setup

Wi-Fi Protected Setup™ is an optional certification program based on technology designed to ease the setup of
security-enabled Wi-Fi® networks in home and small office environments. Wi-Fi Protected Setup supports methods

(pushing a button, entering a PIN, or using NFC) that are familiar to most consumers to configure a network and
enable security.

Like all Wi-Fi CERTIFIED™ products, Wi-Fi Protected Setup products have industry-standard security features
provided by WPA2™ Wi-Fi Protected Setup gives consumers an easier approach to set up a security-protected Wi-Fi
connection, either between devices or in a network configuration. Additional devices can be easily added to a Wi-Fi




Sophos scanned London in April 2014
Total Networks: 81,700 WPS enabled on almost 28,000

www.sophos.com/en-us/press-office/press-releases/2014/04/london-warbiking.aspx

? Wifl Analyzer ® KL :

Viewing snapshot: 2014-06-18-103106
belkin.a18 (08:86:3b:15:3a:18)

% CH 5 92432 MHz BELKIN iNTERNATIONAL, INC

[WPA-PSK-CCMP][WPA2-PSK-CCMPIIWPSI[ESS]

byram (58:6d:8f:c4:88:76)
CISCU-LIN!{SYS, LLC

%4 CH 3 2422 MH .
s < 30 dBm |

[WPA2-PSK-CCMEF |[WPS][L'SS]

DG860A92 (00:1d:d3:6f:dc:90)

ARRIS croup, Inc

SR CH 1 2412 MH
*t * IS0 dBm |

[WPA-PSK-CCMP+TKIP][WPA2-PSK-CCMP+TKIP][ESS]




WPS push button mo

SLASH&GEAR REVIEWS  COLUMNS  FEATURES TEGRA  «f HUBS

D-Link WiFi Smart Plug

Piecing together your own smart home used to be a headache;
now, you can buy products off-the-shelf, like D-Link's new VWiFi
=mart Plug, and be up and running fram your smarphone in
minutes. Were not just talking remaote control over lights, either; D-
Link's system allows for power and heat monitoring, for the frugal
and safety-conscious amaong us. Read on for our full review.

e



WPS initial router setup

You can find the numieric PIM on a label attached to the
router or in the printed information that came from the
manufacturer,




Enter pin 14873041 on your Wi-Fi router. The
setup can take up to two minutes to complete.

Y




Every consumer router has a hard wired WPS PIN code
8 digits. See it on label on the router

Wireless client provides the PIN code and gets onto network

BELKIN. Network Name(SSID): belkin.90¢c

www.beln,com Password: ae6da634
auter IPIN code. 53475961
Security 1ype. WPA2-PSK-AES

Y esion s soect | |[ 1NN [ ORI Ry

19 the fellowin :qn:lhunn |1:| LAMMWLAN MAC 08863 Sariak
g i 1l Sol | ||IIIJII|IIHI||||| IIH TN I!IIIIIIIIJIIIIIIFIIIIIIIIIIIIHJI
mmwuu;:mmm il WAN MAC: DEEE3 PN Code; 53475861 ver. 1000

Camphes with ASS-210 _.
FCC ID: K7SFIC 104001 - BT
BC: 362 A= FRRT 1081 .I:,|-|_|

Designed in Gaifornia Mace in Taman BEI0-06456 Rev. Al



The s--- hits the fan

KrebsonSecurity

BLOG ADVERTT:

29 New Tools Bypass Wireless Router Securnty

Recent
Thieves
ATMs

Security researchers have released new tools that can bypass the encryption used to protect
many types of wireless routers. Ironically, the tools take advantage of design flaws in a
technology pushed by the wireless industry that was intended to make the security features of

modern routers easler to use.
Not Sec

At issue is a technology called “Wi-Fi Backdoo

Protected Setup” (WPS) that ships with Wi-Fi PRUTEETED Surveills
many routers marketed to consumers and Comple:

small businesses. According to the Wi-Fi S ETU P Security
Alliance, WPS is

an industry group, Expert:

“designed to ease the task of setting up and

: : 2 Bitcoin
configuring security on wireless local area

networks. WPS enables typical users who




The shame continues

pcworld.com/article/2141540/need-wi-fi-access-re

WI-Fi access? Just reac
out and touch your router

Yardena Arar
@dennyarar Apr 9, 2014 51

Networking devices that don’t have conventional user interfaces is one of the bigger
barriers to realizing the Internet of Things. To make that process easier, the Wi-Fi
Alliance has added support for NFC (near-field communication) technology to its WPS
(Wi-Fi Protected Setup) security standard. Instead of typing characters or pushing
buttons, you'll soon be able to add an NFC device to your network by simply tapping it

against your router.




In August 2014, Dominique Bongard of Oxcite in Switzerland reported that
rather than make brute force guesses, he can calculate the correct PIN code
after a single guess. Does not work on all routers.

Offline bruteforce attack on
WIiFi Protected Setup

Dominique Bongard
Founder
Oxcite, Switzerland

@reversity




Routers are spying on you
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BB DIGITAL SECURITY

How Sercomm saved my Easter!

Another backdoor in my router:
when Christmas is NOT enough!

Released 18/04/2014
By Eloi Vanderbeken - Synacktiv




W DIGITAL SECURITY

S0 you can reactivate the
backdoor again...

= If you're on the LAN

= Or if you're an Internet provider (if you're one-hop
away, you can craft Ethernet headers)

= It's DELIBERATE

= You can also use the 0x200 packet type to ping
the router (it will respond with its MAC address)
and 0x202 to change its LAN IP address


http://www.slideshare.net/0xcite/offline-bruteforce-attack-on-wifi-protected-setup

Port 32764 Coverage

nakedsecurity.sophos.com/2014/04/23/the-soho

nakedsecurity

Award-winning news, opinion, advice and research from SOPHOS

The SoHo router backdoor that was
"fixed" by hiding it behind another
backdoor

by Paul Ducklin on April 23, 2014 | 6 Comments
FILED UMDER: Featured, Security threats, Vulnerability

Owver the Christmas break at the end of 2013,
French hacker Eloi Vanderbeken decided to see
if he could break into his own Metgear router.




UDP port 53413 open and listening on WAN side
More than a million vulnerable Netcore routers in China

The fix here too, left the code and closed the port in a way it could
be re-opened

Netis Routers Leave Wide Open Backdoor

by Tim Yeh at Trend Micro Aug 25, 2014
blog.trendmicro.com/trendlabs-security-intelligence/netis-routers-leave-wide-open-backdoor/

Netis Router Backdoor “Patched” But Not Really

by Tim Yeh Oct 3, 2014
blog.trendmicro.com/trendlabs-security-intelligence/netis-router-backdoor-patched-but-not-really



Protocol to simplify the discovery and configuration of network
devices without user involvement

UPnNP is everywhere: Routers, printers, computers, NAS,
IP cameras, Smart TVs

Designed for internal LAN use only — no security to speak of
Can be used to poke a hole in the firewall of a router
Turn it off in your router (If possible. Then test it.)

CERT warned in 2011 of devices exposing UPnP on the Internet
WTEF?



Security firm Rapid7 scanned the entire Internet every week for five
months in 2012 and found

* Over 80 million unique IPs responded to UPnP discovery
requests

* 17 million devices are remotely configurable

e 23 million devices vulnerable to a remote code execution flaw
* Vulnerable devices from 1,500 vendors

You can't make this stuff up
There are two online tests for UPnP on your router

Rapid7/ offers free Windows software to test other routers



Sophos: “Nearly ever vendor you have ever heard of in the home/SOHO
business has routers on the list of vulnerable products. How a router
manufacturer could ship a product that lets you configure the firewall without

authentication on the outside interface is beyond me.”
nakedsecurity.sophos.com/2013/02/05/upnp-flaws-turn-millions-of-firewalls-into-doorstops/

security

SOPHOS

UPNP flaws turn millions of firewalls into
doorstops

by Chester Wisniewski on February 5, 2013 | 21 Comments

Last week security researcher HD Moore

unveiled his latest paper "Unplug. Don't

Play," which looked into vulnerabilities in L
popular Universal Plug and Play (UPnP) U P n P
implementations. FORUM
What is UPnP? Paul Ducklin explained the

principles and the reason behind it in his

recent article about insecurity in video

cameras, but the simple version is this: in

my opinion, UPNP is one of the worst ideas
ever.

Again: If a router is sold at a retail establishmnet, you don't want it



Corporation [US] | https://www.grc.com/su/UPnP-NoResponse.htm

Port Authunty Edll:mn — Internet Vulnerability Prufing

vy Steve Gibson, Gibson Research Corporation.

Universal Plug n'Play (UPnP)
Internet Exposure Test

be sends up to ten (10) UPnP Simple Service Discovery Protocol (SSDP) M-SEARCH UDP packe
ur visitor's current IPv4 address (10.1.1.1) in an attempt to solicit a response from any publi
P SSDP service. The UPnP protocols were never de5|gned to be exposed to the public Interne
guipment which does so should be considered defective, insecure, and unusable. Any such eg

nected immediately.

Your equipment at IP:

Is now being queried:
- § ¥ 1 ¥ 1 1 0 0 °0 |

THE EQUIPMENT AT THE TARGET IP ADDRESS
DID NOT RESPOND TO OUR UPNnP PROBES!

(That's good news!)




upnp-checkrapid7.com

RAPIDY)

Universal Plug and Play

Router Security Check

Universal Plug and Play (UPnP) is a protocol standard that allows easy communication between computers
and network-enabled devices. This protocol is enabled by default on millions of systems, including routers,
printers, media servers, |P cameras, smart TVs, home automation systems, and network storage servers.

Recent research from Rapid7 revealed that at least 40-50 million of these devices are at risk due to security
flaws in the UPnP protocol. These issues potentially expose millions of users to remote attacks that could
result in the theft of sensitive information or further assaults on connected machines such as personal

computers.

This service can test your router and determine whether it is vulnerable to attack. Clicking the Scan My
Router button below will start the test. To learn more about UPnP vulnerabilities, please see this blog post.

This service 1s only suitable for identifying whether your UPnP is exposed to the internet. To check for
internal exposure, we recommend downloading the free ScanNow for UPnP tool. We particularly
recommend this for business users.

Scan My Router Download ScanMow / Frequently Asked

Questions

Copyright © 2013-2014 Rapid7, Inc.




VPN Routers

Astrill VPN Routers

A5US RT-NegU Belkin F7D7302 N300

= 0

NETGEAR WNR3500L




Look for a VPN client router

Consumer routers claiming to be VPN are mostly VPN
servers

Some VPN references may be to VPN passthrough
| Z= - | Log n or Registor | 3

NEWEGGFLASH |

newegy

MY ACGOUNT MY NEWEGG EMAIL DEALS GIFT CARDS

1 All Stores v

Keywords, Model # or ltem #

= Computer Hardware = Metworking = Wireless MNetworking = Wireless Routers = Belkin = ltem#: 9SIA0AT1CT75942

il ; Belkin FOK1004 High Performance Wireless N
-+ belkin Router-4 Gigabit Port @

QEQU2d (8) | Write 3 Review

In stock

* Hemote Access: Secure VPN connection for instant access to the network by 5-10
employees
* Advanced Security and Encryption: SPI firewire, AES, 3DES encryption

Ask Or Answer A Question



VPN connected and what you now have
Wired: Roku box, Vonage box switch as needed

Wireless: Each router has its own Wi-Fi network



Hides your |IP address and physical locaton

Connect to VPN server in a country where the ISP does not
co-operate with US government

VPN router can encrypt traffic from devices that do not themselves
support a VPN

Saves hassle of configuring VPN on multiple devices
Connect a TAILS computer to VPN router for added security

If main router is compromised, all it sees is encrypted VPN
traffic



Cost for router and service
VPN will slow things down a bit

Initial setup is non-standard.
Connect VPN router into existing router

Finding a reliable VPN company
Get up to speed on types of VPNs — anything but PPTP



Some consumer routers can be VPN clients
Install DD-WRT, OpenWRT or Tomato

Buy a router pre-configured to work with a VPN company
Astrill sells 3 routers, HideMyAss sells 4

Flashrouters.com sells a handful of consumer routers customized to
work with one of 18 different VPN providers

PunchVPN.com sells 4 consumer routers with OpenWRT installed
customized by them to support five types of VPN

may be out of business?

EFF firmware for OpenWireless.org in the future



Quick Internet
Setup

General

Network Map

Guest Metwork

Traffic Manager

Parental control

UsE application

Logout Heboot

Operation Mode: Wireless router

o asus 7.4 Athe.

VPN Server  VPA Chent

VPN - VPN Client

VPN {Virtual Private MNetwork) client is often applied to allow a person connecting to VPN &
resource securely over a public network.

However, some devices like set top box, smart TV or Blu-ray player are not able to install
ASUSWRT VPN chent allows all dewices n the network to enjoy the VPN function without
To start 3 VPN connection, please follow the steps below:;

1. Add profile
2. Select a VPN connection type
3. Enter VPN authenticabion information prowded by your VPN prowder then connect.




Safeplug from Pogoplug -ng

DreamPlug - for techies only

Portal — Personal Onion Router to Assure Liberty
not yet available..

Onion Pi from AdaFruit.com



DMZ

Port Forwarding

NAT-PMP

SNMP

Telnet and SSH access to router (already mentioned)

UPnP and WPS (already mentioned)
Disable access to router via the normal ports

Disable HTTP access to router



Turn off wireless networks at night
some routers have a button for this

Use non-standard |IP addresses 192.168.x.* where x >3 and <253
Do not connect USB storage devices to a router

If router has a log, look at it

Note the status of the router lights when things are working
Forward port 80 to a non-existing IP address
Wake-on-LAN available in some routers (just cool)

Plug modem/router into a line-interactive UPS



DD-WRT, OpenWRT, Tomato
Peplink/Pepwave
PfSense
Ubiquity?
Cradlepoint?

Smoothwall?

Linksys

ClearOS? e e

NETGEAR' |

Vyatta?
MicroTik?




SonicWALL TZ 105 UTM
no Wi-F $210, with 2.4GHz Wi-Fi $300 (as of July 2014)

Check Point Software 620
no WiFi $317 $350 with Wi-Fi (as of yuly 2014)

WatchGuard Firebox T10
no Wi-Fi, one LAN port $190 (as of July 2014)

Untangle boxes start at $800



Sophos UTM Home Edition is free

www.sophos.com/en-us/products/free-tools/sophos-utm-home-edition.aspx

Installs on PC hardware
It is the operating sytsem. Two Network adapters needed.

Used to be Astaro

They sell hardware too, but they don't publish prices
and would not talk to me
sophos.com/en-us/medialibrary/PDFs/factsheets/sophosutm100110120dsna.pdf

SOPHOS
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Has serious security issues - see
blogs.computerworld.com/mobile-security/2407 3/comcast-xfinity-wifi-just-say-no

mohney.chn.com/2014/06/16/technology/security/comce

Comcast is turning your home router into a
public Wi-Fi hotspot

By Jose Pagliery @Jose Pagliery June 16,2014: 11:08 AMET




Michael Horowitz

www.michaelhorowitz.com

Handout is posted here

@defensivecomput



