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Level Set

 Modem: thing that connects you to the Internet
 Router: thing that shares a single Internet 

connection amongs multiple computers and 
tablets. It is also the source of Wi-Fi networks

 Modem and Router can exist as one device or 
two

 When combined, called a “gateway'
 Firmware is the operating system for the router



  

Level Set 
TCP/IP Ports

Basic fundamental networking concept

Always used, seldom seen 

http://yahoo.com        Works implicit port number 

http://yahoo.com:80       Works explicit port number

http://yahoo.com:82     Fails, wrong port

   



  

Routers Make a Great Target



  



  



  



  



  

A compromised router

Can spy on you, of course

Can easily alter non-encrypted data in-flight

May be added to a botnet

Can run man-in-the-middle attacks to spy on 
SSL/TLS traffic

Can send you to evil twin websites



  

Possible High Value Evil Twin Website



  

Is this really Tails?

 



  

Is this really Tails?

 



  

Re-direct to evil twin websites

Classic attack: Malicious DNS servers

Instead of resolving tails.boum.org 
to 204.13.164.188 
resolve it to 6.7.8.9 

How would you know?



  

Re-direct to evil twin websites

Think you won't fall for malicous DNS?

Your computer uses hard coded DNS servers 
instead of those offered by the router 

 You still make easily detected DNS requests
    UDP on port 53

 Compromised firmware can watch for DNS requests and 
answer some on its own without passing them through 



  

Re-direct to evil twin websites

You avoid DNS altogether

Instead of tails.boum.org you go to 204.13.164.188 

How do you know that is the correct IP address?

Game over: Even if it is the correct IP, a compromised 
ISP may still send you to an evil twin of tails.boum.org



  

Be a lesser target

Spy agencies can probably hack into Cisco and 
Juniper routers in their sleep 

On the home front, bag guys and spies are more 
likely to pay attention to popular routers 

 Avoid consumer routers. 
   If a router is sold at Best Buy don't buy it

 If a router is given to you by your ISP don't use it
 ISP gateways can be converted to modems so 

that you can add your own router



  

How configure a router?

 Internal website 
 Smartphone apps
 Cloud management via vendor websites
 Apple AirPort utility from OS X
 UPnP
 Telnet, SSH



  

IP address of router

  To use the 
internal/administrative 
website of a router, 
requires that you know 
the IP address of the 
router. 

See my Sept. 2013 blog 



  

Rounding up the usual suspects

 Change the router password 
 Update the router firmware – risky 
 Eat your vegetables



  

Router Password

 Anything but the default (if not using remote admin) 

 If using Remote Administration then very long 

 Some routers let you change the userid too
    this is great!

 Some routers offer a second read-only userid

  

  

  



  

New Firmware Notification

 Router may do nothing 
 Router may offer a manual online check
 Router may check on its own and tell you when 

you login to admin website
 Router may send you an email notification of 

new firmware (Peplink does)
 Self-update automatically? Verizon FIOS 

ActionTec maybe



  

Defensive Steps for new Firmware

 Download current firmware, if possible, to 
fall back to

 Download a file of the current settings, 
again for fallback

 Take pictures of the admin screens in case 
some settings get changed

 Have a spare router



  

Step up in class



  

SSID (network name)

Change the default

Dont' give away personal information

Hiding is a waste of time



  

2.4GHz vs 5GHz



  

Wi-Fi Encryption

 WEP bad, WPA eh, WPA2 best
 WPA2: if asked, opt for  AES 
(a.k.a.CCMP). Do not use TKIP

 Some routers do not have an option 
for only WPA2

 WPA2 needs a looooong password 



  

Wi-Fi Passwords



  

Wi-Fi Passwords
BAD:         kyPeQ3!khx                   (too short, can't remember it)

GOOD:    ..new..york..yankees..  (long, easy to remember)

Other Good passwords 

 Like red tulips?          red123TULIPS123  

 Like Shakespeare?   tobeornottobe-->THATisthe? 

 From New York City>   new-yawk-RULES!!!! 

 Like XKCD comics?   BatteryHorseStapleEtcEtcEtc   

 Like being a smartass?    >>>>>>>>thisismypassword  

 Like to remember a date/place?   Denver///2009/// 

 Want to remember HOPE?    HOPEX==hotel==statler  



  



  



  

Lock Down Local Admin

Worst   http://192.168.1.1
Better  http:// 192.1681.1.1:22999 
Better  https://192.168.1.1
Best     https://192.168.1.1:22999

And … 



  

Lock Down Local Admin

 If possible, change the admin userid
 Turn off wireless access to admin site

    only Ethernet clients can make changes
 If possible, logon as a read-only user
 Log out when done
 Set a timeout in case you forget to log out
 Use private browsing mode for administraton
 Turn off Telnet, SSH access



  

Lock Down Remote Admin

Local        http://192.168.1.1
Remote   http:// auntsally.dyndns.org 

 Linksys calls it “remote administration”
 Netgear calls is “remote management” 
 Asus calls it “Web Access from WAN” 
 Verizon FIOS calls it 

    “Incoming WAN access to Web-Management” 
 Peplink calls it “Web admin access”



  

Configuring Remote Admin on Asus



  

DDNS for Remote Admin

https://auntsally.dyndns.org:22333



  

DNS Servers
  DNS translates computer names to IP addresses 

      www.hope.net => 207.99.30.200 

  Every ISP offers at least two DNS server computers 

 I prefer OpenDNS.com  

 They do more and offer more privacy

 OpenDNS offers free services without opening an account

 Family Shield blocks porn, no account needed

 Open a free account for more features, paid for more still  



  

DNS Servers
 Regular OpenDNS  208.67.222.222  and  208.67.220.220

 Family Shield  208.67.222.123 and  208.67.220.123

 Audit OpenDNS at  https://store.opendns.com/settings 

 DYN, Norton and Comodo also offer free DNS services

 Google has the easiest to remember DNS server IP address

     8.8.8.8



  

Auditing DNS Servers
 A popular attack is changing the DNS servers used by the router 

and/or provided to clients via DHCP. There are two websites that 

show your current DNS servers 

https://www.dnsleaktest.com  and

myresolver.info



  

Guest Networks

 Secondary networks with different passwords 

 Hopefully better separation from private network

 Change password frequently

 TURN OFF when not in use 

 Look for scheduling of Guest networks



  

Who is on your network
  Consumer routers do a poor job 

  FING runs on Android and iOS 

  Nirsoft Wireless Network Watcher on Windows

  Skydog is no more. Eaten by Comcast



  

https://www.dnsleaktest.com/


  



  

Peplink Monitoring



  

Peplink Monitoring



  

Hiding on the Internet

  Ping response blocking

  HNAP

  Firewall and ports



  

Router is a computer
What might happen when unsolicited data 

packets from the Internet hit a router? 



  

Hiding From Ping 

How do bad guys on the Internet find you? 

One way is the TCP/IP Ping command 

All routers have an option to ignore Ping commands
   C:\Users\me>ping yahoo.com

Pinging yahoo.com [98.139.183.24] with 32 bytes of data:
Reply from 98.139.183.24: bytes=32 time=29ms TTL=50
Reply from 98.139.183.24: bytes=32 time=38ms TTL=50
Reply from 98.139.183.24: bytes=32 time=54ms TTL=50
Ping statistics for 98.139.183.24:
  Packets: Sent = 3, Received = 3, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
  Minimum = 29ms, Maximum = 54ms, Average = 41ms



  

Hiding From Ping 

Terminology for disabling the Ping response

  Netgear says “Respond to Ping on the Internet Port” 

  ASUS calls this “Respond PING Request from WAN”  

  Linksys calls it “Block Anonymous Internet Requests” 

  Peplink calls it “Reply to ICMP PING” 



  

HNAP Reconnaissance
Home Network Administration Protocol

Yet another way to access a router
Offers up technical details of the router
Designed for Hardware manufacturer to remotely 

manage devices 
No password needed in next slide 



  



  

HNAP More Info
“...for devices that might potentially be deployed and managed by an ISP, or even by a corporation 

to remote sites, you want a management protocol that is on by default, and is difficult for the 
remote user to turn off.  Or from some reports, on some devices this protocol stays enabled even 
after your turn it off”

 

More on HNAP - What is it, How to Use it, How to Find it   by Rob VandenBrink  Feb 214 

 https://isc.sans.edu/diary/More+on+HNAP+-+What+is+it+How+to+Use+it+How+to+Find+it/17648

See also

   www.cisco.com/web/partners/downloads/guest/hnap_protocol_whitepaper.pdf
   www.tenable.com/blog/hnap-protocol-vulnerabilities-pushing-the-easy-button
   https://isc.sans.edu/forums/diary/Linksys+Worm+TheMoon+Summary+What+we+know+so+far/17633



  

Firewall and Ports
Firewall in router Lords Over all ports  

Can be open, closed or stealthed

Stealth is the best, sends incoming data packets to the 
bit bucket. Supressing Ping response is stealth

Open is usually a mistake for home routers, used to run 
a server

Closed means the incoming packet is not processed, but 
an error message is sent. Like answering a knock on 
the door with “go away”. Shows someone is home.



  

https://www.grc.com/shieldsup



  

Another Firewall tester works on TCP or UDP
https://pentest-tools.com/discovery-probing/udp-port-scanner-online-nmap 
https://pentest-tools.com/discovery-probing/tcp-port-scanner-online-nmap

https://isc.sans.edu/diary/More+on+HNAP+-+What+is+it+How+to+Use+it+How+to+Find+it/17648
http://www.cisco.com/web/partners/downloads/guest/hnap_protocol_whitepaper.pdf
http://www.tenable.com/blog/hnap-protocol-vulnerabilities-pushing-the-easy-button
https://isc.sans.edu/forums/diary/Linksys+Worm+TheMoon+Summary+What+we+know+so+far/17633


  

Router Software STINKS!
Perhaps developed by amateurs

Perhaps developed with spying in mind

Perhaps both

First thing EFF said in discussing their upcoming firmware

Asus password length bug 

Netgear DDNS bug 

July 2013 Independent Security Evaluators

EE BrightBox router   http://1.2.3.4/cgi_status.js

   https://scotthelme.co.uk/ee-brightbox-router-hacked/
 securityevaluators.com/knowledge/case_studies/routers/soho_techreport.pdf/



  

Router Software STINKS!
This is the error that made me realize it was time to 

step up from consumer routers. 

 Mozilla/5.0 (Windows NT 6.1; WOW64; rv:29.0) Gecko/20100101 Firefox/29.0 



  

Worng  Worng  Worng



  

The Wirecutter backtracks



  

The Woops of WPS



  

WPS is being used
Sophos scanned London in April 2014 
Total Networks: 81,700     WPS enabled on almost 28,000 
www.sophos.com/en-us/press-office/press-releases/2014/04/london-warbiking.aspx



  

WPS push button mode



  

WPS initial router setup



  

WPS Entering a PIN



  

WPS 4th mode of operation
Every consumer router has a hard wired WPS PIN code

8 digits. See it on label on the router 

Wireless client provides the PIN code and gets onto network



  

The s--- hits the fan



  

The shame continues



  

WPS Gets Worse
In August 2014, Dominique Bongard of 0xcite in Switzerland reported that 

rather than make brute force guesses, he can calculate the correct PIN code 
after a single guess. Does not work on all routers.  

http://www.slideshare.net/0xcite/offline-bruteforce-attack-on-wifi-protected-setup



  

Port 32764 issue

      Routers are spying on you



  
www.synacktiv.com/ressources/TCP32764_backdoor_again.pdf 



  

http://www.slideshare.net/0xcite/offline-bruteforce-attack-on-wifi-protected-setup


  

Port 32764 Coverage
Good writeup on this by Sophos  April 2014                                     

nakedsecurity.sophos.com/2014/04/23/the-soho-router-backdoor-that-was-fixed-by-
hiding-it-behind-another-backdoor/

 



  

Yet Another Open Port
UDP port 53413 open and listening on WAN side

More than a million vulnerable Netcore routers in China 

The fix here too, left the code and closed the port in a way it could 
be re-opened

Netis Routers Leave Wide Open Backdoor  
by Tim Yeh at Trend Micro Aug 25, 2014
blog.trendmicro.com/trendlabs-security-intelligence/netis-routers-leave-wide-open-backdoor/

Netis Router Backdoor “Patched” But Not Really 
by Tim Yeh Oct 3, 2014  
blog.trendmicro.com/trendlabs-security-intelligence/netis-router-backdoor-patched-but-not-really



  

UPnP
Protocol to simplify the discovery and configuration of network 

devices without user involvement

UPnP is everywhere: Routers, printers, computers, NAS, 
IP cameras, Smart TVs

Designed for internal LAN use only – no security to speak of

Can be used to poke a hole in the firewall of a router

Turn it off in your router (If possible. Then test it.)

CERT warned in 2011 of devices exposing UPnP on the Internet
         WTF?



  

UPnP
Security firm Rapid7 scanned the entire Internet every week for five

months in 2012 and found

 Over 80 million unique IPs responded to UPnP discovery 
requests 

 17 million devices are remotely configurable

 23 million devices vulnerable to a remote code execution flaw

 Vulnerable devices from 1,500 vendors 

You can't make this stuff up

There are two online tests for UPnP on your router 

Rapid7 offers free Windows software to test other routers



  

UPnP
Sophos: “Nearly ever vendor you have ever heard of in the home/SOHO 

business has routers on the list of vulnerable products. How a router 
manufacturer could ship a product that lets you configure the firewall without 
authentication on the outside interface is beyond me.”
nakedsecurity.sophos.com/2013/02/05/upnp-flaws-turn-millions-of-firewalls-into-doorstops/

Again: If a router is sold at a retail establishmnet, you don't want it



  



  



  

VPN Routers
                ISPs co-operate with Spy agencies of the US government



  

VPN Routers
Look for a VPN client router 

Consumer routers claiming to be VPN are mostly VPN 
servers

Some VPN references may be to VPN passthrough 



  

Maybe Use Two Routers
VPN connected and what you now have 

Wired: Roku box, Vonage box switch as needed

Wireless: Each router has its own Wi-Fi network



  

Secondary VPN Router Benefits

Hides your IP address and physical locaton

Connect to VPN server in a country where the ISP does not 
co-operate with US government

VPN router can encrypt traffic from devices that do not themselves 
support a VPN 

Saves hassle of configuring VPN on multiple devices

Connect a TAILS computer to VPN router for added security

If main router is compromised, all it sees is encrypted VPN 
traffic



  

Secondary VPN Router Downsides

 Cost for router and service

 VPN will slow things down a bit 

 Initial setup is non-standard. 
 Connect VPN router into existing router

 Finding a reliable VPN company 

 Get up to speed on types of VPNs – anything but PPTP



  

VPN Client Routers
Some consumer routers can be VPN clients 

Install DD-WRT, OpenWRT or Tomato

Buy a router pre-configured to work with a VPN company
 Astrill sells 3 routers, HideMyAss sells 4 

Flashrouters.com sells a handful of consumer routers customized to 
 work with one of 18 different VPN providers 

PunchVPN.com sells 4 consumer routers with OpenWRT installed
 customized by them to support five types of VPN
may be out of business? 

EFF firmware for OpenWireless.org in the future 



  

Asus Router 
VPN client and server



  

Tor Routers
Safeplug from Pogoplug -ng

DreamPlug - for techies only

Portal – Personal Onion Router to Assure Liberty 
 not yet available..

Onion Pi from AdaFruit.com



  

Turn off ...
 DMZ

 Port Forwarding

 NAT-PMP

 SNMP

 Telnet and SSH access to router (already mentioned) 

 UPnP and WPS (already mentioned)

 Disable access to router via the normal ports

 Disable HTTP access to router 



  

And ...
 Turn off wireless networks at night

    some routers have a button for this

 Use non-standard IP addresses  192.168.x.* where x >3 and <253

 Do not connect USB storage devices to a router 

 If router has a log, look at it 

 Note the status of the router lights when things are working

 Forward port 80 to a non-existing IP address

 Wake-on-LAN available in some routers    (just cool)

 Plug modem/router into a line-interactive UPS 



  

Step up from consumer routers

 DD-WRT, OpenWRT, Tomato

 Peplink/Pepwave

 PfSense

 Ubiquity?

 Cradlepoint?

 Smoothwall?

 ClearOS?

 Vyatta?

 MicroTik?



  

Step up from consumer routers

 SonicWALL TZ 105 UTM 
no Wi-F $210, with 2.4GHz Wi-Fi $300 (as of July 2014)

 Check Point Software 620 
  no WiFi $317  $350 with Wi-Fi  (as of July 2014)

 WatchGuard Firebox T10 
    no Wi-Fi, one LAN port $190 (as of July 2014)

 Untangle boxes start at $800 



  

Step up from consumer routers
Sophos UTM Home Edition is free
www.sophos.com/en-us/products/free-tools/sophos-utm-home-edition.aspx

Installs on PC hardware 
   It is the operating sytsem. Two Network adapters needed.  

Used to be Astaro

They sell hardware too, but they don't publish prices
   and would not talk to me
sophos.com/en-us/medialibrary/PDFs/factsheets/sophosutm100110120dsna.pdf 



  

Comcast XFINITY WiFi
Has serious security issues - see 
blogs.computerworld.com/mobile-security/24073/comcast-xfinity-wifi-just-say-no
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Michael Horowitz

www.michaelhorowitz.com
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