


SAD PA YPHONES 

They may not be foreign payphones but thel look rather alien to us. These phones 
happened to be in the wrong place at the wrong time - namely, Los Angeles in the 
spring of 92. Riots have never been kind to pay phones. We can only imagine what 
the COCOTs looked like. 

Photos by Kuang, another 2600 contributor risking his life for the glory of Page 2. 
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On The Road Again 
Portable Hacking 

by The Masked Avocado 
As the smoke clears from the 

battlefield, it appears that the enemy has 
gained a major victory. Scores of people 
raided, many arrested, some in jail, 
bulletin boards seized; the casualties are 
many. Today it is almost impossible to 
find any hack/phreak board, let alone a 
decent one. Everyone is laying low, 
information is scarce. When asked, 
almost everyone is "retired". Our world is 
on hold, and has been on hold for what 
seems like an eternity. The Phrack trials, 
Operation Sun Devil, and a dozen other 
events have struck a major blow against 
our way of life, and caused paralysis. Just 
like in the real world, the phreak/hack 
world is experiencing a recession of its 
own. 

Raids, of course, have happened many 
times before, to a lesser extent, and the 
phreak/hack world has always bounced 
back. I am sure that the phreak/hack 
world will come back stronger than ever 
one of these days. But if it is to survive 
and avoid another series of raids, then it 
must change. No longer will we have the 
comfort of hacking, phreaking, or  
scanning from home. Those days are 
over; the enemy has finally learned to use 
technology too. CLID, ANI, DNRs, narcs, 
and wiretaps have changed the way of 
hacking. If we are to survive, then we 
must change as well. Hacking on the road 
is no longer an option. It has become a 
necessity. 

History 
From the beginning, phone phreaks 

realized that the surest way to avoid 
being busted was to use payphones. They 
called them "phortress phones". 
Phreaking from a payphone was not that 
much harder that doing it from home. 
However, many foun d  this to be an 
inconvenient, if  not a somewhat overly 
paranoid, option. Given the technology, 
ignorance, and lack of law enforcement 
on the part of the enemy at the time, very 
few were busted. I remember when 

people set up their computers to hack 950 
codes all night, scan entire 1-800 
exchanges, and blast all sorts of illegal 
tones down their home telephone line 
without giving it a second t hought. 
Today, this kind of behavior is equivalent 
to suicide. It has gotten to the point 
where, if you have a DNR on your line, 
and you actually have the balls to call 
your favorite bulletin board or (gasp!) call 
a Telenet port, you could be raided or 
have yourself hauled in for questioning. 
Because of easier tracing, recent 
examples have shown that you can be 
raided for calling a board, especially one 
under investigation, perhaps not even 
knowing that the board was set up 
illegally on a hacked Unix. Big Brother 
may be eight years late, but he has 
arrived. Let us take Darwin's advice, and 
adapt before we become extinct. 

Who Should Go Portable? 
Everyone, actually. However, novices 

and explorers should learn as much as 
they can from others, and try not to do 
anything overtly dangerous from home. 
There is much exploration that is  
completely legal, like public access Unix 
machines and the Internet. Those who 
should go portable right away are 
experienced hackers, those with a 
relatively high profile in the hacking 
community, or those who have many 
associates in the hacking community. 
Because of this, they are likely to have a 
DNR already slapped on their line. 
Sometimes, all it takes is to have one 
DNR'ed hacker call another, and the 
second one has a pretty good chance of 
getting a DNR of his very own. Enough 
gloom, let's see what lies ahead. 

What You'll Need 
Okay, you don't particularly want to 

get busted by hacking from home, and 
you want to take your recreation on the 
road, eh? Well, let us explore the options. 
Knowing your options and getting the 
right equipment can make your 
experience of hacking on the road a less 
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difficult, more comfortable, and more 
pleasant one. Depending on the hacker, 
several factors come into play when 
purchasing equipment, among them 
price, power, and portability. 

Obviously, one does not need a 486-
50DX laptop with an active matrix TFT 
color screen, 64 megs of RAM, 660 meg 
hard d i sk, running Unix VA to g o  
hacking. Besides the $13,000 cost, I don't 
think getting a hernia is anyone's idea of 
a fun evening. Besides, with a system like 
that, chances are the laptop you are 
calling from has twenty times more 
power than the piece of shit 3B2 with a 
40mb hard disk that you're likely to hack 
into. Similarly, a dinky little pocket 
computer with a 20x2 flickering LCD 
screen and a conveniently alphabetized 
ultra-bouncy membrane chicklet 
keyboard is not what is needed either. 

Important factors in purchasing a 
laptop or notebook computer are price, 
weight, screen readability, keyboard, 
memory, disk storage, and battery life. 
The price that you can afford should be 
determined by you. As far as the screen 
goes, it should be large enough, 
preferably 8Ox24 characters, and easy to 
read. LCD is okay, supertwist LCD even 
better, EL and PLASMA are even better 
than that, but if you plan to hack at night 
or in the dark like most hackers on the 
road, you should make sure your laptop 
has a backlit screen. Color LCD screens 
are u seless unless you plan to call 
Prodigy or download and view GIFs, in 
which case you should stop reading this 
article right now and go back to play with 
your Nintendo. 

The keyboard should be a standard 
full-sized QWERTY keyboard, with full 
travel plastic keys. You don't need a 
numeric keypad or function keys or any 
of that crap. Membrane keyboards or 
chicklet rubber keys are out of the 
question. Unless you are utterly retarded, 
having your keys alphabetized is not an 
added benefit. Basically, if can touch type 
on a keyboard without your fingers 
missing keys, getting jammed or slipping 
around, then it is a good keyboard. 

You don't need a lot of memory on 

your portable either, since you will 
mostly be using it as a dumb terminal. 
However you should have enough 
memory to run your terminal software 
and be able to buffer most of your online 
sessions for later analysis. A floppy drive 
or some kind of permanent storage is also 
a good idea. If your portable has battery 
backed RAM, you may get away without 
using a floppy drive, since you can always 
transfer any buffers to a larger' machine 
via the serial port. 

The last, and perhaps most important 
factor in determining your choice for a 
laptop or notebook is battery life, or more 
precisely, how long you can use the 
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have the comfort of 
hacking, phreaking, 
or scanning from 
home." 

mac 
needing a recharge or battery change. 
Unless you plan to find an AC <outlet at 
every location you hack from, battery 
capacity is a crucial factor. These battery 
times vary greatly, anywhere from two 
hours to 20 hours on some notebooks and 
palmtops. I would recommend a machine 
with at least four hours of battery life per 
charge. If you have a floppy disk drive, 
your battery life will decrease 
significantly with each disk access, so try 
to keep any disk access to a minimum. If 
your terminal software accesses the disk 
a lot, I would suggest running it from a 
ram disk. Having a hard disk on a laptop 
is pretty useless in relation to hacking, 
unless your sole purpose in life is to climb 
a telephone pole so that you can leach all 
the latest nudie GIFs from Event 
Horizon's 1-900 number. 

The laptop and notebook market has 
changed more qu ickly than any other 
segment of the computer industry. New 



models are literally coming out every 
three months. While the new models offer 
better screens and lighter weight, they 
are usually far too expensive, especially 
for use as mere hacking rigs. But, an 
interesting byproduct of all this change is 
the fact that the older models are 
constantly being liquidated at almost 
rock bottom prices by companies like 
DAK, Damark, and Underware 
Electronics, which sell by catalog through 
mail order or by any number of 
companies that advertise in Computer 
Shopper. The prices are dropping 
constantly, and by the time you read this 
article I'm sure the prices I mention will 
sound. high Qnce you've looked through 
some of these catalogs. Not long ago a 
friend of mine purchased a brand new 4.4 
pound discontinued NEC Ultraligh t 
computer with a backlit LCD screen, with 
a 2MB battery backed silicon disk, and a 
built-in 2400 modem for just under $500. 
I've seen a Toshiba 1000 going for $399, 
Ze nith Minisport machines going for 
$299. If you want, you can pick up a 
386SX-20 notebook for under a thousand 
bucks easily. The point is that the 
hardware is there, and it's usually far 
less expensive than any desktop 
machines. 

Modems And Couplers 
One does not need a 57,600 baud 

V.32bisN.42bis modem to go hacking. 
Unless you plan to download all of the 
Unix System V source code from an 
AT&T mini in under 5 minutes, a high 
speed modem is not required. A 300 baud 
modem may be too slow for most 
purposes, and the only times I would 
recommend 300 baud is if your notebook 
or palmtop has a small screen where 
everything would scroll off too quickly or 
if you're a slow reader. 

A 1200 or 2400 baud modem will do 
fine. If it has error-correction (i.e., MNP), 
even better. If your laptop doesn't already 
have one built-in, I would suggest buying 
a pocket modem. Pocket 1200 baud 
modems can be found for as low as $29. 
Most pocket modems are the size of a 
cigarette pack and run for 15 hours or so 
off of a 9 v olt battery. Other pocket 

modems, like the Practical Peripherals' 
Practical Pocket Modem (Model 
PM2400PPM, price $159 retail, can be 
found for $79 mail order) or the Novation 
Parrot, use low-power chips and run off 
either the power from your RS-232 port 
or the phone line voltage or both. These 
modems are not much more expensive 
than the battery powered ones, and you 
never have to worry about your modem 
running out of power. All pocket modems 
are Hayes AT compatible and some, like 
the WorldPort 2496 Pocket FaxIModem, 
even haveG3 fax capability. 

If you're going to be hacking from 
payphones, you're going to need an 
acoustic coupler to attach to your modem. 
Several are available from stores 
specializing in laptops and laptop 
accessories. The most popular among 
hackers is the CP+, available from The 
Laptop Shop. There's also the Konnexx 
coupler, which can work with 9600 baud 
modems and faxes. Look in magazines 
like Mobile Computing for ads for other 
models. A coupler will run you around 
$100 mail order. 

Ultimately, it is best to keep your 
portable hacking system as small as 
possible and made of the minimu m 
number of parts. A notebook machine 
such as the Tandy WP-2, Cambridge Z88, 
NE C Ultraligh t, and th e acoustic 
coupler/modem mentioned above is 
probably the best possible combination 
for a compact and inexpensive portable 
rig. It's small and light, consists of only 
two or three pieces, fits in a small 
briefcase or knapsack, and weighs just 
under five pounds. 

By planning and designing your 
system from start to finish you can 
achieve a sleek efficient portable hacking 
system. Poor plan ning can result in 
uncomfortable heavy multi-piece systems 
that one has to drag around. Before 
laptops really existed, a friend of mine 
decided to put together a portable rig 
from parts he already had, and this did 
not turn out too well. H is system 
consisted of an Apple lIc, a 12 volt car 
battery, AC power inv erter, 7" 
monochrome monitor, and a full size 
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external Hayes modem. The only things 
he ended up buying were the inverter and 
acoustic coupler. However this system 
was a nightmare of a machine, weighing 
almost 45 pounds, consisting of seven 
cumbersome pieces, with tangled cables, 
and capable of completely draining a fully 
charged car battery in a matter of 30 
minutes. He managed to fit the entire 
system in a large suitcase. It took him 
almost 15 minutes to set the entire thing 
up inside a phone booth, leaving very 
little room for him. If trouble would arise, 
he would have a very difficult time 
making a quick getaway. This is an 
example of what not to do when putting 
together your portable rig. 

Where To Go Hacking 
Location is just as important as 

having a good portable rig. Where you 
hack from determines how long you can 
hack, how late you can hack, whether 
you'll be bothered by interruptions or 
have to look over your shoulder every 
minute, and many other factors. Unless 
you happen to be travelling around the 
country and staying in hotels every other 
week, your only options for portable 
hacking are payphones, junction boxes, 
and exposed phone wiring. Finding a 
great hacking location takes some work, 

"Ultimately, it is best to 
keep your portable 
hacking system as 
small as possible and 
made of the minimum 

number of parts." 
. : .  . ou can save 
time by surveying locations beforehand, 
that is, before you actually go hacking. 
You should find several possible locations 
that meet your needs. After using one 
location for a week or so, you should 
move on. Depending on the sensitivity of 
the machines you hack, using the same 

location for an extended amount of time 
is hazardous to your freedom. 

. .. 

Time of day is also another important 
factor. It is best to go out late at night to 
do the majority of your hacking. Besides, 
3 am is about the only decent time you 
can cut into people's phone lines to attach 
your portable without being noticed. 
However, 3 am is also when the local cops 
like to make their rounds through quiet 
neighborhoods, so be careful, because it's 
very hard to explain what you were doing 
inside a junction box to the police, even if 
you were wearing a lineman's helmet, 
because linemen don't work at 3 am. 

If you don't have an acoustic coupler, 
you can't really use payphones unless you 
manage to get access to the wiring. 
Therefore, you are limited to using 
whatever telephone lines you can get 
your wire cutters on. Junction boxes are 
great, but the ones directly on the street 
are too dangerous. For all junction boxes, 
bring along the necessary hex wrench. 
Almost all junction boxes in suburbia are 
unlocked and usually very secluded. In 
the city, however, the best junction boxes 
are in back of large apartment buildings, 
or in their basements, or in back of stores 
and in parking lots. As an added bonus, 
junction boxes not on the street are not 
locked. When using a junction box, it is 
very preferable if you cannot be seen 
from the street. Junction boxes on poles 
are also good if you can find them in 
secluded or remote areas. I found one 
near me that fits my needs well. It is a 
huge unlocked box, atop a pole, with a 
very nice and comfortable seat. What is 
really great though, is that right next to 
the pole there's a tree. The branches and 
leaves of the tree completely engulf the 
top of the pole, thus I am completely 
invisible to people passing by on the 
street. I simply climb the tree to get high 
enough to start climbing the metal ladder 
spikes on the pole, and climb up to the 
seat, unpack my rig, and I'm ready to 
rock. This is the perfect hacking and 
phreaking location at 3:00 in the 
morning. Having access to hundreds of 
different lines also allows one to use such 
a location for many hacking sessions 
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before moving on. If you're a college 
student, dorms are great places to find 
indoor junction boxes. They are usually in 
stairwells and in the basement. 

If you are not able to use a junction 
box, all you have to do is find a running 
line in a secluded location. Again, the 
backs of apartment buildings and the 
backs of stores are good places to find 
wiring. Be sure you know what you are 
doing, because there i s  a lot of other 
wiring that can get in the way, such as 
cable TV, antenna, and electrical wiring. 
If you fry yourself on a power cable then 
you deserve it, because you're too stupid 
to even go hacking. 

I f  you plan a direct connection 
(running wiring or junction boxes), other 

\ parts you will want to bring along on 
your hacking trips are a lineman's 
handset, wire cutters and strippers, and 
an RJ -11 phone jack with alligator clips. 

If you have an acoustic coupler, you 
have the added option of using payphones 
and phone booths. But stay away from 
COCOTs, they are too much of a 
headache, and the sound quality usually 
sucks.  Good places to find secluded 
payphones late a t  night are parks, 
playgrounds, beaches, and boardwalks. If 
you live in New York City, then this does 
not apply to you unless you enjoy being 
harassed and urinated u pon by homeless 
people while trying to gain root. 
Obviously, outdoor hacking becomes 
much less of an option when it rains or 
when the weather turns cold. During the 
day, good places to find secluded 
payphones are old pu blic buildings, 
college buildings, a irports, hotels, 
libraries, and museums_ I once found a 
phone booth in an old sec luded hallway at 
the Museum o f  Natu ral History in 
Manhattan. This phone was rotary and 
hadn't been used by hu mans in I don't 
know how long. The phone books in there 
were from 1982. The phone booth was 
recessed in a wall, well lighted, with a 
door. Needless to say, this was the perfect 
spot for several hacking sessions during 
the day. 

With payphones, there is the added 
problem of the phone constantly wanting 

money. A red box is very cumbersome, 
and modem transmissions are 
immediately killed when the phone wants 
money every few minutes. Unless your 
hacking consists entirely of machines 
with 1-800 dialups, codes or calling cards 
are a must. Using a phone company with 
good sound quality, such as AT&T or 
Sprint, will reduce errors and line noise. 
Given the aco u stic nature of the 
connection, it  becomes necessary to 
manually flash the switch-hook between 
calls, and perhaps even manually dialing 
if your modem cannot autodial. This 
hassle can be avoided by using a dial-out 
such as a Unix with cu, an Internet dial
out, or PC Pursuit. 

Unlike on TV and in the movies, 
cellular phones are not really an option 
for portable hacking, unless you have the 
ability to completely reprogram yours at 
a moment's notice, by changing both the 
Electronic Serial Number and the 
Telephone Number to someone else's. 
This type of phreaking requires some 
advanced knowledge. Getting the ESN's 
and TN's is not a problem since they are 
broadcast digitally over the air, and you 
can pluck them right off the air if you 
build a decoder and hook it up to a 
scanner with 800mhz capability. This is, 

for another article. Just 

.. dn'ess you happen to be 

travellif1g around the country 

ard staying in hotels every 

other week, your only options 

for portable hacking are 
Cd\ pfc:es jurctior bC(8S 
and exposed phone wiring." 
as an over 
cellular phones are quite possible with 
error correcting modems up to 9600 baud. 
Telebit even makes a very nice cellular 
modem called the Cellblazer which can 
pump data through at 16,000 baud. 

Taking to the Road 
Another crucial element in successful 
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portable hacking is planning. In light of 
time constraints and battery life, you 
should plan as much of your work ahead 
of time as possible. Any preliminary work 
should be done before the mission 
(research, social engineering, etc. ). I 
understand that hacking is somewhat of 
an unorganized, unplanned activity, but 
you should at least have some sort of 
agenda laid out. That's not to say that 
you can't have any fun or enjoy yourself; 
you could spend all night calling pirate 
boards in Europe, for all I care. Nothing 
is worse than sitting atop a telephone 
pole at four in the morning trying to 
think of where to call next. 

Be prepared, and bring everything 
you will need: your rig, handset, 
notebook, flashlight, food and drink, a list 
of computers to call, and if you live in 
New York City, bring along a weapon for 
self-defense. 

When using payphones, it is also a 
good idea to have a good excuse ready in 
case someone asks you what you're doing. 
A favorite among hackers on the road is, 
"I'm a freelance writer and I'm 
transmitting a story to my editor. " 
During the daytime at a payphone no one 
is likely to even notice you since so many 
people have laptops these days. If you're 
at a junction box or cutting into 
someone's phone wiring at three in the 
morning, no excuse is necessary. Just be 
prepared to shoot to injure, and run like 
hell. 

During your hacking mission, try to 
have a good idea of where you are, and 
make a note of any exits that may be 
needed if you need a quick getaway. And 
buffer everything for later review. 

The Future 
The ultimate thrill would be to carry 

around a notebook machine with a pocket 
packet radio TN C and a portable HF 
transceiver. There are places on the 
packet nets where you can link into 
TCP/IP gateways and tel net to any place 
on the Internet. Also rumored to exist on 
the packet nets are telephone modem 
dial-outs. With this kind of setup, you 
could literally be in the middle of the 
desert outside of Phoenix, and be hacking 

a machine anywhere the world. When 
you're done; you can just move. on. I'm 
sure this scares the shit out of law 
enforcement, and rightly so. But t·hat 
may be exactly what we're doing five 
years from now. 

Conclusion 
I have been on many portable hacking 

trips, sometimes alone, and sometimes 
with friends. All I can really say is that 
it's a lot of fun, just like regular hacking, 
but without any of the worries a!l$Oclated 
with hacking from home. Also, portable 
hacking is more exiting than just sitting 
at home in front of your computer. If you 
find good locations, and bring along a 
couple of buddies and plenty of good 
American beer, hacking on the road can 
be the best thing in the world. 

2600 NOW HAS A VOICE 

BBS THAT OPERATES 

EVERY NIGHT BEGINNING 

AT 11:00 PM EASTERN 

TIME. FOR THOSE OF YOU 

THAT CAN'T MAKE IT TO 

THE MEETINGS, THIS IS A 

GREAT WAY TO STAY IN 

TOUCH. CALL 

0700-751-2600 USING 

AT&T (IF YOU DON'T 

HAVE AT&T AS YOUR 

LONG DISTANCE 

COMPANY, PRECEDE THE 

ABOVE NUMBER WITH 

10288). THE CALL COSTS 

15 CENTS A MINUTE AND 

IT ALL GOES TO AT&T. 

YOU CAN ALSO LEAVE 

MESSAGES FOR 2600 

WRITERS AND STAFF 

PEOPLE. 
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hitchhikers guide to the phone system 
phreaking in the nineties 

by BllIsf 
Introduction 

In this article I wiIllly to introduce yw to the most 
� machine CII earth: the phc;n: sy&tcm. It's a 
guide to having fun with the techndogy, and I hqJe it 
will help yw CII your travels through the netwak. h is 
by no means a definiIive manual: if yw really want to 
get into this, there are lots ci additimal things you 
IWStIram md read. 

This article assumes yw know a little bit aIxtt the 
histay ci Ptreaking. h is meant as an update for the 
sometimes very outdated documents that can be 
downloaded fran BBS's. In here I'll tell yw which ci 
the <id tricks might still wodt today, and what new 
tricks you may discover as you become a phone 

pu-eak. 
As yw leam to pueak yw will (hqlefuIly) fmd 

ways to make calls that yw could not make in my 
aIIer way. Ca1Is to lest IU1lbers that yw cannot reach 
fmn the noana1 netwodt, caDs to ships (unaffadaNe 
�), md JIIIIdl more. As yw tell ahers atxu 
the hidden world yw have discovered, yw will 1m 
into peqie \\ito have been brainwashed into 1binka1g 
that all explOl1ltion into the inner workings of the 
phone system is theft or fraud. Convincing these 
peqie ci your right to cxpore is probably a waste ci 
time, md does not advance yourtedmicalknow1edge. 

Phreaking is like magic in more than one way. 
Thole peqie who are reaJly good share their tricks 

. willi each aller, tlIlll!Ull!ly don't give out these tricks 
to anyone walking by. This will be somewhat 
IIII1O}'ing at first, I:U once you're really good you'll 
IIIIIenImd that it's veI)' unpleasant if the tridt yw jJSt 
discoIIered is wasIed the very next day. I could tell yw 
at least twenty new tricks m this article hit I prefer to 
teach ywhow to find your own. 

Having said thi s, the best way to get into 
pueaking is to hOOt up with other rfueaks. Unlike 
any aher�, pueaks are not lxutd by any 
geograpDcal restrldions. You can find aher pueaks 
by � for hackerjplreak BBS's in your regico. 
Havmg made <mtad there yw may mcounter these 
SlIDe peqie in te1eccoferences that are regularly set 
up. These ccoferences usually have peqie fran all 
over the P-L Most pueaks fran cnmIries OUISide 
the United Stales speak F.ngIish, so language is !¥X as 
nu:h cia barrier as yw mi� 1hink. 

If yw live in a cwrent1y repressed area, such as 
the United States, yw should beware that even the 

things 1hat yw oonsider "harmless exlioring" <WId 
get yw into lcts ci tnilie (anfJSCalim ci wnpner, 
fines, probd:ioo, jail, loss ci jOO, etc.). Use ywr own 
judgcmenl andfmd ywrpraedim. 

Getting Started 
The human voice contains components as 

low as 70Hz, and as high as 8000Hz. Most 
energy however is between 700 and 900Hz. If 
you cUt off the part under 200 and above 3000, 
all useful information is still there. This is 
exactly what phone companies  do on long 
distance circuits .  

If you think all you have to do i s  blow 
2600Hz and u s e  a set of twelve MF 
combinations, you have a lot of catching up to 
do. One of the first multifrequency systems 
used was Rl with 2600Hz as the line signalling 
frequency, but for obvious reasons it is rarely 
used anymore, except for some very small 
remote communit ies .  In thi s case its use i s  
restricted, meaning it will not give you access to 
all the world in most cases. 

To begin with, all experimenting starts at bane. 
As yw use your Pxne. take careful nee as to \\bat it 
does CII a variety ci calls. Do yw bear "dialing" in the 
badcgroond ci certain calls as 1hey are set up? Do you 
hear any high piIched beeps while a call is setting up, 
as it's answered or at hangup ci the called pany? 

Can you make your CO fail to complete a call 
either by playing with the switchhook or dialing 
strange numbers? If you are in the United States, did 
yw ever do something that will produce a recording: 
"We're sooy, your call did not go through .. .... after 
abool15 secCIIds ci oohing? 

If yw can do the last item, yw are "in" fa- sure! 
Any beeps CII answer or hang-ilp ci the called pany 
also means a sure way in. Hearing the actual MF tones 
produced by the !elco may also be your way in. While 
it would be nice to find this behavior CII a tdl-free 
cilWit, you may OCIISider using a naliCllal tdl cilWit to 
get an overseas can or evm a local ciIWit for a bigger 
diS«Ult. EveI)' (iICIIe in the world has a way il. All 
yw have to do is fmd ooel 

An Overview or Systems 
First we must start with numbering plans. 

The world is divided up into eight separate 
zooes. Zone 1 is the United States, Canada, and 
some Caribbean natiClis having NP A 809. Zone 
2 is Africa. Greenland (299) and Faroe Islands 
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(298) do not like their Zone 2 assignment, but 
Zones 3 and 4 (Europe) are all taken up. Since 
the DDR is now unified with BRD (Gennany) 
the code 37 is up for grabs and will probably be 
subdivided into ten new country codes to allow 
the new nations of Eu rope, including the 
Baltics, to have their own codes. Greenland and 
the Faroe Islands should each get a 37X country 
code. Zone 5 i s  Latin America, including 
Mexico (52) and Cuba (53). Zooe 6 is the South 
Pacific and includes Austral ia  (61), New 
Zealand (64) and Malaysia (60). Zone 7 is now 
called the CIS (fonnerly the Soviet Union), but 
may become a third European code. Zone 8 is 
Asia and includes Japan (81),  Korea (8 2), 
Vietnam (84), China (86), and many others. 
Zone 9 is the sub-continent of India (91) and 
surrounding regions. A special sub-zone is 87 , 
which i s  the maritime satellite service 
(lnrnarsat). Country code 99 is reserved as a test 
code for intemational and national purposes and 
may cootain many interesting numbers. 

In Zone I, a ten digit number follows with a 
fixed fonnat, severely limiting the total number 
of phones. NP A 's like 310 and 510 aUest to 
that. The new plan (beginning in 1995) will 
allow the middle digit to be other than 1 or 0,  
allowing up to five times more phones. This  is 
predicted to last into the 21st century. After that 
Zone 1 must move to the fully extens ible 
system used in the rest of the world. 

The "rest of the world" uses a system where 
"0" precedes the area code for numbers dialed 
within the country code. France and Denmark 
are notable exceptioos, where there are no area 
codes or just one as in France (1 for Paris and 
just eight digits for the rest). This system has 
proven to be a total mess - worse than the Zone 
1 plan! 

In the usual numbering system, the area 
code can be of any length, but at thi s  time 
between one and five digits are used . The phone 
number can be any length too, the only 
requirement being tha t the whole nUQ1ber, 
including the country code but not the zero 
before the area code, must not exceed fourteen 
digits .  S econd dialtones are used in some 
systems to tell customers they are connected to 
the area they are calling and are to proceed with 
the number. With step-by-step, you would 
literally connect to the distant city and then 
actually signal it with your pulses. Today, if 
secood dialtones are used it' s only because they 

were used in the past. They have no meaning 
today, much like the second dialtones in the 
custom calling features common in the United 
States. The advantages of the above "linked" 
system is that it allows expansion where needed 
without affecting other numbers. Very small 
villages may only have a three digit number 
while big cities may have eight digit numbers. 
Variatioos of this basic theme are commoo. In 
Gennany, a large company in Hamburg may 
have a basic five digit number for the receptioo 
and eight d ig i t  numbers for the employee 
extensioos. In another case in this same town, 
analog lines have seven digits and ISDN lines 
have eight digits. In many places it commoo to 
have different lengtli numbers coming to the 
same place. As confusing as it sounds, it really 
is easier to deal with than the fixed number 
plan! 

International Signalling Systems 
CCITT number four (C4) is an early system 

that linked Europe together and connected to 
other systems for overseas calls. C4 uses two 
tones: 2040 and 2400. Both are played together 
for 150mS (P) to get the attention of the distant 
end , followed by a "long" (XX or YY = 
35OmS) or a "short" (X or Y = lOOmS) of either 
2040 (x or X) or 2400 (y or Y) to indicate status 
of the call buildup. Address data (x= I or y=O, 
35ms) is sent in bursts of four bits as hex digits, 
allowing 16 different codes . One hundred 
milliseconds of silence was placed between 
each digit in automatic working. Each digit 
therefore took 240mS to send. Thi s  s ilence 
interval was non-critical and often had no 
timeout, allowing for manual working. C4 is no 
longer in wide  use ,  but it was , due to its 
extreme s implicity a phreak favorite. 

CCITI number five (C5) is still the world's 
number one overseas signalling method; over 
80 percent of all overseas trunks use it. The 
"plieks" and tones on Pink Floyd's "The Wall" 
are C5, but the producer edited it, revealing an 
incomplete number with the old code for 
London. He also botched the cadence of the 
address s ignalli ng very badly , yet it really 
sounds OK to the  ear as perhaps the only 
example mos t  Americ ans have of what an 
overseas call sounds like! 

In actual overseas working, one-half second 
of 2400 and 2600Hz, compound, is sent (clear 
forward) followed by just the 2400Hz (seize), 
which readies  the t runk for the address 
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signalling. All address signals are preceded with 
KP I (code 13) for terminal traffic, plus a 
discriminating digit for the class of call and the 
number. The last digit is ST (code 15) to tell the 
system signalling is over. For intemational 
transit working, KP2 (code 14) is used to tell 
the system a country code follows, after whidl 
the procedure is identical to the terminal 
procedure. 

CClTT six and seven (C6 and C7) are not 
directly accessible from the customer's line, yet 
many "inband" systems interface to both of 
these. C6 is also called Common Channel 
Interoffice Signalling ( CCIS) and as its name 
implies, a dedicated line carries all the setup 
information for a group of trunks. Modems 
(usually 1200 bps) are used at each end of the 
circuit. CCIS is cheaper, and as an added 
benefit, killed all the child's play blue boxing 
that was commm in the states in the 60's and 
early 70's. In the early 80's fiber and other 
digital transmission became commonplace, and 
a new signalling standard was required. C7 
places all line, address, and result (backward) 
signalling on a Time Division Multiplexed 
Circuit (l'DM or TOMC) along with everything 
else like data and voice. All ISDN systems 
require the ule of SS7 to communicate on all 
levels from local to worldwide. 

The ITU!CCITI' has developed a signalling 
system for very wide and general use. Once 
called "the European system", R2 has becane a 
very widespread international system used on 
all continents. R2 is the most versatile end-to
end system ever developed. It is a two-way 
system like C7 and canes in two fonns, analog 
and digital, both fully compatible with each 
other. R2 has canpletely replaced C4, with the 
possible exceptim of a few very remote areas 
where it works into R2 using registers. Two 
groups of fifteen, two of six MF tones are used 
for each direction, the high frequency group 
forward and the low group backward. Line 
signalling can be digital with two channels or 
out-of-band at 3825Hz, DC, or in cases of 
limited bandwidth on trunks, can use the C4 
line signals, just the 2040 + 2400Hz or 3000Hz 
or even backward signals sent in a forward 
direction. The signals can be digitally quantised 
using the A-law or u-law codec standards, 
resulting in canpatible signals for analog lines. 
In international working, only a small part of 
the standard is mandatory with a massive 

number of options available. For national 
working, an ample number of MF combinatims 
are "reserved for national use", providing an 
expandable system with virtually limitless 
capabilities. R2 is the "system of the nineties" 
and mastering this, for the first time, allows the 
phone phreak "to hold the whole world in his 
hands" in a manner that the person who coined 
this phrase could have on1y dreamed of in the 
early seventies! 

With the exceptim of bilateral agreements 
between neighboring countries to make each 
other's national systems canpatible' especially 
in border regions, all international systems in 
use are: C5, C6, C7, and R2. R2 is limited to a 
single numbering regim by policy and must use 
one of the three remaining systems for overseas 
working. There are few technical limitations to 
prevent R2 from working with satellites, T ASI, 
or other analog/digital underseas cables. The 
spec is flexible enough to allow overseas 
working, but is not done at the present time. R2 
is likely to displace C5 on the remaining analog 
trunks in the near future. 

National Signalling Systems 
CCITT I, 2, and 3 are early international 

standards for signalling the distant end. Cl is 
just a 500Hz line signalling tone, and was used 
to alert the operator at a distant switchboard that 
there was traffic and no DC path, due to 
amplifiers or repeaters on a relatively long 
circuiL Cl has only me line signalling functim 
(forward transfer) and no address signalling. It 
is probably used nowhere. 

CClTT 2 was the first international standard 
that used address signalling, allowing automatic 
completion of calls. Two frequencies, 600Hz 
and 750Hz, were used for line signalling and by 
pulsing between the two frequencies, 
representing make and break, of the loop 
current at the distant end during signalling, calls 
were automatically pulse dialable. You may 
actually fmd this system in limited use in very 
remote parts of Australia or South Africa Fairly 
high signalling levels are required and may very 
well make customer signalling impossible, 
unless you are right there. Travel to both the 
above countries should be fascinating however 
for both phone play and cultural experience! 

CCITT 3 is an improved pulse system. On
hook is represented by the presence of 2280Hz 
and offhook by the absence of 2280Hz. This 
exact system is still used in a surprising number 
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Hack-Tic TeChnologi .. 
Po.tbu. 22953 
1100 DL Amsterdam, The Netherland. 
+31 20 6001480 I *14# 
Price based on 350 Deutsch marks 
Currently equ ivalent to US $250 

Review by The Devil's Advocate 

We Got It 
It arrived, inconspicuously enough, in a 

plain b rown wrapper; the Hack-Tic 
postmarking was enough to inform us of its 
contents. This was the device that 
everyone was talking about, this was the 
box to end all boxes, this was the 
technology that had corporate and 
govemment authorities shaking worldwide, 
this was the ultimate phone phreaker's tool, 
the Rainbow Warrior, the God Box, the 
Demon-Dialer. Hack-Tic has responded to 
AT&T's invitation to "reach out and touch 
someone" by offering a gem for just such a 
purpose. 

boards (one for the actual Dialer and the 
other for the keyboard), a bag of 
miscellaneous electronic parts (no 
miniatures, micros, or surface-mounts), 
another bag containing 13 pushbutton 
switches, a piece of anti-static foam holding 
two integrated circuits (the 
MC68HC705C8P/DD heart of the Dialer 
and the LM38 6 N3 amplifier), and two 
in�truction manuals (one for Construction & 
Hardware and the other for Operation & 
Software). The entire kit comes in a V HS 
cassette tape box. 

Our first observation was that the kit did 
not include a number of parts that would be 
needed for final assembly. Missing was a 
chassis to mount the Dialer in, a speaker to 
connect the Dialer to, a 25 or 9 pin 
connector for serial interfacing (yes, the 
Dialer is quite capable of this I), and a 
battery snap or holder for the batteries. We 
were extremely disappointed that the kit did 
not come with these parts, as they are not 
superfluous but absolutely essential for the 
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can 
take some time to order the requisite parts 
from electronics firms, and this additional 
wait can be frustrating to anyone who has 
assembled the Dialer and wishes to test it. 
Fortunately, we at 2600 were able to find 
some spare parts around the office, 
although the aesthetics of our Dialer 
suffered from our impatience. 

w. Built It 
Constructing the Dialer was easy. 

Unlike the earlier versions which used 
difficult-to-solder surface-mounted devices, 
the new m odel practically snapped 
together, and will offer no serious 
challenges for anyone who knows how to 
solder . The Construction & Hardware 
reference manual was clear and concise, 
explaining the soldering pitfalls of each 
part, what to avoid, and how to 
troubleshoot. We found it comforting to 
know that, with the exception of the main 
chip, the parts to the Dialer are easily 
obtainable in case of any major soldering 
catastrophe. 

''' .. 'UIi.IIV, you 
rated for 30 watts or less, as well as.rosin 
core solder. Expect to take two hours to 
solder the boards, and another hour to 
mount the boards, battery, and speaker into 
the chassis. Mounting can take quite some 
time as you must cut holes in the chassis to 
allow the keys to poke through from the 
inside. A template is provided to make this 
job easier. 

At first glance, the Dialer may not seem 
to be big, but once you add the speaker 
and battery, you will find that ev�rything 
adds up. Although Hack-Tic claims .that a 
fully assembled Dialer will fit inside a king
sized cigarette box, you will find that the 
device will need at least a 2" by 2" by 1" 
chassis, and this is assuming that you are 
using the thinnest speaker and 6 volt 
battery that money can buy. 

W. Turned It On 
The Dialer has 13 keys: 0 - 9, # 

(pound), • (star), and A (shift). Pressing the 
shift key powers up the device, which 
responds with a short upward tone sweep. 
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At this point, the device will act like a 
regular touch tone dialer in all respects. In 
order to access any special features, you 
must first enter a unique password that is 
included with the kit. Failure to enter the 
correct password upon immediately 
powering up the Dialer means that you 
must wait 30 seconds until the device 
powers down before you can try again. And 
just how secure is this password 
protection? According to the manual: 

"The program in [the main chip) (which 
also contains your password) is protected 
by a security-bit that tells the processor not 
to allow the outside world to read the 
contents of its PROM. We do not know of 
any methods to read the contents of a 
security-bit  protected PROM short of 
probing on the surface of the chip itself .... 
In other words, it is very hard for someone 
who does not know the code to prove that 
your device is anything but an ordinary 
DTMF-dialer .• 

According to Hack-Tic, the passwords 
are not archived anywhere so you should 
not forget what it is. In addition, you should 
be careful when entering the password as 
the touch tones will sound and can be 
decoded. Because the password is burnt 
into the PROM, it cannot be changed, 
although you can turn the password 
protection on or off anytime, but only after 
you have access to the special features. 
When the password protection is turned off, 
the Dialer will automatically power up in the 
mode where it was last left. You will find 
this useful when you are programming 
macros, as this can take some time and the 
device will often power down while you are 
thumbing through the manuals. 

If you don't want to wait 30 seconds for 
the device to power down, you can 
immediately power down by pressing ,..,.. 
(shift, star, shift, star). (Anyone who doesn't 
know the password cannot do this unless 
you tum password protection off.) You may 
also wish to connect your own on/off power 
switch to keep the unit from accidentally 
powering up when something brushes 
against the shift key. Simply wire your own 
switch in series with either the positive or 
negative lead of the battery. The only 
drawback to using your own switch is that 

the Dialer will  lose everything you 
programed in RAM every time the power is 
disconnected. 

The password protection was included 
in the software with Americans in mind. If 
you are "caughr with the Dialer, it will be 
up to the authorities to prove that what you 
have is nothing more than a regular touch 
tone dialer. We were detained in just such 
a situation when U.S. Customs Inspector 
Kaufman (badga number 29439) decided to 
expand his limited technical prowess by 
inquiring into the device. We explained that 
the "thing with buttons· was a dialer (no lie 
there!) and that we used it to access our 
voice mail system (among other things). 
After thoroughly playing with the Dialer, 
Kaufman accepted this explanation with 
little more than a veneer of suspicion, and 
should be happy to know that his ignorance 
in not confiscating the Dialer is what made 
this review possible. From all of us at 2600, 
thank you Inspector Kaufmanl 

W. Played With It 
The Dialer has a total of 12 modes, as 

well as a number of special functions. 
Switching from one mode to another is 
easy, and it doesn't take long to learn 
where everything is. 

Each mode number is followed by its 
attributes. 
0: touch tone (DTMF, White Box, Silver 
Box). 
1 : ATF1 . 

2: R2-Forward. 
3: cCln No. 3, pulse dialing for hooking 
the Dialer directly to a phone line. A 
schematic for this operation is included, but 
not the parts. 
4: cCln No.4. 
5: cCln No. 51R1 (Blue Box, KP1, KP2, 
MF,ST). 
6: Coin-signalling tones (Red Box for 
ACTS, IPTS, and non-ACTS). 
7: Une-signalling tones. 
8: Tone-slot. 
12: R2-Backward. 
18: user programmable (see below). 

The Dialer also sports a macro mode 
that allows any combination of the above 
modes, nesting, aliasing, pausing, and 
retry. You could for instance set up a macro 
to Red Box, wait until a key is pressed, 

(continued on page 35) 
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bel lcore 1 s  plans for ca l ler id 
Bellcor. h •• I.sued . tach nlcal .dvlsory (TA·NWT· 

ooOO3O) th.t detail. data tran.ml •• lon st.ndard. for 
fUture C.ller 10 sarvices. Th. aervlces directly referr.d 
to .r.: C.lllng Number Deliv.ry (CND), Calling Identity 
Delivery on C.II W.ltlng (CIDCW), .nd C.lllng !'l.m. 
Deliv.ry (CHAM). While much of the technlc.1 data i. 
already known, th.,. .r. some slgnlflc.nt new bits of 
Inform.tlon w. feel people should be .w.r. of. 

VItal S ..... tIc. 
The sign. ling Int.rface con.l.ts of three I.y.,.. 

Th. f lr.t I. the phy.lc. 1 I.yer w h i c h  defl n •• the 
requlr.m.nta of .n.log data transm ission. 

Th. tr.n.m ltt.d d.t • •  lgn.1 h •• to m •• t the •• 
par.met.,.: 
M o d u lation Type : cont l n u o u . · p h a se b l n . ry 
frequency·shlft·keylng. 
Mark (LogIcal I I: 1200 +/. 12 Hz. 
ap.. (Logical 01: 2200 +/. 22 Hz. 
Signal Level: · 1 3 . 5  dBm +/. 1 dB .t the point of 
• ppllc.tion to the loop facility Into . standard 900 ohm 
test tarmlnatlon. 
Signel PIWlty: Total power of all extraneous signal. 
In the volceb.nd Is at Ie .. t 30 dB below the pow.r of 
the slgn.1 fUnd.m.ntal frequ.ncy. . 
Sou ... Impedance: 900 ohm. + 2 . 1 6  uF nomln.1. 
T ..... _ ... lon 11_: 1200 +/. 12 baud. 
AppI_tIon of Da .. : Serla� bln.ry, .eynchronous, 

Th. second ley.r I. the Deta LInk Ley.r that d.al. 
with error detection through CRC. Th. third .nd IInal 
ley.r I. call.d the Pr ••• ntatlon L.y.r. H.r., data I. 
converted Into ASCII text In a form read.bl. by the 
cuatomer equ ipment (Caller 10 devices). 

B ot h  . I n g l  • •  nd m U lt i p l.  d.t. m •••• g •• a r. 
supported. S i ngi. data m •••• g. form.t con.l.t. of 
Chann.1 Selzur. Sign. I; M.rk Signal; Message Type 
Word; Mas .. ge L.ngth Word; Me.sege Word(.}; .nd 
C h .c k s u m  Word. Multlpl. d.t. m .... g. for m . t  
con.l.t. o f  C h . n n.1  S . l z u r .  S l g n . l ;  M.rk S i g n .  I; 
M .... ge Typ. Word; Me.seg. L.ngth Word; the IIr.t 
P.r.m .t.r Typ. Word; the fl r.t Par. meter L.ngth 
Word; the flr.t P.r. met.r Word(.}; any .ddltlo nal  
P.r.metar Type Words, Par.metar L.ngth Words, or  
Paramet.r Word.; .nd Checksum Word. 

Each d.ta word con.l.t. of .n 8·blt data byt •. 
Each det. word I. preceded by . at.rt bit (spec.} .nd 
followed by a atop bit (mark). MIIrk can be tran.mltt.d 
b.tw •• n .ny two word. to m . l nt. l n  a contl nuou • 
• lgn.1 .nd cannot exceed 10 bits, Th. m .... ge I.ngth 
word cont.ln. the number of words In the meseag. 
following It. with the exception of the .rror detection 
word. 

The ch.nnel •• Izur • •  Ignal I. 300 contlnuou. bit. 
of alternating 0'. and 1 's, Thl • •  lgn.1 Is only used for 
on·hook data tr.nsml .. lon .nd Is followed by • m.rk 
.lgn.1 ( loglc.1  I) before the actu.1 d.t. I. santo For 
future off·hook data transml .. lon, •• ch data m_.ge 
I. pracadad only by the m.rk signal. 

Th. c.rrl.r .lgn.1 con.l.t. of 130 +/. 25 m S  of 
m.rk ( 1 200 Hz).  The mes .. ge type word Indlc.tes the 
•• rvlc  • •  n d  u p . b l l lty ••• o c l ated with  t h e  d.t. 
m •••• g •. For In.t.nce, the messag. type word for 
CND I. 04h (OOOOO1OO). 

I n  .n on·hook stat., d.ta transm l .. lon takes pl.ce 
b.tw •• n the flr.t .nd sacond ring •. Tr. n . m l  •• lon 
do.sn't begin until sao ms of .1I.nce has el.paed .nd 

h.s to end .t I ... t 200 ms before the next ring begin •. 
Thl. allow. for between 2.9 and 3.7 second. for the 
entire tr.n.ml.slon. 

An example of a typlc.1 on ·hook CND me ••• ge 
follow.: 
o.a 12 30 38 33 30 31 32 32 34 3e 30 38 35 35 
3S 31 32 31 32 5 1  
04 • C . l l l n g  N u m be r  Del ive ry I n fo r m .t l o n  code 
(meseage type word) 
12 • 18 decimal · number of data words (data, time, 
.nd dl� number words) 
30 38 • 09 ASCII · September 
33 30 • 30 ASCII · 30th day 
31 32 • 12 ASCII · 12:00 pm 
32 34 . 24 ASCII · 24 minutes ( 1 2:24 pm) 
38 30 38 35 35 35 31 32 31 32 . 609555 1 2 1 2  

ASCII · calling perty's directory n u m ber 
51 • checksum word 

Futu .. Featu ... 
In .n off·hook lIIate, speech tran.m lsslon will be 

Interrupted for the duration of the data tr.n.mlsslon. 
A tone will be sent for SO-55 ms to .Iert the culllomer 
(CPE Alerti ng Slgn.n. Thl. tone will prob.bly be • 
combln.tion of 2 1 30 Hz .nd 2750 Hz sent .t . nomln.1 
level of · 1 6.5 dBm/frequency. Bellcore'. expl. n.tlon 
for u.lng the.e partl c u l . r  tones: "The tone to be 
gener.ted . . .  must be detect.ble I n  the pre.ence of 
near-end speech .nd provide for mlnlm.1 occurr.nce 
[.Ic[ of fal.e detection ..... In  eddltlon, the tone must be 
of tolerabl. du r.tlon .nd . m p l ltud. from • h u m . n  
f.ctor. p.r.p.ctlve. O n e  of the o pt i o n .  th.t w •• 
proposed for such . tone w •• the DTMF A Thl. tone 
did not meet all the perform.nce criteria. A • •  result. 
Bellcor. r_.rched other option., n.mely the use of 
higher frequency du.1 tone •. Based on prior r .... rch 
In Gr •• t Britain,  G.rmany, . n d  J.p.n,  It ha. been 
• •  ta b l l . hed t h . t  .l g n . 1  detect i o n  p e r fo r m . n c .  
Improves .Ignlflc.ntly when t h e  .Iertlng .lgn.1 fa l l .  In  
the upper part of tha .peech b.nd.  For du.1 tone. the 
freq u e n cy p a i r  .elected . h o u l d  . v o i d  co m m o n  
harmonic r.l.tlonshlp. such a. 2 : 1 ,  3:2,  5:3, .tc . . . .  
Although lIIudles . n d  testing w i l l  continue, w • •  xpect 
th.t thl. freq uency p.lr  wi l l  be the f ln.1  .peclfled 
alerting tone for the off hook case. O)  Aft.r sanding the 
al.rt ton., the central office will Inltlat. a 100-120 m. 
a c knowl.dg. m . n t  t l m . r  . n d  w i l l  w . l t  fo r . n  
.cknowledgem.nt from the cu.tom.r eq ulpm.nt. An 
.cknowledg.m.nt sign. I will consl.t of .Ith.r a .Ingl. 
DTMF 0 .lgn.1 (for the least sophl.ticated cu.tom.r 
equlpm.nt) or • DTMF 0 slgn .1 followed by • d.ley of 
45·50 m., then .nother DTMF key (O·D)  (to Id.ntlfy 
more sophlstlc.tad cu.tomer equ ipment). E.ch DTMF 
tone must h.ve a min imum dur.tlon of 40 m •. The 
.ctu.1  data will then b. transm itted by the c.ntr.1 
office with i n  2 0  m .  o f  the .nd o f  t h e  
.cknowledgem.nt or .fter t h e  m.xlmum t i m .  for .n 
acknowledgem.nt h •• pa .. ed, whichever I. gre.ter. If  
.n .cknowledgem.nt I. not rec.ived, the d.ta will not 
be tr.n.mltted .nd the speech path will be re.tored. 

Right now, on. of B.llcor.'s blggeet conc.rn. I • 
the I.ngth of the .peech p.th dI.ruption, which c.n be 
close to four seconds long. Wheth.r or not cu.tom.,. 
.r. willing to put up with that ev.ry tim • • noth.r call  
com •• In remain. to be seen. 
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Fun Things To Know 
On June 27, 1 992 our #5 crossbar switch 

was retired, ending a long and stubborn 
mechanical era for us. We 're still getting 
used to our brand new #5 ESS but it's clear 
that things will never be the same. Our rings 
sound just like everyone else's,  our busy 
signals no longer have that grating sound, 
and lots of little tricks no longer work. But 
now we can finally play around with such 

standard features as Call Waiting, Call 
Forwarding, and Three Way. And there are 
some new tricks, such as the number we 
discovered that completely disables 
payphones for a very long time. And then 
there 's the speed factor: calls are processed 
incredibly fast. Long distance calls are 
connected as quickly as local ones used to 
be. What does our cutover prove to us? Our 
world is getting smaller; soon the term "long 
distance" will be a misnomer. And no matter 
how technology changes, there will always 
be something to play with. 

*** 
Many people in our area are pretty upset 

with New York Telephone. Earlier in the 
year when the Public Service Commission 
approved Caller ID, there were certain 
stipulations. New York Telephone had to 
agree to allow blocking at no charge. In other 
words, if someone didn't want their phone 
number to be displayed at the calling end, 
they could pennanently block that feature on 
their phone. But what nobody knew about 
was *69 (Call Return). This spring, *69 
started to become activated throughout the 
5 16 area code. People found out about it and 
spread the word. Then New York Telephone 
announced its existence. What *69 does is 

allow you to return the last call placed to 
your number, whether or not you answered 
the phone. But here's the kicker. There' s  no 
way to block this. In other words, it is no 
longer possible within 5 1 6  to call someone 
directly without them being able to call you 
right back. This feature was never mentioned 
at the PSC hearings and many consumer-

minded officials are livid with rage. Since 
this feature works throughout the area code, 
it is very easy to obtain someone' s  phone 
number, even if it's unlisted. All a person has 
to do is *69 the call, wait for an answer, then 
look on the local itemization section of their 
phone bill. But, says the phone company, this 
is not Caller ID. It doesn 't really matter what 
it's called. Our privacy is going right out the 
window. [For a detailed look at *69 and how 
to defeat it, tum to page 3 1 .] 

***  
According to Wisconsin Bell, even 

though Caller ID is not yet available to its 
customers, their numbers may be transmitted 
to people in other states, if those people 
subscribe to Caller ID. While this is limited 
to those states served by Ameritech, this 
service is going nationwide even quicker 
than we anticipated. Customers in Wisconsin 
can dial *67 to block transmission of their 
numbers at no charge. For now this only 
applies to customers in the Milwaukee area. 
Wisconsin Bell claims "the technology is not 
in place to transmit telephone numbers" in 
other parts of the state. 

*** 
More Wisconsin news: Simplex hackers 

there were recently shocked to discover that 
the combination lock defaults used on 
Federal Express and UPS dropboxes 
throughout the entire nation didn't  work in 
Milwaukee. Apparently the managers of 
those operations are measurably smarter than 
all of the others in the country who had never 
bothered to change the original pushbutton 
settings. As reported in the Autumn 1 99 1  
issue, having the same nationwide 
combination means that every Federal 
Express and UPS dropbox can be accessed in 
about one second. So we tip our hats to those 
who had the foresight to change the settings 
in Milwaukee. A postscript: by dusting the 
buttons on the Simplex locks and waiting a 
day, the hackers were able to open both the 
Federal Express and the UPS boxes within 
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ten seconds. Sometimes all the planning in 
the world makes no difference if there '5 no 
security to begin with. We should point out · 
that Airborne Express dropboxes are starting 
to pop up - they use key locks, just like real 
mailboxes. Ufe continues to move in circles. 

* * *  

One of the highlights of the annual 
Sununercon gathering of hackers in St. Louis 
this June was an incident that took place in a 
local mall. One of the hackers was ordered 
by mall security to stop wearing his baseball 
cap backwards. A sign at the entrance to the 
mall rt".ad "Clothing must be worn in the 
manner in which it was intended" It seems 
that �ecurity felt this would be a signal for 
gang members to attack. Rather than deal 
with the real problem, they believed that it 
would be better to curtail some freedom of 
expression. In response to this, other hackers 
went to Sears and bought more hats, wearing 
them in unintended manners. Security guards 
swarmed in and eventually succeeded in 
driving the intruders out after a lengthy 
debate. The Northwest Plaza is safe for 
another year. You may want to call them to 
ask about their creative use of logic. Their 
numbers are 3 14-298-2624 (information), 
3 1 4-298-007 1 (management). 

* * *  

Members of  2600 were recently harassed 
by U.S.  Customs agents as they returned to 
this country from Canada. The agents were 
extremely suspicious when they saw copies 
of 2600 and demanded to know what they 
were writing about. They also took a strong 
interest in our demon dialer (see page 1 7), 
our Simplex hacking tape, and a couple of 
wireless transmitters (from the schematics 
published in our Winter 1 991 -92 issue). 
After a couple of hours of being searehed 
and interrogated and having all kinds of 
information about them entered into a 
computer, our writers were allowed to enter 
their country once more. The agents admitted 
they could find nothing illegal. Their biggest 
suspicion was the wireless transmitters. "We 
thOught you might use them to rip off an 
A TM," they said. If you haven 't already 

started praying for our future, now would be 
an excellent time. 

"' ''' ''' 

This number was given to us 
inadvertently by a long distance operator: 
0 1 1 -44- 8 1 -986-36 1 1 . This was the direct dial 
number to London infO!11l8tion. Since AT&T 
has gone from providing free overseas 
information to charging $3.00 a shot, this 
direct number was much more economical. 
But it seems word got out and the number 
has been changed to something we cannot 
dial: 0 1 1 -44-9- 1 0001 000. Can anybody 
figure out how to get through to this? While 
we're asking questions, does anybody know 
the justification for charging so much more 
for information than for the call itself? To us 
it's twisted logic that will surely result in less 
calls being made. 

* * *  

When Europe finally becomes unified, 
they will have a common number to dial for 
emergencies. At the moment, that number is 
set to be 1 12. But they may want to 
reconsider that choice. British Telecom 
hooked up an exchange in Eversley as a test 
to respond to both the present 999 
emergency number and the future 1 1 2. The 
police have been deluged with false alarms. 
It seems that whenever telephone lines are 
being repaired, they make and break 
electrical contact a few times as they are 
secured. These random pulses happen to dial 
1 12 a whole lot more than 999. It should be 
an interesting transition. 

* * *  

Sleazy magazine section: PC Computing 
recently printed a dialog between computer 
security expert Donn Parker and a hacker 
named Phiber Optik that took place at a 
conference in 199 1 .  Included within the 
article was a picture of Parker talking to 
someone else wearing a nameplate that said 
Pbiber Optik. Since the magazine set up the 
photos, they obviously knew this wasn 't the 
real person. We want to know why they 
printed this picture without mentioning that 
fact. They were unable to come up with an 
answer for us. They probably figured hackers 
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are such outlaws that they 'd never 
bother to s tand up for their integrity. 
Whatever they i magined, i t  can ' t  
compare t o  the way Telecom Reseller 
portrays hackers .  According to this fine 
piece of journali s m  that appeared on 
their front page, "the hackers ' business 
is to sell long distance service to their 
customers using your telephone syste m  
to place the call . "  In another section, 
" hackers and their customers are greedy.  
They will not s top until all  of the 
available paths are in use." Telecom 
R eseller call s itself " A Publication for 
End Users of the Secondary Market. " 
S econdary is certainly an appropriate 
word for this tras h. We find without fail 
that whenever hackers are portrayed in 
such an evil  l ight ,  the person describing 
them is trying to sell something. No 
exceptions to that here. 

••• 

AT&T recently announced a new 
nationwide computerized directory 
assistance service called "AT&T Find 
America", billing it as the fastest, easiest 
way to access the directory assistance 
databases of Local Exchange Carriers. Using 
a pc, customers will have dial-up access to 
AT&T's Accunet packet netwodt, which is 
linked to most major Bell operating 
companies ' databases. The service will 
purportedly be ''ten times faster" than calling 
a live operator. 

Unfortunately, the dial-up service 
requires a $500 software package, a 
$500 monthly subscription fee, and a 
$ 1 00 ID and pass word registration fee .  
After that, one only need pay t h e  $ 2 2  
hourly connect charges plus 4 0  cents per 
screen viewed. As suming three calls per 
day for a year, that comes to about 
$6.79 per lookup. 

Maybe AT&T should take a les son 
from the French telephone company, 
which has been giving away free 
computer terminal s and directory 
assistance services to all of its 
customers for years . If you want to 

purs ue this latest AT&T venture ,  clltll 
800- 243-05 06 and ask for their free : 
IBM demo disk and literature. 

• • •  

We recently received this letter from 
Cable and Wireless: "The Cable and 
Wireless Network Security Department has 
been extremely conscientious in recognizing 
abuse as soon as it occurs. However, 
computer hackers have infiltrated many 
customers ' travel authorization codes. Itt 
order to secure our customer's [sic] traV'el 
authorization codes more effectively, Cable 
and Wireless will block '950' access. It will 
now be necessary for Cable and Wireless to 
join the other long distance carriers and issue 
' 800' access.  Because the ' 800' access 
requires the entry of two extra digits (tJavel 
code) this will greatly minimize the chattce 
that a hacker will be able to break your 
code." Quite frankly, we're surprised. Up 
until now, Cable and Wireless has been one 
of the better long distance compallies. Ry 
continuing to provide 950 service, it WIllS 
possible to make local and long distance 
calls from an y location (particularl}f 
payphones) at rates comparable to 
directly dialed residential rates. By 
switching to an 800 number, the se r ates 
are no longer economical ,  even though 
Cable and Wireless .doesn ' t  have a 
s urcharge.  At 33 cents a min ute , it 
won ' t  take long for Cable and Wireless 
rates to far exceed those of other 
companies that do have a surcbarge . 
What bothers us the most here is the 
deception involved .  Computer hackers 
are being blamed for something that 
obviously i s  not related to them. If i t 
were a simple matter of adding two numbers 
to an authorization code, why in heaven 's 
name couldn 't they just add two numbets 
and keep the 950 access? Like all othe:r 
phone companies,  Cable and Wirele s s  
now believes that making i t  harder to 
make phone calls will somehow make 
them more money. We 're sorry to lose 
the only phone company we ever 
considered to be a friend . 
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Here We Go Again 
The United States Department of 

Justice along with the Federal Bureau of 
Investigation and the Secret Service 
announced another round of hacker 
indictments at a press conference in New 
York City on July 8 .  Five hackers were 
charged with such crimes as conspiracy, 
computer tampering, illegal wiretapping, 
computer fraud, and wire fraud. 

The five are most commonly known in 
hacker c i rc les as P hiber Optik, Acid 
Phreak, Scorpion, Outlaw, and Corrupt. 
Each entered pleas of not guilty in federal 
court on July 16. 

And for th e first time ever, the  
government has admitted using wiretaps in 
a hacker investigation as a method of 
obtaining evidence. 

Repercussions 
This case is troublesome for many 

reasons. Wiretapping alone ought to be 
enough to send shivers down the spine of 
the hacker world, indeed the world in 
general . By justifying such an act, the 
government is now saying that hackers are 
in a league with the most notorious of 
cr iminals - mobsters, terrorists, and 
politicians. If this action goes unchallenged, 
this is the way hackers will be perceived in 
all future dealings. We feel the government 
wishes to convey this image simply to 
make i t  easier to subjugate those it 
perceives as a threat. 

By tapping into phone l ines, the 
govemment will claim that vital evidence 
was obtained. Translation: they will do it 
again. And what assurance do we have 
that this method will stop at hackers? None. 
Wiretapping is certain to become 
increasingly easy in  the future, especially if 
the FB I is successful in its bid for a 
mandatory surveillance system on all digital 
phone systems. (They're already claiming 
that this case proves how badly they need 
such a system; we have trouble following 
their logic.) 

With the wiretapping comes the 
real ization that 2600 is also under 
tightening scrutiny. Since we have been in 

contact with these hackers for years, since 
some of them have been at our office, and 
since they all make appearances at the 
monthly New York 2600 meetings, we 
could easily be cons idered "known 
associates' of major criminals, possibly 
even co-conspirators. This means that it 
wouldn't be very hard for the authorities to 
justify monitoring our every movement, 
tapping all of our phone lines, monitoring 
our data traffic, and doing whatever else 
they deemed necessary for the likes of us, 
major criminals that we are. And the same 
for all of our associates. 

Despite all of ou r  warnings and 
protestations over the years, the image of 
hackers has been portrayed in increasingly 
ominous tones by the government and the 
media, despite the lack of substantial 
evidence that hackers are anything more 
than overexuberant teenagers and young 
adults, playing with toys that have never 
before existed. 

If our assessment is correct, then we 
will not be the last in this chain of suspects. 
Everyone who has ever expressed interest 
in the "wrong things' or talked to people in 
the "wrong crowd" wil l  be subject to 
survei llance of an increasing l y  
comprehensive nature. And silence is the 
best way to ensure this. 

Fallout 
Equally troublesome is the reaction of 

some members of the hacker community to 
these recent happenings. There are some 
that have openly expressed happiness at 
recent events, simply because they didn't 
like the hackers involved. A combination of 
unhealthy rivalry and gross generalization 
has helped to create an environment 
perfectly suited to carrying out the 
government's agenda . Hacker versus 
hacker. 

Over the years, various hacker "groups' 
have existed in one form or another . 
PHALSE was formed in the early eighties. 
Its name meant "Phreakers, Hackers, And 
Laundromat Service Employees."  The FBI 
regarded them as a closely knit conspiracy. 
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I n  actua l i ty, few of the mem bers had 
ever even m et each other and spent 
most of their t ime trying to figure out 
how to c o m m u nicate  so they c o u l d  
trade fragments o f  informatio n .  We ' re 
t o l d  the " l a u ndry c o n nect i o n " w as 
tho r o u g h ly i n v e s tigated b y  the 
government  even  though the words 
were only inc luded in order to form the 
P HA L S E  n a m e .  So m u c h  f o r  
conspiracies . Next was the Legion Of 
Doom,  co m m on ly known as LOD .  I n  
1 990, headlines screamed that these 
techno-anarchists had the potential  to 
d isrupt  o u r  l i ves by possessi ng the 
E9 1 1  "program"  which they cou ld  no 
doubt  use to m anipu la te  e m e rgency 
cal ls  everywhere . Sure, it tu rned ou t  
that i t  wasn't  real ly a program they had 
but  merely a ten page administrati ve 
docum ent .  And i t  wasn ' t  real ly worth 
$80,000 l ike Bel l  South c laimed, but  a 
mere $ 1 4 .  I t  was sti l l  enough to send 
three hackers to prison and p lu nge the 
then - p u b l isher of Ph rack i nto near 
b a n k r u ptcy to de fend  h i s  F i r s t  
A m e n d m e n t  r i g hts . M o r e  rece n t ly ,  
MOD has been portrayed as the grou p  
of  p o t e n ti a l  te r ro r is ts  that  t h e  
gover n m e n t  needs  and  the m ed i a  
w a n ts . M OD ( n o b o dy rea l ly k no w s  
w h a t  the  l e t te r s  s t and f o r )  h a s  
deve loped a repu tation o f  being "evi l "  
hackers . The difference here  is that 
this repu tation ac tua l ly exists within 
the hacker com m u nity .  

How did this happe n ?  The s a m e  
n a i v e t e  that  has  so f i r m ly g r ip ped 
prosec u tors and hacker haters over 
the years has m ade a direct hit u pon 
parts of the hacker com m u ni ty .  MOD 
was no better organized than P HALSE 
or  L O D ,  e i ther  c o l l ec t i v e ly or  
i ndividua l ly .  Nobody knows how many 
" m e mbers "  there were . I n  fac t, i t ' s  
been said that anyone who wanted to 
be a part  of  the gro u p  merely had to 
add the letters MOD after thei r name 
because nobody cou ld stop them from 
d o i n g  i t .  H a rd l y  a we l l  o rg a n i z ed 
group, if you  ask u s .  Yet they were 
perceived as a threat by some,  and 
th us becam e  a l l  the more dangerous .  

We certainly don't mean to  minimize 
any damage or harassment that may have 
occurred. If proven, such actions should be 
punished, but within ra.on. So should any 
acts which involve tangible theft or selling 
of unauthorized access. This has always 
been our position. But to blame the actions 
of a few (possibly even one) on an entire 
group, real or perceived, is dang«ous. This 
is something history should teach us, if 
common sense doesn't. 

We've taken a l o t  of heat  for ou r  
position on this bu t  W8 must stand firm. 
Innocent people are betflg prosecuted for 
things they did not do. We know ltIis to be 
true. And we intend to &tand up for them. 
We cannot judge each other on anything 
less than individual actions. 

I f  we t u r n  a g a i n s t  e a c h  o t h e r, 
w h a t e v e r  c o m m u n i ty w e  have 
estab l ished wi l l  u nrave l completely . I t  
is in the interests of  som e  to have this 
happen and we don' t  doubt that they 
are encouraging acts of dis unity . We 
have  to  be s m a r t  e n o u g h  to s e e  
through this .  

A y e a r  ago we w a r n e d  of  the 
dangers of  hacker "gangs" and "elite" 
hackers . " Egos and m achismo tend to 
c loud the reaso n we got i nvo lved i n  

. 
t h e  fi rs t  p l ace, " w e  sai d .  They a l s o  
prove t o  be fata l  i f  w e  a r e  tryi ng t o  
j ustify o u r  existence t o  the au thorities . 
I t  doesn ' t  take a geni us to figure this 
out .  

By creating the appearance of warring 
factions, we give the media permission to 
tum it into reality. Once they do this, it no 
longer matters whether or not it was ever 
true to begin with . It becomes the truth. 

While we have no doubt that there was 
childish mischief going on at some point, to 
c l aim that it was part of a caref u l ly 
coordinated con spiracy i s  a gross 
distortion .  S ure, s uch a c la im wi l l get 
attention and wil l  probably result in al l kinds 
of charges being filed. Lives will be scarred, 
headlines wil l  be written, and a lot of time 
and money will be wast9d. Is this the only 
response we're capable of corning up with 
when people act l ike idiots? If so, then 
we've just made the government's job a lot 
easier. 
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Trouble To Come 
Dear 2600: 

I've found a bug in all versions of VMS to 
date ! First, some background on SYSGEN. 
SYSGEN (SYStem GENeration utility) is a 
program that allows properly privileged 
accounts to modify fundam ental sy stem 
parameters. 

Any user, no matter what privileges he  
pos s e s s e s ,  can run the S YS$SYS
TEM : S YSGEN utility, but  wi thout proper 
privilege to acce s s  SYSGE N ' s  data file 
(SYS$SYSTEM:V AXVMSSYS.PAR), actual 
changes are never made. 

Here's  the bug: if a user goes into SYSGEN 
and pe rform s the WRITE CURRENT 
command, an OPCOM security audit alarm 
goe s off telling the sy stem manager  that 
"Current system parameters have been modified 
by process XXXXX", even when parameters 
aren't changed for lack of privilege! 

Obviously, this is a good way to freak out 
you r  system manager. The manager of the 
system I tried it on nearly had a heart attack 
when he thought I had given myself privs and 
changed the parameters, since there is usually 
no written record of what parameters are set to. 

Maelstrom 517 

Enhanced Exaggerations 
Dear 2600: 

You might have seen a telev i s ion 
advertisement from Bell Atlantic promoting 
their package of q>timal features, namely Call 
Waiting. Call Return, and Caller 10. 

The basic story of the commercial is that a 
husband at work calls up his very pregnant wife 
who can't make it to the phone before he hangs 
up. But no problem, she has Call Return so the 
phone will "remember" and return the call. And 
he, at work, has Caller 10 so he knows it's her 
calling. 

An /lour later, she starts having labor pains 
and calls him again. He can't leave work, so he 
calls a friend (thanks to Call Waiting which 
"lets important call s get  th roug h") .  
Interestingly ,  there are two version s  of  the 
commercial at this point - me of them simply 
has the friend calling out. The other has a voice-

over which says "Tone Block" keeps anyone 
from interrupting your important calls .  

' 

At the end, husband and wife are in the 
hospital with new infant ,  and they get an 
incoming call from their friend who used Call 
Return to get back to them. However, if you 
think about it, in most cases hospital PBX's  will 
not send out a "proper" ANI.  (Nor, for that 
malter, would other businesses.) 

Danny 
New York 

It's not the first time that phone companies 
have resorted to lies and deception to make a 
quick buck. It won ' t  be the last. 

Mag Strip Update 
Dear 2600: 

I have a few updates about the letter from 
Mr. Vpsetter about the Taltek 727 as it was 
partially incorrect. He must have had a template 
taped/glued onto the front of his Taltek keypad, 
therefore all standard non-templated Talteks 
'!Vill not have the same keys. Also, not all Taltek 
727 ' s are endowed with a "calculator mode." 

What I might add that could be helpful to 
some mag-strip hackers is that some of the used 
units  have the numbers of credit  card 
companies '  verifier numbers stored in their 
"password protected area." But unfortunately, 
you can't  access this the same way on every 
Taltek.  Not only that, but the password i s  
different from machine to  machine. If you do 
access  it, however, be sure to monitor the 
extens ion and record anything that goes  
between the modems.  If anyone knows of a 
DIN -S serial to 2S or 8 pin serial cmverter, tell 
about it. That way, the machine can be hooked 
up to PC' s  for easier monitoring (and future 
mag-strip editing?). 

Scanning Results 
Dear 2600: 

SE 
Minnesota 

Here a re a few things  I have been 
wondering about for a while, and I was hoping 
you cou.1d enl ighten me .  All of these 
observatims are valid for the Atlanta, Georgia 
area code (404). 

1 .  When I dial any number with certain 
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prefixes ,  I always get a busy s ignal before I 
even hear a ring.  It does not seem to matter 
which number I dial. Examples : 450-XXXX, 
470-XXXX, 490-XXXX, and 670-XXXX. 

2. One prefix always returns  a fast busy 
s ignal (which I believe i s  the local reorder 
tone). This tone pops up after you dial the first 
three digits of the prefix (no additional digits 
necessary). Example: 430. 

3 .  For some prefixes, you dial a full seven 
digit number and then you get exactly 'one ring 
and then a series of three or so single frequency 
beeps. Examples: 570-XXXX and 690-XXXX. 
In some extremely rare cases you will get 
something like an answering machine service 
after the first ring .  The announcements are. 
made by real people, and vary from number to 
number. 

4. Some prefixes require that you enter a 
number cons i s t ing of ten digi t s .  After the 
second. or third ring an announcement comes up 
and says something to the effect of: "Your call 
cannot be completed as dialed. Please read the 
instruction card and try again." Examples :  5 10-
xxxx-XXX and 4 1 0-XXXX-XXX. 

Since I have not made any progress figuring 
out any of the above stuff, I decided to see if 
you could help me out. Any information you 
can provide wi ll earn you my everlast ing 
gratitude. And if you cannot help, that ' s  OK - I 
will still keep reading 2600 Magazine whenever 
I can lay my grubby hands on a new issue. I 
apologize in advance if any of this stuff has 
some simple explanation that has been common 
knowledge for years. 

FD 
Atlanta 

First off, never apologize for wanting to 
learn. It' s for better to admit ignorance than to 
feign kn(Jwledge. And since 99 percent of the 
populace have no idea what we ' re talking 
about anyway, you're still coming out ahead. 

We- checked with th e A T& T  routing 
computer and all  of the exchanges that you 
were getting busy signals on (450, 4 70,  490, 
670) are not officially in use. They also cannot 
be accessed from outside the 404 area code. 
This could mean several things. These. may be 
new exchanges that are still being tested. They 
may be special  exchanges that  the phone 
company uses for various things. We suggest 
exploring each of these exchanges every now 
and then to see if all of the numbers remain 

busy . Also ,  it can ' t  hurt to have a local 
operator check the busy signal and tell you if 
the line actually exists. 

Some exchanges ( like your 430) are 
progra mmed not to accept any additiona l 
digits. It's more likely that this exchange is not 
being used at all in your a rea . To be sure. 
though. compare it to other exchanges that are 
not being used. Weird numbers like 311 are 
almost never used but so are a lot of other three 
digit combinations. Do they all react the same 
way ? Keep a log and compare it every few 
months. 

The 570 and 690 exchanges in your area 
are used for beeper services. When you get one 
ring fo llowed by three or four beeps then 
silence . you have dialed someone's beeper 
number and it is waiting for touch tone input 
from you. When you dial a sequence of numbers 
followed by the II key (optional). those numbers 
will show up on the beeper belonging to that 
number. If you get six or seven beeps that don' t  
ever allow for touch tone input. you've reached 
what is known as a "tone only" number. The 
beeper will simply say that someone beeped but 
won' t  give any additional information. This is 
seldom used these days and is good only for 
people who get beeped by the same number 
exclusively ( i .e . ,  doctors who get beeped by 
their service). When you hear a voice message. 
you' re reaching a service that is a ttached to 
someone's beeper. When you leave a voice 
message of your own, their beeper will go off 
telling them they have a voice message in their 
mailbox. Some of these numbers allow for 
either tone or voice messages to be left. 

Since 510 and 410 are now area codes. this 
would explain why your: switch waitedfor seven 
more digits. 

On all of these number:s, we suggest you try 
prefIXing with 1 or 0 or a carrier access code 10 
check for variations. And we encourage people 
in different area codes to experiment in the 
same way and report their findings here. 

near 2600: 
Here are a couple of modem phone numbers 

a friend stumbled upon and passed on to me. I 
haven 't been able to make them do anything, 
but I thOUght I'd share them: 

3 1 5 -472-0 1 83 - rings into some kind of 
NYNEX computer. 

703-684-5772 - gives you a choice of four 
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destinations. 
Good luck. 

Name Withheld 
Address Withheld 

These are interesting numbers. The second 
one has four destinations known as VENUS, 
MARS, HERMES, and ZEUS. ZEUS appears to 
be running on a PDP-10 ,  a machine ' many 
hackers got their start on. 

Dear 2600: 
Did you know the Software Piracy 

Association has a toll-free number that connects 
to a voice mail system after hours? The number 
is 800-388 -7478  and it' s  used to tum in people 
who are committing software piracy. 

David 
Any group that encourages people to rat on 

each other over voice mail speaks volumes as to 
their intelligence. This organization also sells a 
video called "It's Just Not Worth The Risk." If 
you know somebody who's pirating the video, 
there's probably another number to call. 

At Wit' s End 
Dear 2600: 

I have spoken with college  telephone 
administrative assi stants. I 've called AT&T 
technicians. None have answered my questions. 
Now it's time to speak to the experts. 

As a college administrator at a small school 
in Colorado, one of my responsibilities involves 
re sponding to students who are victims of 
harassing phone calls .  This past school year has 
seen a drastic increase in the kind of heinous 
phone calls that put college women in fear for 
their lives. (We're not talking about cute prank 
calls here.) 

Here is the technical background:  The 
college phone system works around its own 
PBX allowing "on-campus" calls to be dialed 
with only four digits. Calls to phones outside 
the PBX require a "9" to "get out." 

The college phone system has voice mail as 
an option. The voice mail system not only 
records the caller' s message, but also tells the 
date, time, and most importantly it records the 
caller's extension if the call is from on-campus. 

The question: I want to catch the caller(s). 
Doesn' t  it make sense to you that since the 
voice mail system is able to record the caller's 

extension if he/she leaves a message, that there 
is a way to note the caller' s extension if the 
"callee" answers? Suggestions? 

Of course, a technically savvy caller could 
dial 9 to get off campus and then call hislher 
victim by dialing all seven numbers. The voice 
mail system is only able to note that the call is 
coming from "off-campus." This leads me to 
my second question: There are apparently 50 
lines into the college' s  PBX. I am told that the 
only way we can know the source of a call is to 
have "phone traps" placed on all 50 lines, and 
then find the source by matching the time of 
call. What do you think? 

ANI is not an option for the near future; 
legis lative and corporate hang-ups are stiD 
clouing up the system. 

2600 is by far my favorite ' zine. Keep up 
the good wolk. 

CB 
Coioratio 

Your system sounds like a ROLM. Whether 
or not it is, the same logic will apply. First of!, 
i t 's  possible to block the 9+ feature to the 
college, especially if your college owns the 
entire prefIX. If not, individual numbers can be 
blocked in this manner. It's also possible to log 
all calls that are made in this fashion. But, 
more importantly, your telecommunications 
department needs to be more up front with you. 
Don ' t  settle for assistants; speak to whoever's 
in charge. Obviously, if the voice mail system is 
receiving information on which extension is 
calling it, the capability exists for that to occur 
on non-voice mail calls. It' s only a matter of 
setting it up. There are special display phones 
on most systems thDt show this information on a 
screen. (On ROLM systems, they're known as 
400's.) We suggest attaching one of those onto 
the lines that have the problems. As far as 
anything coming from off campus , you will 
need cooperation from th e local phone 
company. We'd be extremely surprised if they 
weren' t using ANI in this clay and age. 

If all else fails, try forwarding the problem 
lines directly to a voice mail message that 
sounds as if a real person is picking up. This 
may trick the caller into leaving a message 
thinking they're speaking with a person. Then if 
they ' re on campus, you ' ll have the number. 
And if that doesn' t  work, try to trick them into 
calling something that WIU log their number, 
like an 800 number. 
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crypt() Correction 
Dear 2600: 

A couple of months ago I purchased the 
Winter 1 99 1 -92 i s sue of 2600 Magazine ,  
primarily because I was interested in  the source 
for the cryptO function, which was contained in 
it. 

Only recently have I had time to seriously 
look at it, and I have discovered the following 
flaw in my copy of the magazine. 

On page 14, there is an array: char S [8] (64) 
of "selection functions", which consists of eight 
blocks each containing 64 character values .  In 
my copy, the first line of the last of these eight 
blocks is partially distorted. The line consists of 
1 6  numbers, but the second and third numbers 
are not readable in my copy. 

What I can read is:  13 ,  n, 71, 4, 6, 15 ,  1 1 , 
and so on. 

What are these two missing numbers? If 
s omeone can check another copy of the 
magazine and drop me a line to let me know 
what they are, I would be extremely grateful. 

SJ 
California 

Unfortunately, a ll of the issues have the 
same printing defect. The numbers should read: 
13, 2, 8, 4, 6, 15, 1 1 ,  etc. We're sorry for any 
inconvenience. 

Simplex Sightings 
Dear 2600: 

The University of The District of Columbia 
(UDC in Washington,  DC) has a load of 
Simplex locks on their campus. Just letting you 
know since I didn 't see it listed in the Spring 
1 992 issue. 

Albatross 
Thanks for the info. As we are all beginning 

to see, these locks are everywhere. We welcome 
pictures of supposedly secure areas that use 
these as the only form of protection. 

Wanted 
Dear 2600: 

I have recently purchased your magazine 
and I like what I see. I don't have a computer 
yet, but I am interested in obtaining programs 
on disk that can copy application programs 
from a hard disk drive and/or floppy disks such 
as WordPerfect 5 . 1 ,  PageMaker, and Corel 
Draw,  even if they are unde r s omeone ' s  
homemade menu screen, under Windows,  or 

both.  Also ,  I would l ike information on 
telephone codes to make free long distance calls 
(and any other phone tricks), a program to fmd 
the source code for any I B M  compatible 
computer, and some type of beginner's guide on 
hacking that isn't technical. I was wondering 
could you tell me which back issues of 2600 
deal with these subjects and could you give me 
a list of other sources - magazines, books, or 
people (addresses  and phone numbers) that 
would have what I am looking for. I would 
greatly appreciate it. Keep up the good work. 

Birdman 
Tennessee 

Learning is a lot more fun and beneficial 
than making free phone ca lls a nd copying 
software. While the things we teach may enable 
people to accomplish these tasks, we believe 
they will at least understand what it is they are 
doi ng . You seem to want to bypass this part of it 
and that's something we cannot help you with. 
If, though, you're interested in more than just 
the end result, then you're in the right place. 

Monitoring Problems 
Dear 2600: 

I just recently picked up a copy of your 
magazine. I really do like the information it 
offers, although some of the things you print are 
a little above my head. I would like to learn 
more about phone phreaking just for the fun of 
knowing. After all, isn't  knowledge power? 
Anyways, I tested the mobile phone frequencies 
for Minneapolis/St. Paul. I heard the tone you 
mentioned but then at times my scanner went 
blank. All I heard was white noise ! Can you tell 
me what I was  doing w rong? I am also 
interested in creating a computer network to cut 
down on the cost that is incurred when calling 
BBS's  across the nation. I am wondering if you 
could help me out. I need information on how 
computers can send information over  radio 
waves. I want to set up a computer station in 
every area code that can be accessed by radio. 1 
would also like to know if maybe your readers 
might be interested in helping out. I would also 
like to set up a computer on that network for 
2600 readers to send feedback and other things 
of that nature to other readen of your magazine. 

Vid Kid 
Minnesota 

Your goals are indeed admirable. You need 
to speak to some ham radio people concerning 
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the project you're interested in. We would also 
suggest reading Popular Communications and 
Monitoring Times. If any of our readers have 
suggestions, we' ll pass them along. 

As to the problems you had with your 
scanner, some IMrS systems use a form of 
frequency hopping , similar to cellular 
frequency hopping. Not all lMrS systems do 
this but it's possible the one in your area dDes. 
We suggest you go into search mode for the 
entire range of IMTS frequencies and you 
should be able to catch up to the original 
conversation. 

Cellular Frequencies 
Dear 2600: 

This may not be of much interest to you in 
the U.S., but I came by a list of frequencies for 
the U.K. cellular/cordless phone system. The 
cordless  phones can be picked up with a re
tuned medium wave radio by hanging out on 
the base frequency, which seems to transmit 
both sides of the call. The cellular ones need 
two separate receiven. 

These are cordless phone frequencies in the 
order of: channel number, base unit transmit 
frequency, handheld unit frequency: 

I ,  1642.00 kHz ( 1.642 MHz), 47. 45625 
MHz; 2,  16 6 2.00, 47. 46875;  3, 1682.00, 
47.48125; 4, 1702.00, 47. 49375; 5, 1722.00, 
47.50625; 6, 1742.00, 47.51875; 7, 1762.00, 
47.53125 or 47.44375; 8, 1782.00, 47.54375. 

These are cellular phOlle frequencies in the 
order of: channel number, transmit frequency, 
duplex split, receive frequency: 

301, 897.5125 MHz, 45 MHz, 942.5125 
MHz; 302, 897. 5375, 45, 942 . 5375; 303, 
897.5625, 45, 942.5625; etc. at 25 Khz spacing 
unt i l :  599, 904. 9 6 2 5, 45, 9 49.9625 ;  600, 
904.9875, 45, 949.9875. 

What the NSA Does 
Dear 2600: 

6025 
Scotland 

Congrats on a cool magazine. Liked the 
article on CryptO. Got into a discussion with 
one of the guys at wode who used to wode at 
NSA. Said several neat things: 

1. The original keys for DES were supposed 
to be 128 bits. NSA ordeted the change to 56 
bits because they CAN break 56 bits. 

2. UNIX cryptO is hobbled in an additiOllal 

way (he wasn't sure but it had something to do 
with re-use of keys). 

3. Those guys have their own chip foundry 
in a (no shit) cqJper walled building. 

4. They go after and change other people's 
encryption standards. A couple of yean back 
IBM was going to come out with a real good 
one and NSA forced them to shelve it. 

5. The tables in DES were generated by the 
NSA with the intent that they could break it. 

If you want to print any of this, please don't 
print my name. My friend says that these guys 
are very paranoid and so am I I  

I ' d  like to  see some magazine come out 
with a public encryption s tandard, but I 
wouldn't want to see you guys do it, because 
the NSA would shut you down. 

Be careful with this stuff, because those 
NSA dudes scare me. 

Someone 
Somewhere 

We altered your name and town. Is that 
careful enough? 

Prisoner News 
Dear 2600: 

Many greetings from the gulag. In recent 
months I've noticed more and more letten and 
such from imprisoned hackers.  Another 
pri soner and I edit  and publish a monthly 
new sletter called Prisoners ' Legal News . 
People can get a free sample copy of PUV by 
writing to our publisher at: PUV, PO Box 1684, 
Lake Worth, FL 33460. 

Apart from organizing against the state 
parole board, we have been lobbying hard for 
the state to allow prisonen to have PC's  in their 
cells. For three yean, prisOllen at a state prison 
had PC's in their cells. All PC ownen who got 
released have gotten jobs and none have 
returned to prison; There were no security or 
other problems but in an arbitrary decision, 
prison officials made prisoners send the PC's 
out. 

PW 
Washington 

What you witnessed was the typical ponic 
reaction that authority figures have shown 
towards technology. Their ignorance frightens 
them and annoys the rest of us. We wish you 
luck and hope you keep us updated. 
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Mystery Calls 
Dear 2600: 

I have just picked up my first issue and I 
really like what I see. I don't consider myself to 
be a great hacker, but I do have some very basic 
electronic skills and some fai rly extensive 
programming skills. 

Recently, while I was flipping through the 
UHF channels, I picked up a very interesting 
phenomenon : phone conversations.  My TV 
doesn't normally receive UHF channels, in fact, 
there isn't even an antenna hooked up to the 
UHF input, only VHF. My TV is a fairly old 
(very early SO's) model. It has a rotary knob for 
VHF and UHF, plus individual tuning rings on 
the outside of both knobs. 

I have noted that there are as many as four 
conversations at a time and they seem to be in 
my neighborhood. They only appear at the very 
end of the dial, around channel 83, however it 
requires a lot of tuning to even get it with a lot 
of static. If I get lucky, it sounds as clear as if 
you were on an extension. After one person 
hangs up, the signal jumps and I end up having 
to retune it. 

About the only possibility I 've been able to 
corne up with is that the shielding is ineffective 
on our neighborhood connection post at the 
edge of the street by my house. 

Now I have heard stories about people 
getting images on monitors from others due to 
RF inte rference .  In  fact,  our beloved 
government was in a panic over this issue not 
long ago. What I would like is your opinion 
about this phone interference. Also, could you 
tell me what the frequencies in this area are and 
if I could get ahold of some kind of radio 
equipment that could receive these frequencies? 

Sitting Duck 
What you're experiencing has nothing to do 

with ineffective shielding . Th e upper UHF 
channels on older IV sets happen to cover the 
same frequencies that are now used for cellular 
telephones! And every time you listened in, you 
were breaking a federal law. That is the extent 
of "protection" that is given to cellular phone 
calls. You can buy a scanner that covers the 
800 Mhz spectrum which is where cellular calls 
can be found. Buying such a scanner is legal. 
O wning one is lega l .  Listening to those 
frequencies is illegal. By the way, if anyone 
happens to tape any broadcasts over those 

public airwaves , please send them to us. We 
promise not to listen .  (Make sure you don ' t  
either.) 

The Prodigy Side 
Dear 2600: 

I know I 'm treading on thin ice voicing a 
corporate viewpoint in 2600. But I think it ' s  
important to clear the air regarding Prodigy. 

The re have been a lot of rumors about 
Prodigy and STAGE.DAT, and what w e ' re 
doing - and not doing - with our members' data 
and computers. Prodigy doesn't read, upload, or 
interact in any way with a member' s file on 
their computer. The sole exception is Prodigy 
files. There's  no way we could or would do the 
kind of things Big Al alleged in your Autumn 
1 99 1  i s sue,  and that were discussed in the 
letters column in the Winter 1991 -92 issue. 

The confus ion and false claims a rose  
bec aus e  non-Prodigy d ata found its  way  
incidentally into Prodigy files . When people 
saw this, they incorrectly assumed Prodigy had 
deliberately sought th i s  information and 
uploaded it . In fact, any non-Prodigy data found 
in Prodigy files was incorporated randomly 
because of two programming shortcuts that 
have since been eliminated. None of it was ever 
looked at, manipulated, or uploaded by Prodigy. 

The two Prodigy fil e s  in quest ion are 
STAGE.DAT and CACHE.DAT. STAGE.DAT 
stores Prodigy programs and graphics between 
sessions. Without STAGE.DAT, all of this data 
would have to be transmitted every time the 
member moves from place to place within the 
service or "turns a page". 

CACHE.DAT stores Prodigy content for 
reuse within a session so that the member can 
move from featu re to feature wi thout 
retransmis s ion of content already sent.  
CACHE. DAT i s  overw ritten during e ach 
session. 

During the offline process of installing the 
Prodigy software, STAGE.DAT is created as a 
file either 0.25 or 1 megabyte s in s ize ,  
whichever the member chooses. As with any 
new file, when it is created DOS allocates disk 
sectors to it. It is well known that these sectors 
may include the contents of previously erased 
file s ,  s ince DOS doe s n ' t  actually e rase  
informat ion contained in  erased file s ,  but 
simply recycles the space for use in new files. 

Earlier versions of the Prodigy software did 
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not zero out the file space allocated to 
STAGE.OAT. The result was that if you used 
XTn:e or OEBUG you might have noticed that, 
prior to being filled with Prodigy data , 
STAGE.OAT disk space contained infonnation 
fran erased files. A similar effect occurs with 
the smaller file, CACHE.OAT. 

After the ST AGE.OA T file is created, the 
instaIIaIion prog!lIIIl IuiIds a table d the entries in it 
This table allows the STAGE.OAT to keep back d 
the programs II1d gmpHcs stored Ibere. The scltware 
aeates this tatie in RAM (memory) and then moves it 
to the STAGE.OAT on the disk. As a badtup, we 
even write two apes dthe laNe to the ST AGE.OAT 
on the disk. As a badrup, we even wrJe two <qlies d 
the � to the STAGE.OAT, so there are two places 
where a membermighl see Ibis infonnalion. We move 
the wboJ.e pooion d RAM used for the table, even 
though it may be only partially filled with entries. 
Again, we didn't 2Je1O the RAM space used to bJild 
the table, so any memory that wasn't written over -
II1d its anem - was swqt into STAGE.OAT. 

Our programmers origina1ly wanted to make 
instaIIaIion as fast as possible, and so they did m want 
to take the additiaIa1 time to 2Jel'O oot disk sedors or 
memory invotwd in the installation. 

During a Prodigy session, calls on RAM bIffers 
are used to wrJe new grapucs and program data to the 
STAGE.OAT file. In the earlier versions of the 
dtware, the blffen were m zeroed, II1d the amwnt 
of Prodigy data stored in them may not have 
completely displaced data already in the buffer 
memory area fran eadier programs. Then, \\ben the 
Prodigy data is written to STAGE.OAT the other 
infunnation woo1d also be lransfem:d to the disk. That 
is the reason Big AI saw futgmenIs fran his Wordstar 
files in Sf AGE.DAT. 

The personal infonnation was of no interest to 
Prodigy, and in any case, over lime, this infonnation is 
0YeJWrIIen as programs and gmpHCS are added to the 
STAGE.OAT file cbing use. We have sinre Ieamed 
of our manbers' sensitivity on this issue, and have 
modified our dtware IIOOOItlngly. Fa- peqje with 
older Prodigy software, we provide a free utility 
prognm that 2Jel'Oes om an non-Prodigy infoanalion 
foremting STAGE.DATII1d CACHE.OAT files. To 
oniera, RlMP 'IEOI TAlK on Prodigy. 

We never looked at or used any non
Prodigy information in STAGE.  OAT or 
CACHE.OAT. There is, in fact, no mechanism 
that would allow the Prodigy software to pass 
any information (Prodigy or non-Prodigy) 
contained in the STAGE.OA T or CACHE. OAT 

files up to the host. 
To help put the rumors to rest, we asked the 

nalional accoonling finn, CoqJers and Lybrand, to 
audit our operations. They examined Prodigy's 
IXlI11pUlers and files and interviewed our empIoya:s 
for six weeks and fanl that we did m upload any 
non-Prodigy daIa. 

As far as . Big AI's  allegation that he received 
Prodigy dired mail sOOcitaIions sent to cbnmy names 
fran a LAN he uses, I don't believe it The names on 
mailing lists Prodigy uses for dired mail ame fran 
lists supPied by magazine subscriptions, OOIDpUer 
catalogen, and so on. H Big AI thinks he's gtt gramds 
for oanplaint, we'd be iIIIR'Y to lodt at the dired mail 
piea:s he gtt fran Prodigy and see where the names 
came fum. 

One final point. Big Al mentioned in his 
letter that Prodigy requires a "loaded" PC or 
Mac. The truth is just the opposite. Prodigy has 
taken care to ensure that the service will run on 
very basic DOS or Mac machines, such as an 
XT with an 8088 and 540 Kbytes. After all, our 
service is aimed at the home market. That' s  
why we 've designed it  to  run on the kind of 
machines people have at home - as well as the 
ones they 'might use in the office. 

H Big AI or any other readers want to call 
and disalss this, my number is. 914-993-8789. 
Or send me a message on Prodigy at PGPJ97a. 

Steve Heln 
The Prodigy Service 

White Plains, NY 
Going under the assumption that everything 

you say is true, there are still two disturbing 
facts that we have maintained from the 
beginning. First, if Prodigy did not respect the 
privacy of its users, it would not be too diffiCUlt 
to do everything that  has been suggested. 
Perhaps other companies will do this in the 
future. Perhaps some already have. It 's  a 
possibility that cannot be ignored and we' re 
glad the issue has come up, regardless of 
Prodigy's actual involvement. The other fact is 
that Prodigy was given a fair chance to express 
its side of the story from the beginning. Nobody 
seized all of your equipment to investigate the 
maner. The media didn' t  label you as potential 
terrorists. You were never threatened with 
decades of prison time for a crime nobody 
realiy understands .  We find it sad that 
individuals automatically mean so much less 
than large corporations when their integrity 
comes into question. 
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HOW TO DEFEA T *69 
by Bernle S. 

I t ' s  annoying !  You call someone and, for 
whatever reason , you 'd  like to protect your 
telephone privacy. In other words, you don' t  
want them calling you. But with new telephone 
services like Return Call (*69), they can call 
you back as often as they like until someone 
else calls them. If they have Caller ID it 's  even 
worse: it will tell them your telephone number 
and they can call you whenever and as often as 
they like. 

Many people feel this is an invasion of their 
privacy. People who pay extra for unpublished 
numbers are ju s t  as vulne rable .  The B ell 
Operating Companies reap huge profits from 
the use of these services, but seem insensitive to 
the concerns of customers who want to preserve 
their telephone privacy. There are methods of 
ove rcoming t h i s  problem , but the phone 
companies refuse to publ icize them because 
they could lose out on many millions of dollars 
in new revenue if services like Return Call and 
Caller ID aren't widely accepted. 

This article describes several methods you 
can use to defeat Return Call (*69) and Caller 
ID so that you can use your telephone without 
fear of compromis ing your telephone privacy. 
Most of these techniques will work in different 
parts of the country, assuming the services are 
available in the first place. It is possible that 
you r are a  u s e s  d i fferent codes for th ese 
services. If so, please tell us  what they are. 

Calling Card Method 
This melhod defeaIs Iuh *(J} and Ca11er 10. To 

use it, you need a valid calling cani fnm your local 
company. You can get one by calling your local 
business dfice. 

Dial 0 plus the area code and number you're 
calling. After the "boog" tale, enter your calling cani 
number and your call will go tIuwgh. If you're calling 
fnm a dial or p1ise-type phooe, stay 00 the line and 
tell your calling card . number to the operator who 
answers. If the operator asks \\<by you're n<1 dialing 
direct because it' s  d:Ieaper, len them to }1st canplete 
the call anyway. The swdwge for this is about 40 
a:nIs and will vary depending upcn what part cl the 
<XUItJy yw're in. 

Operator Assisted Method 
This method defeats both *(J} and Caller ID 

and does not require a calling card. Dial 0 plus 
the area code and number you ' re  calling .  After 
the "bong" tone, dial 0 or wait and an operator 
will come on the line. Tell the operator that 
you'd like this call billed to the number you 're 
calling from. If the operator asks why you ' re 
not dialing direct because it 's  cheaper, tell them 
to just complete the call anyway. The surcharge 
for this is about $1 .50. 

Long Distance Carrier Method 
This method defeats both *(J} and Caller ID 

and requires  a long d i stance calling card.  
Follow the instructions on your calling card for 
making a call, but dial the local number you 
want to call as if it were long di stance, i .e .  
include the area code. If  you don't  have a long 
distance calling card, just request one from the 
company of your choice, the vast majority of 
which are listed with 800 information. 

When you call to request your calling card, 
they will try like hell to get you to make them 
your primary long distance canier. If you don 't 
want to switch, just say so and explain that 
you 'd like one of their calling cards anyway. 
Since there ' s  no fee for a calling card, you 
might as well collect them all! It ' s  a good idea 
to have calling cards from several different long 
distance caniers so you can compare their rates 
and service quality. 

You will be billed according to the rates of 
the long distance canier you're using. Rates for 
calls w ithin your area code are lower than 
interstate long di stance call s .  Call the long 
distance canier's customer service number for 
exact rate information. 

Most calling cards have surcharges. If at all 
pos s ible , u s e  a company that has  a non
surcharge 950 access number. Metromedia 
Long Distance (formerly ITT) and Cable & 
Wireless both offer this service but give it out 
sparingly. 

As w i th the above methods,  if someone 
d ials  · 69 after  your call they w ill hear  a 
recording that says "the number is not in the 
serving area." A Caller ID unit w ill d i splay 
"Out of Area." 

Answering Machine Hang·up Method 
This "quick and dirty" method is effective 

in defeating ·69 call-backs in response to your 
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leaving a message on an answering machine. 
After you've completed a call to an answering 
machine at the number you desire privacy from, 
hang up and immediately call again using one 
of the above methods. 

The moment you hear a ringing signal 
through your handset, hang up. When the called 
party returns home and gets your me'ssage, any 
*69 attempt will generate a "number is not in 
the serving area" message. If you hang up the 
second time before their machine answers, you 
won't  be charged for that call. This technique 
does not worlt well when calling people who 
are home, because they'll usually be able to dial 
*69 before you can call the second time. 

Can Block Method 
This method prevents others from using *69 

( 1 1 69 pulse) to call you back by blocking 
selected telephone numbers in your area code 
from reaching your line. It does not prevent 
Caller ID from revealing your telephone 
number. 

Before you make your call, you must block 
the specific telephone number(s) you ' re 
planning to call from being able to call you 
back. To do this, dial *60 ( l l60 pulse) then II 
( 12  pulse) and enter the telephone number(s) 
you wish to block. After you enter each number 
to be blocked, enter II ( 12 pulse) again. You can 
block up to six numbers at a time and you can 
block calls from the number you just received a 
call from by entering Ol in its place. 

To remove individual numbers from your 
blocking list, enter * ( 1 1 pulse), the number you 
want to unblock, and * (1 1 pulse) again. Hang 
up when you're fmished. 

When callers whose telephone numbers are 
on your blocking list call you, they'll hear a 
recording that says, "At this time, the party you 
have called is not taking calls." However, the 
called party will still be able to use *69 to call 
you back after you unblock their number if they 
haven't received any calls since yours. One way 
to rectify this problem is to use the " Answering 
Machine H ang -up Method" just before 
deactivating Call Block. 

Call Block costs about 50 cents each day 
it ' s  left on or around $5 .00 per month for 
unlimited usage. If you're not subscribing to it 
on a monthly basis, don't forget to deactivate it 
when you don't  need it or it  could end up 
costing you over three times the monthly rate. 
To deactivate Call Block, dial *SO (l l SO pulse), 

then enter OS and hang up. 
Select Forward Method 

This method prevents others from using *69 
to call you back from up to s ix telephone 
numbers that you select. It forwards those calls 
to any other number in your area code. 

To accomplish this, dial *63 ( 1 163 pulse), 
then 3 .  After the tone, enter the telephone 
number you want calls forwarded to and then II 
(12 pulse). When prompted, enter 1 and then II 
(12 pulse) when prompted again. Next, enter the 
telephone number(s) you wish to have calls 
forwarded from. with a II (12 pulse) after each 
number. You can forward calls from the 
number you just received a call from by 
entering 01  in its place. Hang up when you're 
done. 

Select Forward costs about 50 cents each 
day it 's left on or $3.50 per month for unlimited 
usage. If you're not a monthly Select Forward 
subscriber, don 't forget to deactivate it when 
you don't need it or it could end up costing you 
over four times the monthly rate. To deactivate 
Select Forward, dial *S3 ( l IS3 pulse), then 
enter OS and hang up. 

Ultra Forward Method 
This method defeats both *69 and Caller 10, 

but you must have an auxiliary telephone line 
that you don't care about the privacy of, and 
Ultra Forward service. The additional line can 
be your business number at another location, 
but you must have billing responsibility for that 
line to be able to request the Ultra Forward 
service. 

The idea here is to remotely program your 
auxiliary number to forward calls to the number 
you want to call, and to call that aultiliary 
number whenever you want to reach the number 
you desire privacy from. If the called party dials 
*69 after you call them, they'll get the auxiliary 
number instead of the number you called from. 
If the Ultra Forwarding is still on, it will call 
back their own number, give them a busy 
signal, and charge them for the *69 attempt! A 
Caller ID uni t  will display your auxiliary 
number, not the "private" number you called 
from. 

To accomplish all this, call your business 
office and request Ultra Forward for your 
auxiliary line. This new service costs around 
$5.00 a month. 

You must remember to deactivate the Ultra 
Forwarding, or else any other calls actually 
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intendt?d for the auxiliary nmuber will also be 
forwarded to the number you desire privacy 
ftom. If you have calls forwarded to a long 
distance number, you will be billed for the .long 
distance charges wheneve.r calls are forwarded 

there. 
Hardware Forwarding Method 

Thi s  method i s  s imilar to us ing Ultra 
Forward, except that you connect a special 
device between two auxi l iary l ine s .  Th i s  
accomplishes the same job without having to 
pay the phone company's  monthly charges: Call 
forwarding devices are available from Radio 
Shack and similar stores for about $ 1 00 .  
Specific model instructions vary, so  read your 
owner' s manual for details. 

Cellular Phone Method 
This method stops "69 and Caller !D, but it 

requires a cellular telephone. Return Call and 
Caller !D do not work through cellular 
telephone exchanges. Anyone dialing "69 after 
receiving a call from a cellular telephone will 
hear a recording that says "the nmuber is not in 
the serving area." A Caller ID unit will display 
an "Out of Area" message. 

Most cellular phones  are installed in 
vehicle s ,  but  transportable and hand,held 
models are rapidly becoming more popular .and 
l e s s  expensive .  The cost  of a call varie s  
depending on i f  it 's  during the day, evening, or 
weekend and its duration. Call your local 
cellular carrier for information about cellular 
phones and rate plans. 

' 

Pay phone Method 
This is certainly the least  conven ient 

method, but i t  does stop *69 and Caller ID users 
from compromising your privacy. If you make 
calls to those parties from a payphone, your 
home telephone privacy will be ensured. If you 
don't have change, you can use a calling card, 
but it will  cost more . The best and least
expensive payphones are generally those owned 
and · operated .by the Bell Telephone

. 
company 

serving your area. 
Creative Techniques 

If you ' re creative you can confuse and 
defeat the most determined unwanted callers. 
For instance, you can use Select Forward to 
send someone's calls back to their own number 
so they' ll always get a busy signal whenever 
they call you. As mentioned above , this also 
works if they dial "69 after you call them, and 
as an added bonu s they ' ll be billed for the 

attempt! 
Another trick is to have calls from selected 

unwanted callers forwarded to the police, to a 
non-working nmuber, to a payphone, or to some 
other person who ' s  also insens itive to your 
privacy. If the second party dials *69 after your 
unwanted caller hangs up, it will call back that 
number, not yours. Caller ID units will also 
display their nmuber, not yours. 

Call Trace: The Real Story 
Many phone companies advertise Call Trace 

("57) as a convenient way to trace annoying or 
harassing calls so you can put a stop to them. 
The truth is, they ml\ke it very difficult and 
expensive for customers to accomplish this. 
When you dial *57 after receiving a call, the 
phone company 's  computers record the calling 
number, your number, the date,  time ,  and 
duration of th.e call and sends all of this to their 
Annoyance Call Bureau. The phone companies 
also charge you on the order of $ L50 every 
time you dial *57. 

Despite this, the . phone company · will not 
even consider any traced calls worthy of their 
attention until you have successfUlly traced six 
such calls from the same originating number! 
This means if your unwanted caller is calling 
from payphones or more than one location, you 
could end up paying quite a lot until the phone 
company determines that you 've traced six 
"qualifying" calls. 

Once they ilTe satisfied that you've traced at 
least six calls from the same calling number, 
they 'll mail you a legal release to sign and 
return to them. This release prevents you from 
suing them, and grants them permission to tell 
the unwanted caller your name and telephone 
number (ostensibly so that the phone company 
can justify a request to ask them to stop). It also 
states that the phone company will not tell you 
who is haras s ing you ,  which seem s rather 
sleazy in light of the fact that they're willing to 
sell Caller ID-type services to anyone willing to 
pay $6.50 a month for it. 

If you don't want them giving your name to 
this person, you should cross out the section of 
the legal release that gives them permission to, 
and also cross out the section that releases them 
from liability (thUS protecting your rights) .  
Initial and date the changes and attach a signed 
letter demanding that they not violate your 
privacy by releasing your name to the unwanted 
caller. Also demand that they promptly tum 
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over all evidence of your telephone harassment 
to your local police department. 

For maximum impad, yro can fudher medion 
that if !hey fail to <XIqiy with yrur request, yw will 
file a aJD1!Uint against them with the State Public 
Utilities Camlissioo. AIl loca1 Ptme oompanies lie 
extremely sensitive about this  and it's almost 
gtI8IlII*td to get fast resulIs. 

Send yrur 1eUer and the amended telease bade to 
their Annaymce 00 Bureau vis certified mail (reIUJII 
receipt requested) and yrur local police shruld call 
yro in a few days. If not, call them and ask if the 
phone company sent the information. If so, 
diplomatically ask them who is harassing you 
(panising rd to take the law into yrur own hands) 
and they'll usually tell yw. 

If the calls persist, press charges against the 
caller for "harassment by communication." 
Police departments are being inundated with 
Call Trace requests and they generally want 10 
resolve these cases as quickly and as easily as 
possible. The phone companies only seem 10 be 
interested in protecting themselves - at your 
expense. 

More Telephone FrMcy '11ps 
Mo,t toU-lree 800 ""mber, reeei .. e ANI 

(Autanatic Number IdenliflC8lim), which gives them 
the phme numbers of most of the people who call 
than. It's rd the same as OIller ID IU it can have the 
same eft'ed. Apart fian seeing these Ptme runbets 
when !hey get their 800 biD, these � can use 
equipment that allows them to see the numbers 
immediately. Whether you call a TV shopping 
channel, a mail Older company, a chug or health
reIaIed IQIR, or a TV ad selling Elvis music, almost 
any ocmpany with a tdl free 800 JUDberyw call can 
1eam yrur telephme number the maIIID they answer 
yrur calL This makes yw VIIlr1erItie to having yrur 
telephone number listed and sold to other 
telemarketing companies. Ready buyers include 
companies that may employ sleazy salespeqlle or 
thOle IIlIlO)'ing automatic selling madIines that are 
prognmmed to call emyooe who's ever respmded to 
a partirulartype rl sales piId1 befon:. 

Moreover, telephone companies sell 
computemzed directories to mail order firms, 
telemaJketing companies, and CJedit bJreaus, Which 
crossof'eference the teIq:ilooe numbers 10 get names 
and addresseL PurdJasing recads lie aoss-re:feraJoe 
to detamine peqlIe's buying patIems for certam types 
rl products, services, and finmcial tnllsadims. Many 
compries bJy and sen this infamaIiat for a living. 
Everwooder how yw g« m all those mailing lists? 

Y ro can safeguard y<mSelf against this type rl 
telePtme privacy invasim by making ywr tdl-free 
800 calls fnm a ceBuJar or pay telephme or by uUJg 
the Ultra Forward or hardware call forwarding 
mdhods. (Having the �11It« JUce yrur tdl free call 
will also keep ywr number fJan being displayed.) 
You should always decline 10 give your telq:.b<lae 
IIII11ber cd 10 1m)' persm, �, or 0IpIIi2aIim 
yw dm't wam lOhave U.  

U"'*d NlUllben lie rd really all that private. 
According to the Philadelphia blquirer and other 
publications, phone companies provide special 
directories to police departments and certain 
government agencies that contain complete 
alphabetical listings, regardless of their "ImIisted" 
status. Even worse, the phone companie� have 
repeatedly been accused rl giving rut confidential 
customer infOJm8ticn to select indivicblls, privare 
investigataI, and to pdice with<U wamns. So if yw 
really want 10 keep yrur name, address, � 
1III11ber, and calling recads cd rl the hands rl ahers, 
yw shruld axJSider gdtDIg a new telephme runber 
J;d in a different IWJIe. 

Emergency 911 services in many areas now 
employ a special system that instantly displays the 
caller's telephone number, name, and address. 
Anonymous � 10 91 1 can only be ensured by 
calling fian a payPtme. 

Re_ DiIw:Iorin of teIePtone numbers md 
street addresses with names and approximate . 
household incomes (with phme IUDbers md street 
addresses listed JDDerically) are puIUhed by seYeI8l 
companies, including Cole Publishing, Inc. These 
diredories lie veaypqlUlarwith mil estate �, 
telemaJketing fmns, pOOce departments, IX' anyme 
else wanting 10 know more about peq>k. Yro can 
write to Cole Publishing md request to be omitted 
lian their direcIay. They have <fi:es tIuaJghcd the 
au!Ily. 

U",oIicit.d Tekphone SGk, CGU, to your 
number can supposedly be red\lced by writing 
to the Direct Marketing Association. They will 
put your name, address, and telephone number 
on a list distributed to telemarketing firms, 
which are then legally required to stop calling , 
you . The i r  a.ddres s  i s :  Di rect Marketing 
Association, Telephone Preference Service, 1 1  
West 42nd Street, Box 3861,  New York, NY 
10163-386 1 .  Provide your full name, address, 
and telephone number(s) and request to be put 
on their "No Cmtact" list. Of coune, just doing 
that tUJes put you on another list . . . .  
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demon dialer rev iew I I  011111 1 1 1('11 t' (ill' l)" �( ,  I i )  

p , 
key is pressed, play another macro , wait 
until a key is  pressed, and then retry. The 
mode is extremely flexible and easy to use. 
The Dialer can store u p  to 10 differe nt 
m acro s ,  even after the device p owers 
down. 

The user programmable mode is by far 
the most powerfu l  feature df the Dialer. 
This mode gives you total control , allowing 
you to program a series of any tones and 
pauses you want. You choose the number 
of tones (zero, one, or two), the duration of 
each to n e  (in m i l l i second s ,  up to on e 
second), and the volume level of each tone 
(from 0 to -15 dB of full volume) for up to 22 
keys (you get the extra keys by using the 
shift key) .  You can also define the timing 
type so that your program is played-while
pressed. This is the mode that makes the 
Demon Dialer a true Rainbow Box. We 
programed a North American dial tone,  
busy signal, fast busy, and off hook signal 
with no problems. 

The D ia l e r  a l s o  offers s o m e  other  
features called Special Functions . These 
i nclude a device initialization (clears the 
R A M ) ,  R A M  F I N  p rogram m i n g ,  t i m e  
te m p l ate progra m m i n g , g u a rd t o n e  
prog ram m i n g ,  fre q u e n cy ste p p i n g ,  
continuous sweep ,  password protection 
ontoff, number scan, and power off. 

We Approve 
The $ 250 price tag of the H ack-Tic 

Demon Dialer is stiff, especially considering 
that it lacks a chassis and does not even 
come assembled. However, a few facts 
should be kept in mind before we judge the 
Dialer as a nice but overpriced toy. 

First of al l , to call the device a "dialer" at 
all is really a mi snomer; it is a com puter 
com plete with its own CP U, R O M ,  and 
RAM.  Altho u g h  it may not seem l i ke a 
computer because the output is audio and 
n o t  v ideo,  i t  is s t i l l  q u ite cap a b l e  of  
performing amazing feats considering its 
size. 

Seco n d l y , beca u s e  the D i a l e r  i s  
programmable, we cannot even begin to list 

Iy pa 
imagination,  the Dialer would be excellent 
for social engineering . We have not had the 
time to fully explore its practical uses, but 
we will  welcome ideas and suggestions 
from our readers. 

Finally,  the Dialer is one of a kind in  
terms of  i ts  capabil ities. Hack-Tic d id  not 
d e s i g n t h i s  device to se l l  i t ;  they are 
hackers and designed th is device to u se. 
You can therefore be assured that they are 
not holding back on anything .  As further 
proof of this, the software that came with 
the o r i g i n a l  D i a l e r s  h a s  s i n ce b e e n  
updated. 

We at 2600 would l ike to see the price 
go down not becau se t h e  D i al e r  i s  
overpriced, but because the high price is 
steep for many hackers , and th erefore 
makes the Dialer exc l u s i ve .  We would 
u l t i m ately l i ke to see t h e  tec h n ology 
available to everyone, as i t  is  truly a tool of 
exploration and not j u st another box to 
defraud phone companies. 

If  you are conSidering purchasing the 
Dialer, but are not sure whether it is  worth 
it, then consider that it is ultimately a phone 
p h reaker ' s  too l .  Those who com e  i n to 
contact with phones and phone equipment 
on a regular basis will find the Dialer to be 
i n val u a b l e .  Because i t  i s  desig ned to 
handle phone systems around the world, 
frequent travellers will also find the device 
to be an invaluable companion , and will u se  
i t  to its full potential. I f  a l l  you are looking 
for is a red box to defraud y o u r  local  
payp h o n e ,  then you may want to  look 
elsewhere. On the other hand , if you are 
search i n g  for  the p h o n e  p h reaker ' s 
equivalent of an all-terrain vehicle, then you 
just may want to test drive this rocket. 

2600 now has montrl ly m eeti ngs in  

S IX U.S.  c i t les l  Check pagE': c; � for 
detai ls .  Contact us to sta:; 2. 

meeti ng I n  y o u r  c i ty 
(5 1 6) 751 · 2600 
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Bellcore 

CERTIFIED MAIL · RETURN RECEIPT REQUESTED 

July I, 1 992 

Emanuel Golstein, Editor 
2600 Magazine 
P.O. Box 752 
Middle Island, New York 1 1 953-0752 

Dear Mr. Golstein: 

lfIon8rd Ch.rlD Suchyf. 
Gtfflf'/S/ AI/orney 
Inte//(]ctusf f10perfy Mlitters 
Lee 2E<3 1 1  
290 W M t  Pleasant A�cnue 
Liyingston, �!ew Jersey 07039 
20 1 - 740·() 100 

It has come to our attention that you have somehow obtained and published in the 1 99 1 - 1 992 
Winter edition of 2600 Magazine portions of certain Be\1core proprietary Internal documents. 

This letter is to formally advise you that, if at any time in the future you (or your magazine) 
come into possession of, publish, or otherwise disclose any Bellcore information or 
documentation which either (i) you have any reason to believe is proprietary to Bellcore or has 
not been made publicly available by Be\1core or (ii) is marked "proprietary," "confidential," 
"restricted," or with any other legend denoting Be\1core's  proprietary interest therein, Be\1core 
will vigorously pursue a\1 legal remedies available to it including, but not limited to, injunctive 
relief and monetary damages, against you, your magazine, and its sources. 

We trust that;OU!, under:t����Ug 

Since y, / /// 
V-/ 

Knowing BeUcore, they might just consider THIS proprietory. Such is life. Note the 
UNIX file path printed at the bottom of the ktter. On some system somewhere, this 
letter exists •••• Our reply appears on the facing page. We 'd like reader input on this. 
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RETURN MAIL · CERTIFIED RECEIPT REQUESTED 

July 20, 1 992 

L.eonard Charles Suchyta 
LCC 2E·3 1 1  
290 W .  Mt. Pleasant Avenue 
Livingston ,  NJ 07039 

Dear Mr. Suchyta: 

Emmanuel Goldstein 
Editor 
2600 Magazine 
P0 8ox 752 
Middle IslBnd, NY 1 1953 
(51 6) 751 ·2600 
(51 6) 751 ·2608 FAX 

We are sorry that the Information published In the Winter 199 1 ·92 Issue of 2600 disturbs you. Since you do not specify 
which article you take exception to , we must assume Ihat you're referring to our revelation of bulft·l.n privacy holes In the 
telephone Infrastructure which appeared on Page 42. In that piece , we quoted from an internal Beltcore memo as weI as 
Bell Operating Company documents. This Is not the first time we have done this . II wiD not be the last. 
We recognize that k must be troubling to you when a journal like ours publishes potentlany embarrassing information of 
the sort described above. But as journalists, we have a certain obligation that cannot be cast aside every time a large and 
powerful entfty gots annoyed. That obligation compels us to report the facts as we know them 10 our readere , who hev. a 
keen Interest In this subject maHer. If, as Is often the case, documents, memoranda, andlor bits of information In other 
forms are leaked to us, we have every right to report on the contents therein. If you find feult with this logic, your 
argument lies not with us, but wkh the genera l concept of a free press. 

And, as a lawyer specializing In InteHectual property law, you know that you cannot In good fanh claim that merely 
stamping "proprietary" or 'secret" on a document establishes that document as a trade eeeral or as proprietary 
Information. In the absence of a specHIc explanation to the contrary, we must assume tIla,t Information about the publicly 
supported telephone system and Infrastructure Is of public Importance, and that Beltco.re will have dIHlcuny establishing In 
court that any Information In our magazine can benefft Bellcore's competftors, • Indeed Bellcore hes any competnors. 

If ln fact you choose 10 challenge our First Amendment rights 10 disseminate Importanl lnlormatlon about the telephone 
Inlrastructure , we will be compelled to respond by seeking all legal remedies against you, which may Include $8nctlons 
provided lor In Federal and state statutes and rules of civil procedure. We will also be compelled to publicize your use of 
lawsufts and the threat of legal action to harass and Intimidate. 

' 

� 
Emmanuel Goldstein 

EGlec l 

"'otJbe"core�.uiIs921r.plias/.uchyt. 
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Why don't they understand? Why do both 
sides think they understand? 

I never dreamed when I began a journey to 
obtain my first "hacker magazine", specifically 
Phrack, that my days would end up much like 
they are today. Let me explain. I am a computer 
security specialist for a division of the United 
States federal government, which will go 
unnamed. I am not writing this  article as a 
government representative, but as an individual. 
I had been a computer security analyst for a 
couple of years before obtaining my first 
modem. I spent most of my day massaging our 
mainframe security software to ensure our more 
than 8000 users could obtain and maintain their 
necessary access. I didn't have time to worry 
about hackers and really didn ' t  understand 
much about what the press  talke d about 
anyway. Hackers seemed to be these super
intelligent, terrifying individuals I couldn't  
compare with in regards to technical knowledge 
and I wasn't about to try. It dido't seem to apply 
to our systems anyway. 

Mter I started calling other computers and 
interacting with individuals, I decided to try to 
get a copy of Phrack, the magazine that super
hacker Knight Lightning published and was 
arrested for, mostly for publishing the 9 I I 
computer program (well at least that is what I 
thought at the time, based on things I had read 
and heard). It was frightening to even decide to 
pursue this venture. I had read that hackers 
could break into any computer system and that 
they were constantly breaking into credit  
reports and messing up people's lives. I wasn't 
anxious to become a target of the 
"underground" What I realize now is that most 
of the underground could care less about me 
and my ventures. I was simply flattering myself 
by believing that I was important enough to 
become a target. .. who gives a damn about me? 
The fed ego is something else, eh? It's out there 
though, thick as ever. I see it mostly when I try 
to introduce folks to "hacker material" such as 
2600. I once told a whole conference room full 
of security folks about 2600 and the benefits of 
receiving it. The responses from the audience 
were things like, "Yeah, but don't use your real 

name you are 
you know."  One man even told me he was 
going to set up a fake name with a P.O. Box 
before ordering 2600, to protect himself. I find 
it amazing that people think a magazine that 
supports itself from subscriptions is out to 
destroy its subscription base. 

In my travels, I also wasn't sure if I should 
be honest about my position or assume a hidden 
identity. I mean, I could call a "hacker BBS" 
and say, "Hi, my name is . . .  and I am a fed. Can 
I have a copy of all your files? I just want to 
read them. Honest." I wasn't sure that I would 
get much success from that, but at the same 
time I was afraid if I did try to hide my real 
identity, those evil hackers would find out and 
destroy me. So, I signed on a bbs and said, "Hi, 
I'm a fed." You know what, it worked. I found 
out by being honest and to the point, folks were 
very helpful .  The more I learned from 
interacting with the underground, the more I 
realized just how deceptive the government had 
!leen in a lot of regards (I don't trust mirrors in 
hotels anymorel). I was hoping by being honest, 
that others would realize that fed was not 
always equal to deception. 

You know what else I found out? There are 
evil hackers, but they seem to be few and far 
between (of course these evil ones are the ones 
that have hacked my account!). Matter of fact, 
other hackers dido't even seem to accept them. 
Know what else I found out? The Secret 
Service really messed up on the Phrack case. 
Knight Lightning was patient enough to explain 
his side of the story to me and has filled me in 
on things the press "neglected to mention." 
Know what else? I realize now how clueless I 
was in regards to a lot of computer security 
issues. I know I am still clueless in a lot of 
regards and will always be, but I have learned 
so much over these past years that I now want 
to make an effort to educate others in the 
computer security arena of the benefits of 
knowing both sides of the story. Believe it or 
not, I am actually getting a chance to do that. I 
have been contacted by federal agencies that 
have le arned of "my contacts in the 
underground" and wanted to use me as a buffer 
between them and the hacker community. One 
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agency was interested in hiring some of "my 
trusted hacker friends" while another was 
interested in learnin g about hackers  and 
"getting inside their heads." Additionally, non
government agencies have contacted me for 
much the same reasons. I 'm not sure how the 
word of my interactions got around (well , I 
have a pretty good idea) but I actually think it 
funny in many ways. I see the same naive fear 
in these folks that I experienced myself when I 
started my journey to learn "the other side of 
the story." Now, I interact with as many if not 
more hackers during the day as I do security 
professionals and, as a result, my knowledge of 
the holes that exist in computer systems has 
increased immensely. I even learned enough to 
hack into one of our computer systems,  expose 
our security holes, and get them fixed. As a 
security specialist, that is priceless to me. I was 
only able to do that because of the training I 
received from these  so called notorious 
malicious hackers. Hackers helping to improve 
the security of government computer systems, 
hmmmrnrnm, seem suspect to you? Not to me. 
If I found a security weakness in a computer 
and wrote articles about it, published and sent it 
out so that thousands of folks could get i t ,  I 
would expect the hole to be fixed. If I found 
that hole still open, I may become just a bit 
upset or assume it was an open invitation to 
violate the system. While underground files that 
explain these techniques have become a routine 
part of my day, there was a time I didn't even 
know they existed and certainly didn ' t  know 
they existed to the extent they do. So part of the 
issue as to why they don't listen is that most of 
us have never heard the message. 

I have accidentally t ripped over holes in 
s y stem s before and d i s s e m inated the 
information, only to be told that we could not 
put those controls in place because it would 
impact the operations of the organization, which 
it very well may do. It' s a judgement call for 
management. Many security profess ionals are 
viewed as having tunnel vision (many of them 
do) and not understanding the operational end 
of the business. While many understand the 
holes that exist and have made every effort to 
get them fixed, management just  won ' t  let 
them. 

One other thing I h ave learned by 
interacting with the computer underground is 
that sometimes us security folks aren't the only 

ones who are cluele s s .  I have heard from 
hacke rs who

· 
sa id  to me that they d i d  not 

understand our side of many of the i ssues. One 
view that seems the most prevalent i s  that a 
security professional's  real job is to keep people 
out of computer systems. That is a small part of 
what we do but the largest part of our job i s  
ensuring that authorized users ge t  the access  
they need to do their da i ly  jobs .  The main 
reason access is controlled on our systems is to 
ensure the integrity of the data we process. We 
want to ensure that our data is accurate. This is 
done by limiting the number of users that have 
certain access rights to it. Privacy is always an 
issue with sensitive data but we don 't spend our 
days thinking "keep 'em out ,  keep 'em out." 
We are thinking "gOlla give our users the access 
they need." Sometimes we just don't have the 
time to do anything else. That is why we don't 
always discover security holes in our systems. 
That is why many of them go unfixed. That is 
why picking up a magazine, like Phrack or 
2600, and learning the holes hackers are using 
to violate the systems we are trying to protect is 
so helpful. We may not have known that such 
holes existed without the underground ' s  help. 
What is even better than read ing  it in an 
underground publication is  having an email 
address of the author so that you can contact 
them and get further assistance. It has been an 
amazing tool for me. 

I am going to continue to interact with the 
underg round as long as I am able and will 
continue to lead other security professionals to 
that same interaction. I think only then does a 
person really begin understand ing the true 
issues involved in security. I think only through 
this type of interaction does a person learn the 
rest of the story. It has made me realize more 
than anyth ing e l se  that  both s ide s  d on ' t  
understand the factors affecting the others . 
Usually the main factor involved in preventing 
this is the ego and arrogance of the individuals 
on both sides, each of the players saying, "they 
just don't listen." 
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BOOK REVI EW 
The Devouring Fungus (Tal .. of the Computer 
Age) 
by Karla Jennings 
Published In UnHed Stst .. by: 
W.W. Norton I. Company, Ltd. 
N_ York, NY 
Published In Canada by: 
Penguin Books Canada Ltd. 
Newmarkst, ONT 
237 pig •• , $10.95 (United Stites), $1 4.95 
(Caneda) 

Review by W. Ritchie Benedict 

One of the new myths of th e late 20th century 
is that women are supposed to loathe computers 
(a l tho u g h  perhaps not as m u ch as they are 
s u p posed to loathe profess ional  footbal l  and 
hocke y ) . T h e r e f o r e ,  s o m e  may c o n s i d e r  i t  
unusual  for a book t o  be written b y  a woman 
about computers, except -er- she appears to be 
poki n g  f u n  at  that o h - s o - s e r i o u s  att i t u d e  
programmers often have. It i s  ,wel l  known there is  
such a th ing as ' u rban legends" - these are 
stor ies so meone swears once happen ed to a 
friend or a relative. What is not commonly known, 
u n t i l now that i s ,  is that t h e r e  is a ver itable 
p l et h o r a  o f  s to r i e s  about the early days of  
computers . For  example ,  the term 'bug" for  a 
software problem is supposed to have originated 
when a moth got caught in a relay on a Mark 1 
back in 1 945. Ms. Jennings says the term goes 
much further beck - at least to Thomas Edison in 
1 878 . It is a wonder that th e whole f ie ld now 
seems so conventional , considering the eccentric 
g e n i u s e s  who developed it. T h ey range from 
absent- m i nded Norbert W i e n e r ,  who wal ked 
a r o u n d  in a p e rpetua l  daze to -A l a n  T u r i n g  
( i nventor of t h e  famo u s  t e s t  f o r  d eterm i n i n g  
whether a machine can think) - a tragic figure with 
severe sexual d ifficulties. Then there was John 
Von Neumann, who loved mathematical problems 
and games to such an extent that he once battled 
a flVe-year-old over who would be th e first to play 
with some inter-locking building blocks. 

The early days of cybernetics provide plenty 
of odd data. For example :  D id  you know that 
H e l m u t  Hoelzer built a ful ly e l ectronic analog 
computer in Nazi Germany in 1 94 1 ? Babbage ,  
the very first computer engineer, was lit victim Of 
h is  own endless drive for perf ection ? Only 45 
years ago, in 1 947, degrees in computer science 
,did nOI exist? 

Jennings real ly shines when she gets on to 
the subject of modem day computer hackers and 
the wi ld ly  humorous errors peop l e  make when 

they pu rchase eq uipment. She cites the elderly 
gentleman who very carefu l ly folded a floppy disk 
in half before he left the store, the man who kept 
getting 'Syntax Error' over and over after a clerk 
told h im he should type in R U N  to get the system 
f u n ct ion i n g ,  a n d  f o u n d  after ha l f  an h o u r  of 
confusion that th e person was typing 'ARE YO U 
I N ?" Then there is th e fel low who, after being 
i nstructed to ' p r e s s  any key to c o n t i n u e " ,  
complain ed h e  couldn't find the 'ANY" key o n  the 
c o m p u t e r .  Each c h a p t e r  is p r efaced w i t h  a 
computer gag . I know these th ings do happen - I 
o n c e  attempted to g e t  a fi l e  decompres s i n g  
program through m y  modem w h e n  I was f irst 
learning about such things.  After a month of total 
frustration in attempti ng to get it to functi on ,  I 
dialed back and downloaded a second program. 
As soon as I got it up on th e saeen , I read the 
words :  'The first program has a manufacturer's 
defect - do not use l' 

Then there i s  the notorious computer virus -
s o m eth i n g  I f e e l  for tu nate not  to have 
encountered personal l y .  I n  the early days ( the 
a l m os t  pre h i sto r i c  t ime of  1 970 !) , they were 
relatively fri end ly ,  a lbe i t  an noyi ng . Today, they 
have turned into something down right nasty. One 
recent virus caused $96 mi l l ion in lost computer 
time and in the efforts to remove it. It  is fortunate 
Gorbechev and glasnost came along when they 
d i d  as o n e  s h u d d e r s  at  w h at m i g h t  h av e  
happened i f  the com p uters f o r  Reagan's  Star 
Wars plan had malfunctioned. Jennings relates a 
n u m ber of i n stances where computer g l i tches 
h ave caused d i sastrou s  errors in expens ive 
government projects. A single missing character 
destroyed the Mariner 1 Venus probe. 

The devou ri n g  fu n g u s  of th e t it le not o n l y  
refers t o  a n  al l-consuming passion for computers , 
but also to an incident where a client of a major 
computer company was inexplicably losing data 
from magnetic tapes. After much investigation, i t  
was discovered that old tapes had been stored in  
a roo m where a m yc o l o g i s t  h ad b e e n  
exper i m ent ing w i t h  fu ng i .  T h i s  was i n  a large 
repository inside a mountain - a cavern designed 
t o  w i th stand n uc l ear  atta c k .  A fu ng u s  had 
attacked the tape , hitched a ride to  data central 
and transmitted itself onto the read-write heads.  

Th is  book is a fast moving and amusing look 
at the world of the hacker and computer dweeb (a 
word con ta i n i n g a g ood d ea l  of m e a n i n g  
according to the g lossary that condudes the text). 
It is i d e a l  for t h e  c o m p u ter b u ff and for the  
average read er who needs a laugh i n  what is an  
inaeasingly gr im and electronified world. 
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2600 marketplace 
2600 MEETINGS: New York City: First Friday of 
the month at the Citicorp Center--from 5 to 8 pm in the 
lobby near the payphones, 1 5 3  E 5 3rd St.,  between 
Lexington and 3rd A v enues. Come by,  d rop off 
articles, ask questions, find the undercover agents. Call 
5 1 6-75 1 -2600 for more info. Payphone numbers: 2 1 2-
223-90 1 1 , 2 1 2-223- 8927, 2 1 2-308- 8044 , 2 1 2 - 308-
8 1 62. Washington DC: In the Pentagon City mall 
from 5 to 8 pm on the first Friday of the month. San 

Francisco: At 4 Embarcadero Plaza (inside) from 5 to 
8 pm on the first Frida y of the month. Payphone 
numbers: 41 5-398-9 803,4,5 ,6. Los Angeles: At the 
Union Station, comer of Macy St. and Alameda from 5 
to 8 pm, first Fri d a y  of the month . Inside main 
entrance by bank of phones. Payphone numbers: 2 1 3-
972-935 8,  9388,  9506, 95 1 9 ,  9520; 2 1 3-625 -9923, 
9924; 2 1 3- 6 1 4-9849, 9872, 99 1 8 ,  9926. Chicago: 
Century Mall, 2828 Clark St . ,  5 pm to 8 pm, first 
Friday of the month, lower level, by the payphones. St. 
Louis: At the Galleria, Highway 40 and Brentwood, 5 
pm to 8 pm, first Friday of the month, lower level, 
food court area, by the theaters. Can 516-751-2600 to 
start a meeting In your city. 
LEARN HOW TO C REATE functional computer 
v i ruses with THE LITTLE B LACK B O OK OF 
COMPUTER VIRUSES. This book includes complete 
PC source code and detailed explanations of four new 
viruses. 190 pages. $ 14.95 postpaid or write for free 
details . American Eagle Publications , Box 4 1 40 1 ,  
Tucson, AZ 857 1 7 .  
PHONES TAPPED, officelhome bugged, spouse 
cheating. Then this catalogue is for you! Specialized 
equipment, items, and sources. It's time to get even. 
Surveillance, countenneasures, espionage, personal 
protection. Send $5 check or money order to B .B.I.,  
PO Box 978, Dept. 2-6, Shoreham, NY 1 1 786. 
TAP BACK ISSUES, complete set Vol. 1 -9 1  of 
QUAUTY copies from originals. Includes schematics 
and indexes. $ 1 00 postpaid. Via UPS or First Class 
Mail. Copy of 1971  Esquire article 'The Secrets of the 
Little Blue Box" $5 & large SASE w 15 2 cents of 
stamps. Pete G. ,  PO Box 463, Mt. Laurel, NJ 08054. 
We are the Ori ginal! 
PRINT YOUR ZIP CODE IN BARCODE. A great 
label program that allows you to use a database of 
address to print label with barcode. You also type and 
print a custom label. Send $9 no check to: H. Kindel, 
5662 Calle Real Suite 1 7 1 ,  Goleta, CA 9 3 1 17 .  IBM 
only. 
GENUINE 6.5536 M H Z  CRYSTALS only $ 5 . 00 
each. Orders shipped postpaid via First Class Mail. 
Send payment w ith name and address to Electronic 
Design Systems, 1 44 West Eagle Road, Suite 1 0 8 ,  
Havertown, PA 1 9083.  Also:  information wanted on 
Northeast Electronics Corp 's TTS-59A portable MF 
sender and TTS - 2 7 6 2 R  MF and loop si gnalling 

display. Need manuals, schematics, alignment and 
calibration instructions (or photocopies). Will reward 
finder. 
WIRELESS MICROPHONE and wireless telephone 
transmitter kits. Featured in the WINTER 1 99 1 -92 
2600. Complete kit of parts with PC board. $20 CASH 
ONLY , or $ 35 fo r both (no checks ) .  DEMON 
DIALER KIT a s  rev ie wed in this issue of 2600.  
Designed and developed in Holland. Produces ALL 
voi ceband s i gnals used i n  w o rldwide 
telecommun ications networks. Send $250 CASH 
ONLY (DM 350) to Hack-Tic Technologies, Postbus 
22953, 1 1 00  DL Amsterdam, Netherlands (allow up to 
12 weeks for delivery). Please call +3 1 20 600 1480 1 
· 14#. Absolutely no checks accepted! 
FORM E R  U.S.  ARMY E L E CTRONIC 
W A R F A R E  T E C HNICIAN w i th TS clearance 
looking for surveillance work which requires cunning, 
ingenuity, and skill. Prolocks of Atlantic City, Box 
1 769, Atlantic City, NJ 08404. 
FOR SALE: Compaq Portable 386DX w/6MB RAM, 
42MB H D ,  1 . 2 MB FD, 803 8 7 ,  tape backup , 2 
expansion units, Ethernet board, VGA board, Hayes 
2400B modem, Microsoft 400 DPI Mouse, DOS 5.0,  
manual,  d i sk ette s ,  tapes , etc .  V i rtually 
UNUSED-CPU still under warranty. 5 1 666 or best 
offer. (2 1 5 )  356-9033. 
TIN SHACK BBS (818) 992-3321. The BBS where 
hackers abound ! Over a gig of files, many on-line 
games! Multi-line! 2600 Magazine readers get FREE 
elite access I 
WOULD L I K E  TO T R A D E  I D E A S  with and 
befriend any fellow 2600 readers. Call Mike at 4 1 4-
458-6561 if interested. 
GET PAID FOR YOUR SKILLS: Basil Rouland is a 
small entrepreneurial firm providing information 
system security servioes to the government and private 
organizations . We are aggressively expanding our 
service capabilities and we are looking for talented 
people to join our team. We are currently recruiting 
indivi duals for our penetration testing and other 
services. Specifically we are looking for people with 
security experience in VMS, MPE, Primos, and Unix. 
Those with techniques in denial of service, spoofing, 
and other attacks via networks are also encouraged to 
promptly send us a resume and cover letter. The ideal 

candidate should be willing to travel, energetic, and 
creative. Possible security clearance for those seeking 
long term positions. B asil Rouland Inc. ,  Suite 103,  
5 809 Roxbury Pl.,  Virginia Beach, VA 23463. 

\ j .l l k el pl ,lLL' ,ILl - .l fe t ree I < l  ,u lhL l l hc l "  S,' "d  
\ ou r  ad I ll .  260() \1  .. rkel pl.l l e .  PO Btl,  l)9.  

\1rddlt' l , l .lnd '\ Y  1 1 l)�  \ Incl ude y ou r  .Idd re" 

Llhe l \d, mav he eU l ted of not pnnlL'd ,ll l lur  
! 1 'l Ic l lon Deaul me lor A ulumn I \ 'UC 9/ 1 S!<l2 .  
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Voice Mail Hacking 
by Night Ranger 

I decided to write this article because I 
received numerou s requ ests  for voice 
mailboxes (VMB's) from people. VMB's are 
quite easy to hack, but if one doesn't know 
where to start it can be hard. To the best of 
my knowledge, this is the most complete 
text on hacking VMB systems. 

VMB's have become a very popular way 
for hackers to get in touch with each other 
and share information. Probably the main 
reason for this is their sim plici ty and 
av ailabili ty. Anyon e can call  a VMB 
regardless of their location or com puter 
type.  VMB's are easily accessible because 
most are toll·free numbers, unlike bulletin 
boards. Along with their advantages, they 
do have their disadvantages. Since they are 
easily acce ssible thi s  means not  only 
hackers and phreaks can get information 
from them, but feds and narcs as well. Often 
they do not last longer than a week when 
used improperly. After reading this article 
and practicing the methods described, you 
should be able to hack voice mail systems 
with ease. With these thoughts in mind, let's 
get started. 

Finding a VMB System 
'The fIrst thing you need to do is fInd a 

virgin (unhacked) VMB system. If you hack 
on a system that already has hackers on it, 
your chance of finding a box is considerably 
less and it increases the chance that the 
system administrator will fmd the hacked 
boxes. To find a virgin system, you need to 
scan some 800 numbers until you fInd a 
VMB. A good idea is to take the number of a 
voice mail system you know, and scan the 
same exchange but not close to the number 
you have. 

Finding Valid Boxes on the System 
If you get a high quality recording (not 

an answering machine), then it is probably a 
VMB system. Try entering the number 1 00. 
'The recording should stop. If it does not, you 
may have to enter a special key (such as ,*, 
'#' '8' or '9') to enter the voice mail system. 
After entering 100 it should either connect 
you to something or do nothing. If it does 
nothing, keep entering O's until it does 
something. Count the number of digits you 
entered and this will tell you how many 

digits the boxes on the system are. You 
should note that many systems can have 
more than one box length depending on the 
fIrst number you enter. Exam ple :  Boxes 
starting with a six can be fIve digits while 
boxes starting with a seven can only be four. 
For this article we will assume you have 
found a four digit system , which is pretty 
common. It should do one of the following 
things: 

1 )  Give you an error m e s sage ,  like 
"Mailbox xxxx is invalid." 

2 )  Rin g  the exten sion and p o s sibly 
connect you to a m ailbox i f  there 's n o  
answer. 

3) Connect you to mailbox xxxx. 
If you don't get a valid mailbox then try 

some more numbers. Extensions usually 
have a VMB for when people are not at their 
extension. If you get an extension, move on. 
Where you fInd one box you will probably 
find more surrounding it .  Sometimes a 
system will try to be sneaky and put one 
valid VMB per 10 numbers. Example: boxes 
would be at 105, 116, 121 ,  etc. with none in 
between. Some systems start'boxes at either 
1 0  after a round number or 1 0 0  after, 
depending on whether it is a three or four 
box system. For example, if you do not find 
any around 1 00, try 1 1 0  and if you do not 
fInd any around 1000 try 1 100.  The only 
way to be sure is to try every possible box 
number. 'This takes time but can be worth 
it. 

Once you find a valid box (even if you do 
not know the passcode), there is a simple 
trick to use when scanning for boxes outside 
of a VMB so that it does not disconnect you 
after three invalid attempts. What you do is 
try two box num bers and then the third 
time enter a box number you know is valid. 
'Then abort (usually by pressing * or #) and 
it will start over again. From there you can 
keep repeating this until you fmd a box you 
can hack on. 

Finding the Login Sequence 
Different VMB systems have different 

login sequences (the way the VMB owner 
gets into his box). 'The most common way is 
to hit the pound (# )  key from th e main 
menu. Thi s pound method works on most 
syste m s ,  including ASPEN's (m ore on 
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specific systems later). It should respond 
with something like "Enter your mailbox.' 
and then "Enter your passcode . ·  Some 
systems have the asterisk (*)  key perlorm 
this function. Another login method i s  
hitting a special k e y  during the greeting 
(opening message) of the VMB. On a CINDY 
or Q VOICE MAIL system you hit the zero 
(0) key during the greeting and since you've 
already entered your mailbox number it will 
respond with "Enter your passcode" If (0) 
doesn't  do an ythin g  try # or *. These 
previous two methods of logging in are the 
m o s t  common,  but  i t  i s  possible some 
system s wi l l  n o t  respond to  these  
commands.  If thi s should happen, keep 
playing around with it and try different 
keys. If  for some reason you cannot fmd the 
login sequence, then save this system for 
later and move on. 

Getting In 
This is where the basic hacking skills 

becom e useful .  When a system 
administrator creates a box for someone, 
they use what's called a default passcode.  
This same code is used for all of the new 
boxes on the system,  and often on other 
systems too. Once the legitimate owner logs 
into his  new VMB,  they are u sually 
prompted to change the passcode , but not 
everyone realizes  tha t  someone will be 
trying to get into their mailbox and quite a 
few people leave their box with the default 
passcode or no passcode at all. You should 
try all the defaults that are listed in thl,l 
chart before giving up on a system. If none 
of the defaults work, try anything you think 
may be their passcode. Also remember that 
just because the system can have a four 
digit passcode the VMB owner does not have 
to have use all fpur digits. If you still cannot 
get into the box, either the box owner has a 
good passcode or the system uses a different 
default. In either case, move on to another 
box. If you seem to be having no luck, then 
come back to this system later. There are so 
many VMB system s that you should not 
spend too much time on one hard system. 

If there's one thing I hate, it's an article 
that says "Hack into the system. Once you 
get in . . . .. But unlike com puter systems,  
VMB systems really are easy to get into. If 
you didn't get in, don't give up! Try another 
system and soon you will be in. I would say 
that 90 percent of all voice mail systems 
have a default listed above. All you have to 

do is fmd a box with one of the defaults. 
Once You're In 

The first thing you should do is listen to 
the messages in the box, if there are any. 
Take note of the dates the messages were 
left. If they are more than four weeks old, 
then it is pretty safe to assume the owner is 
not using his box. If there are any recent 
m e ssages  on i t ,  you can assume he i s  
currently using his box. Never take a box in 
u se .  It will be deleted soon, and will alert 
the system administrator that people are 
hacking the system. This is the main reason 
VMB system s either go down or tighten 
security. If you take a box that is not being 
used, it's probable no one will notice for 
quite a while. 

Scanning DOll:es From the Inside 
From the main menu, see if there is an 

option to either send a message to another 
user or check receipt of a message. If there 
is you can search for virgin (unused) boxes) 
without being disconnected like you would 
from outside of a box. Virgin boxes have a 
"generic' greeting and name : "Mailbox xxx· 
or "Please leave your message for mailbox 
xxx. . . .. Write down any boxes you find with 
a generic greeting or name, because they 
will probably have the default passcode. 
Another sign of a virgin box is a name or 
greeting like "This mailbox is for . . . .  or a 
woman's voice saying a man's name and vice 
versa, which is the system administrator's 
voice. If the box does not have this feature, 
simply use the previous method of scanning 
boxes from the outside. For an example of 
interior scanning, when inside an ASPEN 
box, choose 3 from the main menu to check 
for receipt. It will l"espond with "Enter box 
number. " It  i s  a good idea to s tart at a 
location you know there are boxes present 
and scan consecutively. noting any boxes 
with a "generic· greeting. If you enter an 
invalid box it will alert you and allow you to 
enter another. You can enter invalid box 
numbers forever, instead of the usual three 
incorrect attempts from outside of a box. 

Taking a Boll: 
Now you need to find a box you can take 

over. Never take a box in use; it simply won't 
last. Deserted boxe s  (with messages from 
months  ago)  are the best  and last  the 
longest. Take these flTst. New boxes have a 
chance of lasting, but if the person for whom 
the box was created tries to login,  you 'll 
probably lose it. If you find a box with the 
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system administrator's voice saying either 
the gre e ti n g  or name ( quite c o m m on ) ,  
keeping i t  that way will prolong the box life, 
especially the name. 

This is the most important step in taking 
over a boxl Once you pick a box to take over, 
watch it for at least three days before 
changing anythingl Once you think it's not 
in use, change only the passcode • nothing 
else ! Then login frequently for two to three 
days to monitor the box and make sure no 
one is leaving messages in it. Once you are 
pre tty sure it is de serte d ,  change your 
greeting to something like "Sorry, I'm not in 
right n o w ,  please leave your n a m e  and 
number and I'll get back to you." Do not say 
"This is Night Ranger dudes . . . .  " because if 
someone hears that it's as good as gone. 
Kee p  your generic greeting for one week. 
After that week, if there are no me ssages 
from legitimate people, you can make your 
greeting say whatever you want. The whole 
proce ss  of getting a good VMB (that will 
last) takes about 7·10 days, the more time 
you take the b etter chance you have of 
keeping it for a long time. If you take it over 
as soon as you get in, it'll probably last you 
l e s s  than a w e e k .  If you follow th e s e  
instruction s ,  chances are i t  will l a s t  for 
months. When you take sorne boxes, do not 
take too many at one time. You may need 

some to sean from later. Plus listening to 
the messages of the legitimate users can 
supply you with needed information, such as 
the compan y's n am e ,  type of company, 
security measures, etc. 

System Identification 
Mter you have become familiar with 

various systems, you will recognize them by 
their characteristic female (or male) voice 
and will know wh at defaul t s  are m o s t  
common and what tricks you can use. The 
following is a list of a few po pular VMB 
systems. 

ASPEN (Au tomated SPeech Exchange 
Network) is one of the best VMB system s 
with the most features. Many of them will 
allow you to have two greetings (a regular 
and an extended absence greeting), guest 
accounts, urgent or regular messages, and 
numerous other features. ASPEN's are easy 
to recognize because the female voice is very 
annoying and often identifies herself as 
ASP E N .  When you dial u p  an ASPEN 
system, sometimes you have to enter a * to 
get into the VMB system. Once you're in , 
you hit , to login. The system will respond 
with "Mailbox number please?" If you enter 
an invalid mailbox the first time it will say 
"Mailbox xxx is invalid . . . .  " and the second 
time it will say "You dialed xxx, there is no 
such number . . . .  " and after a third incorrect 

D EFAULTS BOX NL:MBER TRY 
box n u mber (bn )  3234 3234 (Most Popu lar) 
bn  backw ards 23 5 1  1 532 ( Popular) 
b n + O  323 3230 ( Popu lar With ASPENs) 
Some add it iona l  defau lts i n  order  o f  most to  least com mon are : 

4d 5d 6d 
0000 00000 000000 

9999 99999 999999 

1 1 1 1  1 1 1 1 1  1 1 1 1 1 1  

1 234 1 2345 1 23456 

432 1 5432 1 65432 1 

6789 56789 456789 

9876 98765 987654 

2222 22222 222222 
3333 33333 333333 
4444 44444 444444 

5555 55555 555555 

6666 66666 666666 

7777 77777 777777 

8888 88888 888888 

( Most Popu lar) 
( Popular)  
( Popu lar) 
(Very popu lar with owners) 



entry it will hang up. If you enter a valid 
box, it will say the box owner's name and 
" Please e nter your passcod e . ·  The m o s t  
common default for ASPEN's i s  either box 
number or box number plus O. You only get 
three a t te m pts to enter a corre c t  b o x  
number and then three attempts to enter a 
correct passcode before it will disconnect 
you. From the main menu of an ASPEN box 
you can enter 3 to scan for other boxes so 
you won't be hung up like you would be from 
outside the box. 

CINDY is another popular system . The 
system will s tart by saying " G o o d  
Morning/AfternoonlEvening. Please enter 
the mailbox number you wish . . . .  " and is easy 
to identify. After three invalid box entries 
the system will say "Good Day/Evening'" 
and hang up. To login, enter the box number 
and during the greeting press 0, then your 
p a s scode . The d efault fo r all  C IN D Y  
systems is O.  From th e  main menu you can 
enter 6 to scan for other boxes so you won't 
be hung up on. CINDY voice mail systems 
also have a guest feature , like ASPEN's. 
You can make a guest account for someone, 
and give them a password, and leave them 
messages.  To access their guest account, 
they just login as you would except they 
enter their guest passcode. CINDY systems 
also have a feature where you can have it 
call a particular number an d deliver a 
recorded message . However, I have yet to 
get this feature to work on any C INDY 
boxes that I have. 

M E S S A G E  C EN T E R  is also very 
popular ,  e specially with direct dials .  To 
login on a MESSAGE CENTER, hit the * 
key during the greeting and the system will 
respond with "Hello <name> . Please enter 
your passcode." These VMB's are very tricky 
with their passcode methods. The first trick 
is when you enter an invalid passcode, it 
will stop you one digit after the maximum 
passcode length. Example: If you enter 1·2· 
3·4-5 and it gives you an error message after 
you en ter the fifth digit, that means the 
system uses a four digit passcode, which is 
most  common on MESSAGE CENTER's.  
The second trick is that if you en ter an 
invalid code the first time, no matter what 
you enter as the second passcode it will give 
you an error message and ask again. Then, 
if you en tered the correct passcode the 
second and third time it will let you login. 
Also,  most MESSAGE CENTER's do not 

have a default. Instead, the new boxes are 
"open" and when you hit • it will let you in. 
After hitting • the first time to login to a box 
you can hit • again and it will say "Welcome 
to the MESSAGE CENTER" and from there 
you can dial other e xtension s .  Thi s last 
feature can be useful for scanning outside a 
box. To find a new box, just keep entering 
box numbers and hitting • to login. If i t  
d o e s n ' t  say s o m e thing to th e effe c t  o f  
welcome to your new mailbox then just hit • 
again and it will send you back to the main 
system so you can enter another box. This 
way you will not be disconnected. Once you 
find a box,  you can e n ter 6 to record a 
m e s s a ge to send to anoth e r  b o x .  Afte r 
hitting 6 it will ask for a mailbox number. 
You can keep entering mailbox numbers 
until you find a generic one. Then you can 
cancel your message and go hack it out. 

Q VOICE MAIL is a rather nice system 
but not as common. It identifies itself with 
"Welcome to Q VOIC E MAI L Paging" so 
there is no question about what system it is.  
The box numbers are usually five digits and 
to login you enter 0 like a CINDY system. 
From the main menu you can enter 3 to 
scan other boxes. 

There are many m ore s y s tem s I 
recognize but do not know the name for. You 
will become familiar with these systems too. 

Conclusion 
You can use someone else's VMB system 

to practice the methods outlined above, but 
if you want a box that will last you need to 
scan out a virgin system . If you di d 
everything above and could not get a VMB, 
try again on another system. If you follow 
everything correctly, I guarantee you will 
have more VMB's than you know what to do 
with. 
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TIME TO RENEW? 

I N D IV I D UAL S U BSCR I PTION 
o 1 year/$2 1 0 2 years/$38 0 3 years/$54 

CORPORATE S U BSC R I PTION 
o 1 year/$50 0 2 years/$90 0 3 years/$ 1 25 

OVE R SEAS S U BSC R I PTION 
o 1 year, ind ividual/$30 0 1 year, co rpo rate/$65 

L I F ET I M E  S U B SC R I PTION 
o $260 (the d i re th reats on th is  pag e  wi l l  n ever apply to you )  

B A C K  I S S U ES ( i nval u able reference m ateri al) 
o 1 984/$25 0 1 985/$25 0 1 986/$25 0 1 987/$25 
o 1 988/$25 0 1 989/$25 0 1 9901$25 0 1 99 1 /$25 

(OVERSEAS : ADD $5 PER YEAR OF BACK ISSU ES) 
( i ndividual back issues for 1 988 to present are $6. 25 each, $7.50 overseas) 

TOTAL AMOU NT E N C LOS E D : I� 
______ � 



potential lawsuits 

p o rta b l e  h a c k i n g  4 
h itc h h i ke r ' s  g u i d e to boxi n g  1 0  
d e m o n  d i a l e r  rev i ew 1 5  
reve l at i o n s  1 8  
l ette rs 2 4  
d efe at i n g  * 69 3 1  
t h e  v i ew of a fe d 38 
d evo u r i n g  fu n g u s  rev i ew 40 
2 600 m a rket p l a ce 4 1  
v o i c e m a i l  h a c k i n g  42 
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