Create P32Dasm listing:

File Edit References Tools About

S0k B2 FimnkgpE~+ERES 000 |
File: D:\Projekty\P32\Test2\CrackMe.exe -

P32Dasm v2.70 |

£&&00001000 000044EC 00401000
&£&&00000000 00000BAC 00400000
&&&00006000 000005EC 00406000

£55000016EC
VE6 Application detected ... PCode
Check End Bytes: [g (0 -30) only PCode
BEROO0DO350C £rMAIN cmdEXIT Click()
###00003508: FCCE End End Hex Editor: |

***0000350A: 13 ExitProcHresult

]
]

Language: [english,Ing

@RR00003600 E£rMAIN Form Resize () [ Full decompiling
***N00035F0: 76 InpAdLdT4 =
*#*(000035F3: FS LitI4: 0 0O=x0 |l [v Output for IDA Visual Basic Debugger Flugin

#**000035F8: C7 Eql4 = [~ Benttarasts Psifion Files

#**000035F9: 1C BranchF DO00D3SFE save | o
#%%000035FC: FCCE End End
***000035FE: 13 ExitProcHresult

@EE0000371C £rMAIN Tim Timer ()
***000036ED: 04 FLdRfVar var_ 88

***000036E3: 08 FLdPr param 8

#%#*000036E6&: OD VCallHresult Form.Get_Left()
***000036EB: 04 FLdRfVar wvar_ 8C

***000036EE: 08 FLdPr param 8

#%#%000036F1: OD VCallHresult Form.Get_Topl)
***000036F6: T6 ImpAdLdI4

***000036F9: FD&9 CVarI4 var EBC

***000036FD: 25 PophdLdVar i
4 |_| I
Idle Errors: 0 Unknown: 0 Procs: 2136 Events: 8/8 Calls: 133133 Prop: 20/20 (0,15 sec)

Create VB Decompiler listing:

Tools Plugins  Help

Open program Ctrl+0Q
Recent Files | E] | Decompile |

Data B
ata base le Compile stack parameters Procedure analyzer and optimizer

Save procedures list

. ivate Sub TimM Timer() "404210
Save all in one module 'Data Table: 401CCS
Save decompiled project Ctrl+§ [im var 86 Ls Integer
loc 40407B: war BO(1l) = Proc_1 0 404454 (™a[UccO;>=i")
Exit loc_404089D: war_ A0 (2) Proc_1_0_404454 (™a[0) ;XtU;309; ™)
= loc 4040BF: war_ A0 (3) Proc_1_0_ 404454 (™Q[X(U;209;/9=;r")
EI FriviaIm loc 4040E1: war_ A0 (4) Proc_1_0_ 404454 ("ioEMcc;MesUtTusMe. ;r
Tim Timer 40371C loc_404103: war_AO(5) Froc 1_0_404454 {™IVLER ;X STUH9IEM, 9c; 1M.
B - loc 404125: war A0 (&) Proc_1_0_404454 ("GR000; ] ;¥d;uclll2;e0)|
Form L oad 40364C loc_404147: var BO(7) = Proc_1 _0_404454 ("i#cl;209;ustl; ")
Form_Resize_403600 loc_404169: var RO(8) = Proc_1 0 404454 ("i[dd; 209;c00Y;Xu; 209;
TimM_Timer_ 404210 loc_40418B: war A0(9) = Proc_1 0_404454 ("] ;Xd;L9e.t2C;vXcc; 20
TimCh_Timer_404008 loc_404197: war C4 = ™i[X(U;209;ulUUe; BLXE;ul\?; :Mtc; m0eM. L8 ; £
ttNAME_Change_40354. loc 40414D0: war AO(sHR) = Proc 1 0 404454 (var C4)
. loc 4041B7: Randomize (var C4)
IO ool Sl loc 4041D8: var 86 = CInt(Int(((CObl(sHR) * Rnd(var C4)) + CLE
- F baCODE_Change 403580 loc 4041F3: MagBox var AO(CLng(var 86)), sH10040, var C4, var |
H-E] Modulel loc 404207: Proc 1 6 403REd (var B6)
{E1 APl loc_40420C: Exit Sub

Frd Stk

a m @E]E] <

| Decompiled OE




Load to IDA and activate Visual Basic Debugger Plugin:

File Edit Jump Search View Debugger Options Windows Help
il 1 Y10 IR | L =
- )
L -k I I VUVTN | AT | [

45 Functions window =) X|| X [ HesViews | X [2] DAViews X [2] VB Explorer | x [Z] vBvView | x [] VB Call Stack | X [Z] VB Locaks | -
Function name * || =24 Projectl

N DIFunctionCal :
M7 teL eftChariar Private Sub cmdEXIT_Click()
\Lf—'.ﬂ ttehdidChartar Private Sub Form_Resize()

\Lf—'.ﬂ rtcH andomize Private Sub Tim_Timer()

:Lf—'.ﬂ ttcR andomMext Private Sub Form_Load()

\Eﬂ ttehsgBox _ Private Sub TimCh_Timer()
\Eﬂ iR Private Sub TimM_Timer()

7] tcRightChar/ar Private Sub btCODE_Change()

~ :
\lﬂl tehidCharBstr Private Sub btNAME_Change()
\[f_l] rtc:Lo.werEase\u"ar ]% Modulel

1#1] rbe: T rimiar APl imports

\Lf—'.ﬂ ttcFEY alFromB st .p

= = strings

i
[0 F@W

Output window

Creating wisual Basic Debugger structures, please wait ...

visual Basic Debugger structures created, pcode mode.

Loading pcode symbols from file "D: \F'rojekty\P32\Test2\crackMe txt", please wait ...
Pcode symbols loaded.

Loading scode symbols from file "D:“Projekty\P3z\Testz2 Crackme.bas", please wait ...
Scode symbols loaded.

Dock windows to your taste:

File Edit Jump Search View Debugger Options Windows Help

o TR r— -] [ e
o )
o | | [ IR 1T | ey &

=& Projectl | (51 vB view 0 x| [ variable Tvps
-3 frivAIN Private Sub TinmCh_Timer() -
Private Sub emdEXIT_Click() loc_403E6C: var_BC = Proc_1_8_4B4sa54(
Private Sub Form_Resize() loc_483ESE: var_88 = FindWindowa{var_BC)
Private Sub Tim_Timer() loc_A4B3EAB: If (uar 88 <> B) Then
X - loc_4B3EBS8: var_B8 = var_BC
Private Sub Form_Load() loc 4B3EFA:  var B4 = Left(var B8, GetWindowText{var 88,
Private Sub TimCh_Timer() loc_483F0A:  var_BC = var_B8
Private Sub TimM_Timer() loc_403F13: var_90 = CStr{var_B4)
Private Sub btCODE_Change) loc_4B3F1A: var_98 = CStr(Mid$(var_98, (InStr{1, var_98
. loc 483F58: var_94 = {Len{var_9%8) - 2)
Private Sub baNAME_Change( loc_4O3F6C: If (uar_0% > 0) Then
144§ Modulel loc_4B3F78: If (CStr(Mid§(var_98, 1, var_94)) = He.tx ‘ i
APl imports loc_LB3FC2: Me.13.Caption = Proc_1_8 404454
strings loc_403FE4: Else Address Procedure
B0 raw loc_4B83FF3: HMe.13.Caption = vbHullString
loc_404882: End If
loc 404882: End If
loc_4040802: End If
loc_4B4862: Exit Sub
End Sub

Output window

Creating Visual Basic Debugger structures, please wait ...

visual Basic Debugger structures created, pcode mode.

Loading pcode symbols from file "D: \F'rojekty\P32\Test2\crackMe txt"”, please wait ...
Pcode symbols loaded.

Loading scode symbols from file "D:“Projekty'\P32\Testz\CrackMme.bas", please wait ...
Scode symbols loaded.

Al idle




Start debugging:

File Edit Jump Search View Debugger ptions indows Help

I » B | Local Win32 debugger “l. :I@_) ‘ @ BEH E] 1 XH o mﬁ“

« # Debugger | X & Stuctures I X En Enums | -

‘ General registers
EAX 8080BAA3 L.

Efa vE Bolorer VEVien B oo

E

E B-& Projectl VB View O X || Address Procedure

E =5 ;Mn:ﬂ\lt S Pri:ztiﬂiggnfrgt;;1§g_!lﬂgggg 1 B ABLESEC e Bl = 207 * | =®00404D85 Proc_1_1 405348 + 0:x29 :
rivate Sub cm - H _8C = 1.8 H 3= ;307

G Private Sub Form, | 10C_404DGF: var 88 = Proc 18 4B4A54(" nl.iu8t7;kgerigot;| || F 00403644 Form load - 01A

E B

Private Sub Tim._Ti ™55 ™) guD8F s If (FindWindouAfo) <> 0) Then
E Private SubForm | 3, "y @npB7:  End i
: - :

Private Sub TimChl  1oc_484DB9: End IF

Private Sub TimM| loc_ 4@4DBC: var BB = var_ 88

Private SubttCor]  10C_4B4DCH: var B4 = FindWindowA(B, var B8, StrConu(var_|
loc_LBuDDB: IFf (var_B4 <» 0) Then

:";tesubmm loc_LO4DEB:  End

o loc_40uDEA: End IF Variable Type Value
Private Sub Proc 1| 1oc_484DEF: war_8C = Proc_1_8_4B4454(" JahGH=hJ", StrCon

Private sub Proc 1] loc_404DFD: var 88 = Proc_1_ 8 404454{" zgFHHK", var BE) efvar 88 (ret]  Long 3052644 (0x2eB464)

m Private Sub Proc_ 1 & var_88 (ret) String "Registry Meniter - Sysinternals: www, I

o Private Sub Proc_1, i‘;?:g:g:? Enﬁ‘?gz?) =8 EEhvar 8C Long 3052020 (0x2e91f4)

o =6 Private sub Proc_1 - . | | eEvar BC String "File Menitor - Sysinternals: www.sysint]

B S 1 loc_uesESH: var_BE = var_88 = ' )

o Private Sub Proc_1 loc_4B4ESB: var_BY4 = FindWindowA{var_BB, 0, StrConv(var_| E&var 9C Variant (String) unU.Mugt?: k0eM80t=:0TuMe8 UteXcu

M Private sub Prac 1]  loc_4B4E66: IF (var_B4 <> 0) Then #ivar_AC Variant (String)  "nU.Mu8t7:kDeMBOL=;07uMeSUtexXcu>

il - Private sub Proc 1| 10C_4BHE7E: He(72) = b E&lvar_BO Long 0 (0sd)

a Private sub Proc 1| 1 0C #O4ES8: End TF EHvar_BO Strin

B -1 loc_4B4E8D: Proc_1_2_WB38D4(Proc_1_B 4O4uS4(" o]ul", Str - 9

3 PrivatesubProc Ll 3 gc” nguEA1: Proc_1_2_4838D4(Proc_1_0_4Buusu(* 1njul", va ||E5varBd Long 0 (0:0)

o Private sub Proc1|  loc_ 404ECE: Proc_1_2_u038D4{Proc_1_0_uo44sa(" olUulx):") E&var_C0 Leng 0 (0:0)

Private sub Prac_1]  1oc_4B4EDF: Proc_1_2_4838DA4(Proc_1_0_hO4454(" o|UR]w")) Ehvar C0 String

od & PrivatesubProc 1|  10C_4G4EFE: Proc_1_5_MO3BF8(Proc_1_8_MBMSA{™ UFmRzul59.| || o "0 ;

E 2P| imports - loc_484F1D: Proc_1_ 5 4B3BF8(Proc_1_B BB44SH(™ :080;u0TU; var tring :
P loc 404F3C: var BB = fapp.Path e&lvar C8 String H
w10 strings loc_4B4FSB: Proc_1_5_u03BF8(var_BO & Proc_1_8_404a54{""; Eflvar_CC String

i raw loc_404FA9: Proc_1_5_403BF8(App.Path & "\ & App.EXEName| || no String
loc_48502B: Proc_1_5_WB3BFE(Proc_1_0_ MO4uS4(™ 19kU.X;00, - )
loc_485085F: Proc_1_5_483BF8(Proc_1_0_MB4454(" Acc?uS.;=; v D4 String
loc_4850A5: Proc_1_5 HWB3BFS(Proc_1_8_HOAu54(" Onod,8;Ugf| ||EE'varF4 Variant (Empty)  Empty
loc_4856CF: Proc_1_5_WB3BFS(Proc_1_8 O44SL(" Onod,8;Ugf
loc_4050EE: Proc_1_6_WB3AEL()
4 m ] 3
l [T » 3 < [ r
o]
ALk idle Down

Change variables in runtime:

€ VB Explorer, VB View, VB Call Stack, VB Locals

EI& Projectl VB Wiew O X| | Address Procedure
-3 frMAIN BO4B4EDG: FDCY? PopTmpLdadStr var_BA@ » | -e00404F23 Proc_1 1 405348 + 0 C7
----- # Private Sub emdE¥ B8484EDA: BA ImpAdCallFPR4 Hoduled 2.18

_____ 5 Private Sub Form 8040LEDF: 2F  FFreeiStr var_ BB £ 00403644 Form_Load + 1A

_____ F Private Sub Tim_Ti BB484EE2: 35 FFree1lar var_AC
- BE4B4EES: 3A  LitVarStr: " o]UR]Jw” var_9C

""" # Private Sub Form | B04BLEEA: 4 FStUarCopyObj var_AC

----- # Private Sub TimCh G0484EED: B84  FLdRfVar var_AC

----- # Private Sub TimM_J B84B4EFB: BB ImpAdCalll2 Hoduled1 2.16

..... F Private Sub ttCO[ o6y ‘b‘_&_ﬂ

..... # Private Sub ttNAN o0 pals =

-4 Modulel any) - - - - - - Type Value

..... & Private Sub Proc_1 aey Changing variable value in runtime (string, long, integer date, boolean ...}

----- =% Private sub Proc_1 aay LO'TTQ 3053372 (0x2e873¢)
% Private Sub Proc_1 a6y String #32770
 Private Sub Proc_1 oau Leng 3052956 (0:2€959¢)

i " ﬂﬂ!‘ . " "

< Private sub Proc_1 aoy String 18467-41

Variant (String) "UVFmPRaxow 59, Ut (JC o 0:5 %kt C: oMUY
Variant (Empty)  Empty

% Private Sub Proc_1 [s]:
% Private sub Proc_1 a8y

% Private sub Proc_1 Leng 0 (00}

% Private sub Proc_1 gg: String
% Private sub Proc_1 Aoy Leng 1573454 (0x18024¢€)

% Private sub Proc_1 [sTs1 Long 0 (00}
% Private sub Proc_l L String
----- : :.-& Private sub Proc_1 gg: String
..... AP |m.ports a6u| String
----- SIR strings 064 String

G- raw 004 —— Strin

00404F4B: 24  HewIfMullPr N - 9
BO4B4F4E: 8D  UCallHresult Global.Get_App{) As Ap e var_D4 String

BB4B4F53: 68 FLdPr var_B8 B var_F4 Variant (Empty)  Empty

0084B4F56: AD UCallHresult App.Get_Path{)
B8484F5B: 60 ILdRf var_B8

4 1 ] +
'l 1 2 135 4 1 +




=- & Projectl

Change how source looks:

B Wiew

Address

FrMAIN
Private Sub cmdEX
Private Sub Form_|
Private Sub Tim_Ti
Private Sub Form_|
Private Sub TimCh
Private Sub TimM_|
Private Sub ttCOD)
- fF Private Sub ttMNAN
438 Modulel
=% Private Sub Proc_1
=% Private sub Proc_1
% Private Sub Proc_1
=% Private Sub Proc_1
Private sub Proc_1
Private Sub Proc_1
Private sub Proc_1

=8

Private sub Proc_1
Private sub Proc_1
4 Private sub Proc_1
Private sub Proc_1,
Private sub Proc_1,

.63 Private sub Proc_1
APl imports
-SIR strings

ot
El--inn Faw

Ba4B4EDG -
Ba4A4EDA:
BA4B4EDF -
BO4B4EE2:
BO4B4EES:
BO404EER:
B84 B4EED -
Ba4B4EFB:
BO4B4EFS:
BO4B4EFD:
BB4B4EFE:
aa4ya4Fe:
Ba4a4F B4 :
B84 a4F 89 -
B0404F BC:
604 04F BF :
B0404F14:
Ba4a4F18:
Be484F1D:
BaLBuF2 Az

FDCY
an
2F
35
3a
4E
a4
[5]3]
FDC7
[i1:]
2F
35
3h
4E
a4
i3]
FDC7
i3]
2F
35

B0404F28:
B0404F2B:
Ba484F2E
Be4B4F33:
BO4B4F37:
BB404F3C:
B0404F3F:
a4 04FY2
Ba4A4FL5
Ba4B4FL8
B0404FL4B:
B0404F4E :
BO404F53:
Ba4aYF56 2
Be484F5B -

L4E
a4
i1}
FDC7
[i1:]
2F
35
an
an
a5
24
ap
a8
ap
6C

PopTmpLdAd3tr var_B@
ImpAdCallFPRY Hoduled 2 .18
FFree1Str var_BB

FFreeilar var_AC

LitVarstr: " o]URJw" var_9C
FStVarCopylbj var_AC
FLdRfVar wvar_AGC

ImpAdCalll2 Hoduled 2.16
PopTmpLdAdStr var_B8
ImpAdCallFPRY Hoduled
FFree13tr var_BB
FFreetlar var_AC
LitVarStr: " UFmRxuwl59.
FStUarCopy0bj var_AC
FLdRfVar wvar_AC
ImpAdCalll2 Hoduled 2.16
PopTmpLdAdStr var_EBS
ImpAdCallFPRY  FHoduled 2
FFree13tr var_BB
FFree1lUar var_ AC

2.18

Ut {JCg;D;5

21

FStVarCopyObj var_AC
FLdRfVar var_aAC

ImpAdCalll2 Hoduled 2.16
PopTmpLdAdStr var_BB
ImpAdCallFPRY HModulet 2 .21
FFree13tr var_BB

FFreeilar var_AC

FLdRfVar var_B8

FLdRfVar wvar_BS

ImpAdLdRF

HewIfHullPr

UCallHresult Global.Get_app{) As Ap
FLdPr var_B8

UcallHresult App.Get_Path()
ILdRf var_B8

n

=i —
b IDA - Di\Pro

135

=@00404F23
F 00403644

Procedure

Proc 11 405348 + 0:d C7
Form_Load + (k1A

Variable
E&lvar 88 (ret)
E&lvar 88 (ret)
E&tvar 8C
E&tvar 8C

E&lvar_AC
el var BO
E&lvar_BO
E&lvar_B4
E&tvar_CO0
E&var_CO0
E&'var_C4
Elvar_C8
Evar_CC
E&var_DO
Evar D4
E&lvar_F4

Value

3053372 (0x2e973c)
"#32770"

3052956 (0x2e959¢)
"18467-41"

"My changed value"

Empty
0 (00)

Type

Long

String

Leng

String

Variant (String)
Variant (Empty)
Long

String

Long 1573454 (0x18024€)
12 (Dxc)

Leng
String
String
String
String
String
String
Variant (Empty)

File | Edit Jump Search View Debugger Options Windows Help
4 B30 [ @yeg| H ol Bl =]
x4 m Enums |

CE

EAX

d "s" Strings r

Operand type
Comments
Segments
Structs
Functions
Patch program
Other

- v vy v owrow

.28 Private Sub Proc_1,
Private Sub Proc_1,
Private sub Proc 1
Private Sub Proc_1,
Private sub Proc_1
=& Private sub Proc_1
Private sub Proc_1
Private sub Proc_1
Private sub Proc 1
=% Private sub Proc_1,
...% Private sub Proc_1
AP imports

-5k strings

0 DoooDooDoDooo@

Down

VB: Explorer window
VB: View window
VB: Callstack window
VB: Locals window
VB: All windows

VB: Run

VB: Step into

VB: Step over

VB: Run to cursor
VB: Run until return
VB: Break

VB: About

WE View 0 x
Ba4BLFB4: 3A LitVarstr: " UFmRzwUS9. . Ut (JCg;D55] «
BO4BLF B9 : AE FStUarCopy0Obj var AC B
0O4BLFBC: BY FLdRfVar var_AC
B84BLFBF : 8B ImpAdCalll2 HModulel Z.16
B84B4F14: FDCY PopTmpLdAdStr var_B8
Be4BLF18: BA ImpAdCallFPRY HModuled 2.21
B04BLF1D: 2F FFreeiStr var_BO
Be4BLF20: 35 FFreetVar var_AG
BeLBLYF23: 3R LitVarsStr: :B80;vATU; jBSK8HEe ;0gF
DO4B4F28: BE  FStUarCopyObj var_AC
BO4BLFZE: B4 FLdRfVar var_AC
BO4BLF2E: BB ImpAdCalll2 HModuled 2.6

ulel 2.21

1

= 1.Get_App() As Ap

F11

F10
Ctrl+F5
F3

et_Path()

1.Get_App() As Ap

et _EXEMHame()

Address
=B 00404F33
£ 00403644

Procedure
Proc_1 1 405348 + 0:1D7

Form_Load + xlA

Variable
E&' var_88 (ret)
B var_83 (ret)
E&'var_8C
E& var 8C
e var 9C
E& var_AC
el var_B0
E&'var_B0
Bl var_B4
& var_C0
B var_C0
& var_C4
B var_C8
el var_CC
E& var_D0
Bl var_ D4
EH var_F4

Type Value

Leng 3053372 (0x2e873c)

String "E32TT0"

Leng 3052956 (0x2e858c)

String "18467-41"

Wariant (String) "080;VOTUj0SXEMD g OgfixMEI"
Wariant (String) ":080,0TU;j05X8M0e; OgfxMBi™
Long 0 (0:0)

String

Leng 1573454 (0x18024¢€)

Leng 12 ()

String

String

String

String

String

String

Wariant (Empty)




Rename functions in runtime, setting breakpoints:

Address
=@ 00404F33
£ 00403644

Procedure
Proc 11 405348 + (:dD7

Form_Load + 0x14

VB View

Private sub Proc_1_1_485348
loc_4B4D5C: var_BC = Decrypt(” /Hcl;kBeM8Ot;=;o0%uMe8ltex
loc_4B4D6F: var_88 = Decrypt(” nlU.HuBt? ;koeM80t;=;0%uled
loc_484D85: var_B8 = var_BC
loc_484D8F: If {(FindWindowA{®) <> @) Then
loc_4B4DBY: End
loc_484DB9: End If
loc_4B4DBC: var_B8® = var_B88
loc_4B4DCO: var_BY4 = FindWindown{®, var_BB, StrConu{var_|
loc_484DDB: If (war_B4 <> 8) Then
loc_4B4DES: End
loc_4B4DEA: End If
loc_4B4DEF: var_8C = Decrypt(” JahGH=hJ", StrConv{var_88
loc 484DFD: var 88 = Decrypt{"” zgfHHK", var B@)

-2 Projectl
=B frMAIN
Private Sub cmdEX
Private Sub Form_
Private Sub Tim_Ti
Private Sub Form_|
Private Sub TimCh
Private Sub TimM_|
Private Sub ttCOD
Private Sub ttMNAN
=-4% Modulel
- Private Sub Decryp
% Private sub Proc_1
4 Private Sub Proc_1
=% Private Sub Proc_1
% Private sub Proc_1
4 Private Sub Proc_1
% Private sub Proc_1
% Private sub Proc_1
% Private sub Proc_1
% Private sub Proc_1
=% Private sub Proc_1,
% Private sub Proc_1
% Private sub Proc_1
APl imports
SIR strings
H-d raw

Value

3053372 (0x2e973¢)

"#32770"

3052956 (0x2e959¢)

"18467-41"

" 0800 TUj0SXEMO g OgfixMEi"
":080,v0TU;j0SXEMO g OgfixMai"
0 (0:0)

Variable
E&lvar_88 (ret)
E&lvar_88 (ret)
Elvar 8C
Elvar 8C
Elvar 9C
Elvar_AC
E&lvar_B0
E&lvar_B0
Elvar_B4
Elvar_C0
Elvar_C0
Elvar_C4
Elvar_CB
Elvar_CC
Elvar_D0
Elvar_Dd
Elvar_F4

Type
Long
String
loc_4BL4ENS: He(72) = 8

loc_4B4E4F: End If

loc_4B4ES54: var_B8 = var_B88B

loc_4B4ESB: var_BY4 = FindWindowA{var_B8, 6, StrConv{var_
loc_4B4E66: If (war_B4 <> 8) Then

loc_4B4EFE: He(72) = 8

loc_4B4E88: End If

loc_4B4E8D: Proc_1_2_ 4838D4(Decrypt{” o]ul", StrConv({var
loc_484EA1: Proc_1_2_ 4838D4(Decrypt(” Im]ul", var_BL})
loc_4B4ECH: Proc_1_2_ 483BD4(Decrypt{” o]Uwi=(:"}}
loc_4B4EDF: Proc_1_2_ 4838D4{Decrypt{” o]URJw"})

loc 4B4EFE: Proc_ 1 5 483BFB(Decrypt(” UFmR=zwl59..Ut;{JC
_Decryptd

loc_4B4F3C: var_B8 = App.Path

loc_4B4F5B: Proc_1_5_ 483BF8(var_B8 & Decrypt{" :;=;:;0%d50c
loc_484FA9: Proc_1_5_4B83BF8{aApp.Path & " & App.EXEHame
loc_46582B: Proc_1_5_ 483BFB(Decrypt(” 19kU.X:;o00,8]uvl;o%d
loc_48565F: Proc_1_5_ 483BFB(Decrypt(” Acc?uwS.:;=:") & App
loc_4658A5: Proc_1_5_ 483BF8(Decrypt(” Onob,8;UgFwiud;RUL| |
loc_4856CF: Proc_1_5_ 483BFB(Decrypt(” 0Onob,8;Ugfwiud;RUL
loc_A4858EE: Proc_1_6_4B3AE4()

Long

String

Variant (String)
Variant (String)
Long

String

1573454 (0:18024€)
12 (Oxc)

Long
Long
String

String

String
String

String
String
Variant (Empty)

4| n |
12

Xrefs:

€% VB Explorer, VB View, VB Call Stack, VB Locals

Private

[=-&8 Projectl

| =8 fvan
..... Private Sub cmdEX
----- Private Sub Form_|
----- Private Sub Tim_Ti
----- Private Sub Form_|
----- Private Sub TimChi
----- Private Sub TimM
----- Private Sub ttCOQ
Private Sub ttMNAN
244 Modulel

Address Line p348 + 01 D7

004047CE loc_4047CE: war_1CE = Asc{CStMid$CV arDecrpt™ ol SHEF=uu0tT"). 5. 111

00404873 loc_404873: war_200 = var_1CE & CVarDecrypl" UeSO0TMe." & "aT SxexebdaeT 1Mellk11cl".
00404050 loc_40405C: var_8C = Decrypt" /Mcllk0eME0E=;0"uMeBUtexous )l)CuuMeiUtekcuC5 04"
0040406F loc_404DEF: war_88 = Decrypt(™ nllMuBt? k0eME0E=;07uk eBlteicus JlICu UM eBUteouls. .
004040EF loc_404DEF: war_8C = Decrypt'" JahGH=hJ", StiConv(var_88, vbUnicods], var_B0. var_B4)]
004040DFD loc_4040FD: var_88 = Decrypt'" zafHHK", var_B0]

00404EBD loc_404E8D: Proc_1_2_403804(Decrypt'" olvl”, StiCony(var_B8, vblricode), var_BO, var_B4].
00404E41 loc_404EA1: Proc_1_2_403804[Decrypt" Im]wl", var_B4]]

----- =% Private Sub Decryp
% Private sub Proc_1
=% Private Sub Proc_1
% Private Sub Proc_1
% Private sub Proc_1
< Private Sub Proc_1
= Private sub Proc_1
% Private sub Proc_1
= Private sub Proc_1
% Private sub Proc_1
% Private sub Proc_1
=% Private sub Proc_1
=% Private sub Proc_1
..... APl imports

----- SIF strings

ot
He-qin F3W

00404ECO
00404EDF
00404EFE
00404F1D
00404F5E
00404FA3
00405028
0040505F
00405045
004050CF
00405119
00405125
00405154

loc_404ECD: Proc_1_2_403804[Decrypt" olvwlxl:"])
loc_404EDF: Proc_1_2_403804(Decrypt'" oA ]w']

loc_404EFE: Proc_1_5_403BF8Decrypt VFmRxw 59 Ut Ca.D 57 ktCoMcUtE kiCoed) .| _

loc_404F10: Proc_1_5_403BF3(Decrypt" :080:0T U 0558M 0e:0 gf xMEi"))

loc_40505F: Proc_1_5 403BF3Decrypl]” Acc?wh. =% App.EXEMame & " exe")

loc_405045: Proc_1_5_403BFBDecrypt" Qnol. 83 gfwi<ud R UG PO B whd uHuulldBe D
loc_4050CF: Proc_1_5_403BF3[Decrypt" Qnol, 8\ gfwk<ud RLELaCH g0, Ed wh w<uull d5cl) .
loc_405115: Proc_1_3 4038180 ecrypt("" Aji3w CU")

loc_405125: Prac_1_3 4038180 ecrypt VafTxudCUM"), §H1ES480)

loc_405154: Proc_1_3 4034180 ecrypt("” PréwwlkPCUNI"), $H1ES480)

L

Line 26 of 40

loc_4056A5: Proc_1_5 483BF8(Decrypt(" (nof,8;Ugfuiud;RUE

oK J [ Cancel ] [ ] [ Search

loc_A4658CF: Proc_1_5_u483BF8({Decrypt(” (nob,s ;Ugfwiud;RUT
loc_485B8EE: Proc_1_6_4B3RE4()

4| i

12

Variant (Empty)

Value

3053372 (0x2e973c)

"#32770"

3052956 (0x2€959¢)

"18467-41"

" G080, OTU0SKEMOe; OgfidMBi"
080, 0TU;j0SHKEMO g OgfixMEi"
0 (0x0)

1573454 (0x18024¢)
12 (Oxc)




See current variables values under cursor:

o110

Private Sub cmdEX
Private Sub Form_|
Private Sub Tim_Ti
Private Sub Form_|
Private Sub TimChi
Private Sub TimM |
Private Sub ttCOQ
Private Sub ttMNAN

-4 Modulel

% Private Sub Decryp
% Private sub Proc_1
% Private Sub Proc_1
= Private Sub Proc_1
% Private sub Proc_1
% Private Sub Proc_1
% Private sub Proc_1
% Private sub Proc_1
=% Private sub Proc_1
< Private sub Proc_1
=% Private sub Proc_1
4 Private sub Proc_1
% Private sub Proc_1

----- APl imports
----- SR strings
He-qin F3W

1 | 2

WE View O X|| Address Procedure
iﬂc_i:g:ggf Ua"_gg - gect‘ypi(::da?ﬁ:;nd", St;gon'«'(ua"_‘w; =@ 00404F58 Proc_11 405348 + 0x1FF
*ﬂc Ll = Decrypti 2 L) F 00403644 Form_Load + OxlA
loc_L4B4E45: He{72) = @8
loc_A464E4F: End If
loc_A484E54: var_B8 = var_88
loc_4B4ES5B: var_BY4 = FindWindown{var_B@, 6, StrConv{var_|
loc_484%E66: IFf {var_B4% <> 0) Then
loc_A4B4E7E: He{72) = @8
loc_A464E88: End If
loc_A464E8D: Proc_1_2_4838D4({Decrypt(” o]uvI", StrConv{var
loc_484EA1: Proc_1_2_4838D4({Decrypt(” Im]ul"”, war_B4)) Variable Type Value
loc_4B8%ECH: Proc_1_2 4@838D4(Decrypt{” o]Uuwixz(:")}
loc 4B4EDF: Proc_1_2_ 4838D4(Decrypt(” o]UR]w")) EH'var 88 (ret)  Long 3033372 (0:2e973¢)
loc_A4B4EFE: Proc_1_5_u4@3BF8({Decrypt(” UFmRzwl59..Ut;{.JCqg B var_88 (ret) String "#32770"
loc_484F1D: Proc_1_5_483BF8{Decrypt{” :B80;vBTU;jOsSK8Mbe E&var_8C Long 3052956 (0x2e959c)
loc 4B4F3C: var BO = nii.Path — || g#tvar 8¢ String 18467-41"
loc_4B4FA9: Pi[var_BB] = 3851892 (Bx2e9174) .EXEName & var 9C Variant (String) " G&:080,v0TU; j0SXBMOe; OgfxMEi"
loc_468582B: Pi[var_B@] = "D:\Projekty\P32\Test2"|8 vl ;o7d B var_AC Variant (Empty) ~ Empty
T0C Ha5065 + Proc 175 KGIBFO(DeTrUpt (" 1n00,0 Uarutud nr || Do Lons aus1E52 021
oc_. : Proc_1_5_. eckypt{" " (no8,8 ;Vgfuwiud; . . . N
loc 4050CF: Proc_1 5 483BFS(Decrypt(” 0nod,s&:Ugfuxud-rut| || varB0 string D:AProjekty\P32\Test2
loc_485BEE: Proc_1_6_4B3REA() &' var_B4 Long 1573454 (0x18024¢)
loc_4850F9: Proc_1_11_4B4684() E&tvar_C0 Long 12 (Oxc)
loc_4856FE: var_F4 = 2H1EBL80 - EShvar C0 String
loc_465119: Proc_1_3_483A18(Decrypt (" Ajj3uwz:CUNU"}) Eivar Ci Stri
loc_465125: Proc_1_3_483A18(Decrypt{” UgFTXudCULU™"), &H1 var tring
loc_48515A: Proc_1_3_ 483A18(Decrypt(” PnAvwOKPCUNU"Y, &H &' var_C8 String
loc_46518F: Proc_1_3_483A18(Decrypt(” cBtTiUCUNU"), &HIE Eflvar_CC String
loc_4051Ch: Proc_1_3 483A18(Decrypt(" ®1MugfCUNU™), BHIE| || & "5 String
loc_4851F9: Proc_1_3_ 483A18(Decrypt(” w59 _#1Ho12CUNL"Y, - .
loc_40522E: Proc_1_3_463A18({Decrypt(” o0,Boe0o1cusU~), & ||EHverDd String
loc_405263: Proc_1_3_u83a18(Decrypt(" nHdU/M\CUNU")Y, &H1| || var_F4 Variant (Empty)  Empty
loc_485298: Proc_1_3_483a18(Decrypt(” /HcUkBeCUNU"), &H1
loc_A4B852CD: var_AC = " nl.k8eCUsU™ il
4| i | 3
n 1| 1 3

Procedure preview under cursor:
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E-%8 Projectl
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i FAW

=43 Modulel

frivIAIN

Private Sub cdEX
Private Sub Form_|
Private Sub Tim_Ti
Private Sub Form_|
Private Sub TimChi
Private Sub TimM |
Private Sub ttCOQ
Private Sub tetMNA
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W W W W W W

-6 Private Sub Decryp
% Private sub Proc_1
% Private Sub Proc_1
% Private Sub Proc_1
=& Private sub Proc_1,
% Private Sub Proc_1
4 Private sub Proc_1
% Private sub Proc_]1
% Private sub Proc_]1
=% Private sub Proc_1
% Private sub Proc_]1
=% Private sub Proc_1
=% Private sub Proc_1
APl imports

ST strings

WE View

loc_A4BA4DEF: var_8C =
loc 484DFD: wvar 88 =

Decr

O X|| Address Procedure
Decrypt(” JahGH=hJ", StrConv{var_88 - 6400404 F58 Proc 1 1 405348 + 0xlFE
t({" " zgFHHK", BA F -
o v 0o | || Fovo364A  Form Load + 01A

loc_4BY4ELS: Me{72) =Private Sub Decrypt{param_C)

loc:hﬂhEhF: End If loc_u4B427C: var_8C = "X5STU, .LHZY¥cdeB12tu89({)\?@HxvwI/ :[ JEF jk1AP<nom(RUW3L4K.JFghBGHaNDibC

loc_4B4ES4: var_BO = vy loc_404282: HMe(116)(CLng(Me{%6))) = C3tr{param_C)

loc_4B4ESB: war_Bh = F loc_L4BA29Q4: He(96) = (Me(%96) + 1)

loc_4@4EG6: If {(var_BY loc_4842B1: var_B4 = “abcdefghijklmnopqrstuvwsyzABCDEFGHIJELHHOPORSTUUWEYZB123456780(), -

loc_A4B4EFE: He{72) = loc_A4842B7: If (Left{param_C, 1) = Chr(&HFA}} Then

1uc:hBhE88: End If loc_4B42E6: param G = Right{param_C, CLng{{Len{param C} - 1))}

loc_4B4E8D: Proc_1_2_4 loc_404312: For var_128 = 1 To var_B@: var_F8 = var_128

loc 4B4EA1: Proc_1_2 4 loc_4B432A: var_D8 = CStr{CVar{vbNullString) & HMid$(var_B4, InStr{1, var_8C, Mid$(CS

loc_4B4ECH: Proc_1_2_Y4 loc_hO4381: Next wvar_128

loc_4B4EDF: Proc_1_2_%4 loc_hO439E: var_B88 = var_D8

loc_4B4%EFE: Proc_1_5_4 loc_hB43Ak: Else

loc_4B4F1D: Proc_1_5_4% loc_4G43AC: For var_184 = 1 To var_B8: var_F8 = var_184

loc 484F3C: var BO = A loc_L4B43D6: var_164 = CStr{CVar{CStr(Chr(&HFA})) & Mids(uar_sc, InStr{1, var_B4, Hid
loc_48442D:  Hext var_184

loc_4B4FA9: Proc_1_5_%4 loc_hOhhhA: var_B88 = var_164

loc_4B8562B: Proc_1_5_4 loc_4@h456: End If

loc_4B585F: Proc_1_5_4% loc_LB4450: Exit Sub

loc_4858A5: Proc_1_5_%4End Sub

loc_4658CF: Proc_1_5 483BF8(Decrypt(" 0nof,8;Ugfuiud;RUL Evar ey g DIFTOERTTFIZTTEsE

loc_4B5BEE: Proc_1_6_M4B3AEL() & var_B4 Long 1573454 ((:18024€)

loc_4B8568F9: Proc_1_11_L484684() Elvar_ (0 Long 12 (0xc)

loc_A4B858FE: var_F4 = &H1E8480 B Eitvar C0 String e

loc_485119: Proc_1_3_483A18(Decrypt(” Ajj3w=z:CULUT))

loc_485125: Proc_1_2_402a18(Decrypt (" UgfTXudCUYU"Y, &H1 e var C4 String

loc_48515A: Proc_1_3_483A18(Decrypt(” PnAvwlkPCULU"), &H e var_C8 String

loc_48518F: Proc_1_3_483A18(Decrypt(" cOtTIUCUNU")Y, &H1E| ||g&lvar CC String

loc_4851C4: Proc_1_3_403A18(Decrypt (™ X1MugfCusU™), &H1E E&lvar DO String

loc_4651F9: Proc_1_3_ 483A18(Decrypt(” wU59.#1Ho17CUNL"Y, -

loc_46522E: Proc_1_3 483A18(Decrypt(" 00,80e801CUNU"), & ||EH'varDd String

loc_4685263: Proc_1_3_483A18(Decrypt (" nHdU/H\CUNU™"Y, &H1| || EE'varF4 Variant (Empty) ~ Empty

loc_485298: Proc_1_3_483A18(Decrypt(” /HMcUkBbeCUYU™"), &H1

loc_4852CD: var_AC = " 'nU.kBeCU%U™ i

4 | i | 3
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