Cracking Tutorials – My First!

By

‘BazBarty’

Target Program: 
 Font Creator ver2.2  (Jan 2000)

Location: 


www.high-logic.com

Tools:


SoftIce ver 4.0 

Method: 
By running the program and entering false name ‘BazBarty’ and Cracker and 

Code ‘123456789999’. 
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‘The Font Creator Program allows would-be typographers to load existing ttf files and modify them until the desired results are achieved. The modified fonts can be saved and then used in popular word processing and illustration programs.’
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We then press ‘Register’ and see what happens…

Enter our details as shown. 

We note too, that the ‘Register’ button is not highlighted until we enter the last ‘9’ of our serial number. So, it seems that this is the correct number of numerals…all twelve of them.




We then press ‘Register’ and see what happens…
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We are confronted with this silly nag screen. So back again and let’s crack this program…

First enter the usual details again, but don’t press ‘Register’ just yet. Now fire up our old faithful SoftIce and set our favourite break point….type….bpx hmemcpy. Press ENTER and then F5. Now we are ready to press Register. What happens **BOOM** we are in SoftIce, good. ..

For the next stage, I always see how many times we can press F5 before we come back to our program?? Well on the fifth press **BOOM** we are back into our program. Okay, back we go again and start the above process again. This time we only press F5 four times so that all the text boxes are read (‘Cracker’ entry is obviously not essential and therefore not read by the program). Good we are now ready. Press F11 to return to the caller and then F12 about six times until we are in the heart of our program, i.e. when we see FCP!CODE+0002A165 at the bottom of our data window. We then start tracing through the code using F10. We see a few ‘Ret’ codes in front of us. We know from experience to F10 until we don’t see any more. So step through about six ‘Ret’ …

Its not long before we get to this…

:004B7533 8B45D8                  mov eax, dword ptr [ebp-28]
{--- BazBarty
:004B7536 8D4DE0                  lea ecx, dword ptr [ebp-20]

:004B7539 5A                      pop edx

:004B753A E82DD4FFFF              call 004B496C

:004B753F 8B45E0                  mov eax, dword ptr [ebp-20]

:004B7542 50                      push eax

:004B7543 8D55D4                  lea edx, dword ptr [ebp-2C]

:004B7546 8B45F8                  mov eax, dword ptr [ebp-08]
{--- 123456789999
But its not long before we reach the end and **BOOM** back into our program greeted with our nag screen!
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So what went wrong? We did not let the whole program run and settle in. Let us try that theory. Close down SI, Okay start the program again, press ‘START’ and then ‘Help’ on the top bar. There will be a ‘Register’ tab. Press it and we will be in the same register window as before and then enter the details as per usual, re-enable SI break point and press Register… **BOOM** we are in SI again. Apply the same process and we should arrive here…

:004B7509 8B45DC                  mov eax, dword ptr [ebp-24]
{--- ‘789’ part of our serial?

A few lines below this last entry we notice our whole entered serial, good we must be close!

As we carefully F10 we suddenly end up back at KERNEL!HMECPY …..Okay don’t panic simply press F12 seven times until we are back in the heart of our code. Now we see those ‘Ret’ codes again. Lets pass through them quickly (six of them) and we end up back to this line…

:004B7533 8B45D8                  mov eax, dword ptr [ebp-28]
{--- ‘BazBarty’
:004B7536 8D4DE0                  lea ecx, dword ptr [ebp-20]

:004B7539 5A                      pop edx

:004B753A E82DD4FFFF              call 004B496C

:004B753F 8B45E0                  mov eax, dword ptr [ebp-20]
{--- Our real serial?
:004B7542 50                      push eax

:004B7543 8D55D4                  lea edx, dword ptr [ebp-2C]

:004B7546 8B45F8                  mov eax, dword ptr [ebp-08]
{---‘123456789999’
:004B7549 E8A614F5FF              call 004089F4

:004B754E 8B55D4                  mov edx, dword ptr [ebp-2C]

:004B7551 58                      pop eax

{--- Our real serial + entered serial?
:004B7552 E89DCBF4FF              call 004040F4

:004B7557 7556                    jne 004B75AF

:004B7559 8D55D0                  lea edx, dword ptr [ebp-30]

:004B755C 8B45FC                  mov eax, dword ptr [ebp-04]

:004B755F 8B800C030000            mov eax, dword ptr [eax+0000030C]

:004B7565 E8CACFF7FF              call 00434534

:004B756A 8B45D0                  mov eax, dword ptr [ebp-30]

:004B756D BA03000000              mov edx, 00000003

:004B7572 4A                      dec edx

:004B7573 3B50FC                  cmp edx, dword ptr [eax-04]

:004B7576 7205                    jb 004B757D

:004B7578 E8B7B9F4FF              call 00402F34

* Referenced by a (U)nconditional or (C)onditional Jump at Address:

|:004B7576(C)

|

:004B757D 42                      inc edx

:004B757E 8A4410FF                mov al, byte ptr [eax+edx-01]

:004B7582 8B15BCFC5000            mov edx, dword ptr [0050FCBC]

:004B7588 884220                  mov byte ptr [edx+20], al

:004B758B 6A00                    push 00000000

:004B758D 668B0D24764B00          mov cx, word ptr [004B7624]

:004B7594 B202                    mov dl, 02

:004B7596 B830764B00              mov eax, 004B7630

:004B759B E86023FAFF              call 00459900

:004B75A0 8B45FC                  mov eax, dword ptr [ebp-04]

:004B75A3 C7803402000001000000    mov dword ptr [ebx+00000234], 00000001

:004B75AD EB22                    jmp 004B75D1

* Referenced by a (U)nconditional or (C)onditional Jump at Address:

|:004B7557(C)

|

:004B75AF 6A00                    push 00000000

:004B75B1 668B0D24764B00          mov cx, word ptr [004B7624]

:004B75B8 B201                    mov dl, 01

:004B75BA B86C764B00              mov eax, 004B766C
{--- Registration Failed!

If we now look at the above interesting code we notice that ‘eax’ is highlighted. If we look in the eax register by typing ‘d eax’ 

:004B753F 8B45E0                  mov eax, dword ptr [ebp-20]
{--- Our real serial?
We see what looks like a twelve-digit serial number. Okay lets carry on and we notice a few other good points. So let’s close everything down and lets give it a whirl…
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BINGO!! We have done it….
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Registered!!!
To BazBarty the Cracker!

Easy!!

Results:

Name: BazBarty / Cracker
Serial no: C9M379739472 

Happy Cracking
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