Welcome to DEF CON Nine!

This is the biggest and baddest
show ever. More speakers than
ever, a bigger wireless network
than ever, longest running show
ever, and more hotel space than
ever. Let me take this opportunity
10 put the rumors to rest. This
year we have more space than
H2K2 will next year, and next year
we will have another 10,000 feet,
If you count the entire hotel
grounds we have them beat by a
few acres. You are at the largest
hacker party / conference on the
planet!
Now none of this would not be
possible with out the speakers or the
staff. Unlike Black Hat, the speakers
do not get paid for their time. They are
doing this because they want to present
neat new stuff to the community. Buy a
speaker a drink for their hard work,
but do it after their speech!
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The staffis all volunteer, and they
do a great job considering there are
Over 4,500 people here. Please don't
mess with the staff. They are not here to
make your life tough, they are here to
make the show go. If a hallway is over
crowded and they ask you to please
move, it is not because they are out to
getyou. Itis because they don't want the
fire marshall pissed off. So buy the staff
two drinks, after their shift of course!

| have selected a wide range of speakers
Thanks on the most number of topics. Take some
time out of your parting and see some
talks this year! We have tried to make

to the following people who
made DEF CON possible (In no
particular order) Noid, Zac, Noid, Preist. more space available to speakers so
Artimage. AX, IRA, Dead Addict, Bink, Waz. there will be less crowding.
Xylorg, The People, Josh, Tina, Dianna, »
Ping, Major Malfunction, Metal Head, OK, Iam (as usual) up late and behind
Queeg, Videoman, AtcLight, Evil Pete, Dr. wrorkcso kamoff to finishthe rest of this
Kool. Russ, Evil, Megsusa, Lockheed, The Jinx Crew, program. Welcome: to my party!
TSOK, Charel, All of the speakers who worked hard to The Dark Tangent
bring you new information. The Alexis Park Staff for putting
up with us, Stewyn, Penguino, Winn Schwartau, The California
Car Caravan people, anyone who did something cool for the
convention like set up a wireless AP or a low power micro FM
station, or just helped out a fellow hacker. With out everyone
working together none of this chaos would have been
SN\ possible. | will have a drink and toast your studliness.
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Bk doors weve added, but there are Some GuesTionadic
admisistration moves that Showkd Make 3 remote ATack

Blue. green, yedom, dlack and grey. | E3ch team will get an SSU
‘chent cenificate that allows access 1o the central
teparting web site.
Two weeks before defcon there was 3

from previous years are pre
qualifiec, they just need to come up with a new (olor
Usually tesms weicome new members during
defon, it you may have 10 Show yout
Grey met. Grey is Team All-of-the-Above, and is for
amybody 1o plug Into. Other teams may be added if we
et more router space. I you want to plug In 3
machine ust 10 see what happens. go ahead & B
15 00 the grey net
The targets: The las: three 1P addresses. of each subnet
e the tangetivictim 1P addresses. (That should be a big
hint aboot what 10 scan) Each team should have af least
‘One machine capable of running vmWare that they'e
willing 10 leave plugged in. Vidware has donated some
{poodies for CTF, and we'll have a license that everybody
€an use during Defcon. (There BT any computer check
i s yeac. Your team has to take care of your target
achines).

How the game works:

= Each team is golng to have some Users, some
Sysacmins & probably a mess of hackers,

Sysadmins win by gettiog the most points from hackers &

sess.

Sysadmins aiso get points for setting up new OSes.
Sysadmins have a couple of options for how 1o set up hosts.
Grab randomly from 2 bag of install disks & vmware images
9 on stage (20 points)

b pre made vmmare images rom the bag. (10 points)
Bring your gwn non Intel architecture machines (5 points)
Bring your own vmware images or premade intel hosts (o
points)

‘Sysadmins get these points after the first 1User report. (So
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Still with us?

= Green Sysadmin grabs a vware disk from the
bag
= Sysadmin fires up the Image. tweaks I1 10 run het chase

services/site
sees & logs the web
10 for sysadmi

= Red User's rates the site for 7.6.2 (+14 1o sysadmin)

« Yellow tea
= Yellow Hacker on team 3 raots the box ((

= Yellow Hacker rates host as 8.,

Rules: No caercive farce, mickey fi
No
may cause
panitions must have at least bak wr
changes to keep things moving. (think
not the olympics)

Strategy: f someone else ha
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d

up Jots. of cool ser
really cool server
1Wser feedback is equivalent ta Installing a lot of os's
& having them hacked right away. You g
risky installs, but that ¢
scoring is
0
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the grey net may m
point

s luser rates it at 8,

for hacker)
3 (+16 10 sysadmin)

Green = 56, Yellow = 50

ng the web secver o ¢ DOS attacks

he judges to disconnect your ethemet link Root

a cool service tha
em a lot of points, have the hackers on

N take them down.

Alliances may be profitable. Build cool (and very

ean you get awarded bonus

Getting hacked grves you points & the chance to
hange out your 0S. So it is a valid strategy to put
5 that get hacked right away. A
stays up & keeps getting good

points for
s you time. All of the

for tat, not One round prisaners dillema
akes sense ta give people at least average

oint

Don't lock things down 5o that ft can't be hacked, or rely on a
back door that nobody will ever scan for
Deception and confusion abaut where the attacker is or has
connected ta, but not 5o much that no one can get past it
{hints are good)
©  Maltiple servers interacting Involving spoofing
2c0ss 3 SWitch or routes, or client with bulter
overfiows
= Something new with plaintext protacols
(icecast over teinet with a new client)
= Just plain wrong apps (text mode quake)
How can you help? As usual. you'll need 10 bring
switches, hubs, 10base T gear, etc. We're also
going to need a lot of
images & strange intel opevating
SYstems 10 put into the drawing bag .
50 start scrounging for windows 2.0 1f
£ anybody i willing 10 nin book on the
R contest & offer dollars for points, that
§  would be great

re made vmware

7 1997 is was Team SN, in 1998 It was.
the Mad Sweedish Hackers. In 1999 it

s The Ghetto Hackers, In 2000 1t was
The Ghetto Hackers / Subterranean
Security Group Comba... Who will it be
in 20012

ng of elder gods.
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WEB APPLICATION SECURITY
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GENERAL SUSSION OPENING TALK

Keith Nugent
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Ryan Lackey

HAVENCO: ONE YEAK LATER

NTERNATIONAL ATTERUATLD COMPUTLN

John L. Dodge, Bernadette H, Schell
LAURENTIAN UNIVERSITY HACKER STUDY UPDATE
Freaky

OS/X AND MACINTOSH SECURITY

Sharad 5 ‘ Ok
SECURITY & PRIVACY ARE CRITICALLY IMPORTANT ISSUES (§ .
TODAYS DIGITALLY CONNECTED AGE Maciotouh Undery

I'M SPEAKING YO YOUR

VERY ATIRACTIVE
LIVINGLEATHER
Sut, SIR.

k. Secunity Architect & Technology Consultant
ACAAND FREECERT?
813 okt S o hom-cint cehcnte

Dan Moniz
THE (MPACT OF P2P GN SECURITY IN THE ENTERPRISE

T°S
ACTUALLY A
HOW BACKGROUND NVESTIGATIONS ARE CONDUCTED & HOW gl%"ﬁ,‘g}& RE
THEY CAN BE DEFEATED P FDR THE INDUSTRIAL

OF 'IME SOBCM-LED
‘HYPERGNOSTIC
CORPS, ~ SIR.
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FRIDAY = JULY 13

Uber Haxor General

William £ Tatoya
Gemeral Session Opening Presentation

Bruce Schneier
Bruce Schaeier Answers Questions.

James Bamiord.
Researching Secrets (hous vuing immesisiny tafomns)

‘Simple Nomad
Widdershins De-evolution & the Politics of Technology

Kevin McPeake & Oivis Goggans
Falling Dominos

Applying Information Warfare Theory to Generate a Higher
Level of Knowledge from Current [0S

D lan Goldberg
Amanging an Anonymous Rendezvous: Privacy Protection for
Internet Servers

ks with }OAP Attacking & Securing Red Hat AKA How Effective Has Bastille
3 Linux Been?

Thor
o s Grabbing User Credentials via W2k ODBC Libraries.

D¢ Hackiavism Panel

Round 2

SUNDAY » JULY 15

mlwummdwh.
of Pan-global Culture, the Wetware | éryware

Interface, and Going to Europa.

Brenno de Winter

1PV6 Security

Keith Nugent
‘Windows 2000 Security: How To Lock Down Your Win2k Boxes.

Freaky
OS/X and Macintosh Security

Sharad

Security & Privacy-An Introduction To Some interesiin

Concepts.

Shatter

FAQ For The Newbies: [aformation Far People New 1.

Hacking or Defcon

Dennis Salguero

The Business Side of Starting Your Qwn Con
How They Can Succeed

Robert Gra

Principles of Cyber Anarchy

Barry |. Stiefel

NAT For Newbies and Not-So-Newbles: A Tutorial

Dr. Cyrus Peikas
An Open-source, Intemational, Altenuated Com,

Ute Elam
Renagade Wireless Networks

Len Sassa
Whatls. ssL A CAR Frescent?

Darlo D. Diaz
Digitat Millennium Copyright Act

John Q. Newman
How Background lnvestigations Are Conduc
Can Be Defeated
Michael Wilsan
Hacker Doctrine in Information Warfare

The Defendant

SoYou Got Your Lame Ass sued: A Legal Narrative

DJ Area Open

Black & White Ball

David Gessel
Intro to Quantum Cryptography

Jennifer Granick
Eoropean Cybercrime Treaty

Ryan Lackey
HavenCo

John L. Dodge & Bemadette H. Schell
Caurentian University Hacker Study Update

Dan Moniz
The Impact of P2P on Security in the Enterprise

Thanks for coming! DEF CON closes up, but feel free to hang out
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