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COVERT BLACK
ECONOMY KIT

PRODUCT REVIEW:
Eye Spy's new COVERT BLACK
ECONOMYcamera, audio and

video display

AMAZING PRICE
AND QUALITY





ABANDONED MAPS FOUND IN BALTIC
STATES REVEALS HUGE SOVIET PROJECT

H
adthe Soviets overrun

/' NATO forces inEurope
during the Cold War, it's

I!" likely one ofthe Kremlin 's
last tasks would have

/.. been the invasion of Great Britain. To
-; help guide their troops to important

• destinations, the KGB produced
thousands ofhighly detailed maps.
Many ofthe UK maps show details
that were, forsecurity reasons, not
contained within UK Government
Ordnance Survey maps.

Produced by 50,000 cartographers
between 1950 and 1997, the maps
were generated using data from
satellite and aerial reconnaissance

•

photographs, and local maps
purchased via normal outlets.

• However, acloser examination
· reveals features that could only have

been produced by intelligence
gathered by spies. Atleast that's
what many cartographers and
defence experts believe.

· The maps arenow available from
· Landmark Information Group, a UK
digital mapping provider. Landmark
says that followingthe fall ofthe
Soviet Union in 1991 and the rush
withdrawal ofthe Russian military
from the Baltic states, thousands of
paper maps covering the whole
world were found inabandoned train

CAUGHT ON CAMERA
21/7 LONDON TRIAL VIDEOS

DISGUISE TECHNIQUES

him: "Listen, I've seen my photo
and I was on the bus, but I didn't do
anything, I was just on the bus... OK
I did do the bus, but I had nothing to
do with 7/7."

· CCTV footage taken from Digbeth
i coach station in Birmingham on 22
July, allegedly shows Yassin Omar
wearing aburqa. Omar, who tried to
detonate abomb on aTube train at
Warren Street, can also be seen

CORRECTION: Eye Spy Intelligence Magazine issue 45carried areview ofthe
Christ Church espionage conference. The photographs used inthis feature were
wrongly credited 'GregBokolsky'. The spelling should have read Greg Bolosky.
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Ibrahim and Mohammed surrender to police

bomber Ibrahim emerges followed
by alleged Oval Tube bomber
Mohammed

Detective Constable Liam McCauley,
! who arrested Ibrahim, said that as
! they sat inapolice car, Ibrahim told

The main police negotiator ex­
plained: "For everyone's safety we
required them tocome out with
nothing physically about them-

, selves, to dress down totheir
• underwear."

12.10pm - front door ofapartment
blown offinacontrolled explosion.
Explosion causes windows to

: shatter
, 12.37pm - CS gas canisters thrown
i into the front ofthe building
i 12.45pm - more gas canisters

During the trial, the jury atWoolwich thrown into frontofbUilding
Crown Court was told ofthe ' 1.34pm - officersthrow gas
countdown tothe arrests of Ibrahim canister into rear ofapartment
and Mohammed. Intelligence had 1.37pm - alleged Number 26bus

F
our minutes offilm footage led police to the apartment at
played atthe trial ofsix i Delgarno Gardens on the morning of
suspected terrorists, ' 29 July 2005. Firearms officers
showed the moment armed were deployed at11 .05am.
officers arrested Muktar Said .

Ibrahimand Ramzi Mohammed as
they emerged onto the balcony ofa
seventh-floor west London flat. And
inanother CCTV clip, Yassin Omar
was picked up on CCTV fleeing
London dressed inaburqa.
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Envirocheck'
Rus'lan~

LINKS www.envirocheck.co.uk

LINKS www.sovielmaps.com

: professionals they provide a
; fascinating and invaluable insight as
; to the structure ofour towns and
: use of land during this period." For
: further information:

i Soviet mapping of Great Britain by
lexpert John Davies:

was militarily
driven, very
well control­
led, achieving
spectacular
results.
Ultimately,
futile of
course, if the
purpose was

John Davies world
domination, but formapping

Apparently, since the end of
Communism, local companies inthe
Baltic States "havebeen selling the
maps ever since." Landmark
purchased the maps from a US
company East View Cartographies
who had bought them directly.

John Michael Davies, a Russian
map expert, said: "Realisingthe
military, economic and political
benefits of topographic information,
the Soviet military set about
mapping the whole world - a
mammoth task which took over 50
years before, during and after the
Cold War to complete. Today, very

: little is known about how the
: organisation was structured and

how such incredible results were
achieved. Certainly the operation

carriages in Latvia and Estonia. To
this day, no one knows if the
Russians leftthem behind by
accident orwhether locals on the
ground diverted the trains. Perhaps
the truth lies somewhere inthe
middle.

Professor Jailed for
Spying for Cuba

Carlos and Elsa Alvarez

judge said before handing down the
sentences. "Their behaviour under­
mined US foreign policy."

Carlos Alvarez pleaded guilty to
conspiracy tobecome an unregistered
foreign agent. Elsa Alvarez admitted
knowing about her husband's
activities but not reporting them to
authorities. Both had been charged
with the more serious crime ofacting
as illegal Cuban agents.

Alvarez's solicitor, Steven Chaykin,
said his client only gave Cuban
intelligence agents "harmlesssimple
gossip," afact disputed by investiga­
tors. "This was not idle chitchat," said
attorney Matthew Axelrod. "Carlos
Alvarez was tasked directly by the
Cuban intelligence service toprovide
certain information, and he provided
that information."

"As we know, agood motive is never
an excuse for criminal conduct," the

His wife, Elsa was sentenced tothree
years inprison and one year of
probation after being implicated toa
lesser degree inthe suspected spying.

After the sentence was passed the
couple apologised for their actions,
but insisted they were not communists
orsupporters ofCuban President Fidel
Castro. They said it was their intention
to"opendialogue with Cuba" where
both were born before coming tothe
United States. Mr Alvarez had once
advocated removing Castro from
power by force but later decided
discussion would be more effective.
"The methods and channels that I
used were, unfortunately, wrong," he
said.

C
arlos Alvarez, 61 , acollege
professor atFlorida Interna­
tional University, was
sentenced tofive years in

prison after pleading gUilty tolesser
charges inacase alleging that he and
his wife spied forthe Cuban govern­
ment. The prosecution said Alvarez
had spied on Cuban-American exile
groups and prominent individuals in
America, as well as sending reports
back toHavana on domestic matters.

Manfo Asiedu (blue top) and
Muktar Said Ibrahim in a north

London cosmetics store

THE 'BOMB' MATERIALS

in the bathroom wearing arusksack.
: Afirearms officer said: "To this day I
: still don't know how I didn't shoot

him."

Afriend of the alleged 21 /7 bombers
i told the court how he helped to buy
; the key ingredient forthe suspects
: rucksack bombs. Mathew Dixon
: said he thought the material was to
; be used inpainting and decorating.
. Dixon drove Manfo Kwaku Asiedu to
a hairdressing supplies shop to
purchase bleach. This was for
"stripping walls in listed buildings."
However, when the sales assistant
asked what it was for, Mathew said
Asiedu "seemed abitreluctant to
answer. "

! Asiedu bought 16Iitres ofhydrogen
peroxide from the shop. When told it

i was volatile, he said: "No worries -
: I'ma professional - I know what I'm
: doing, " according to Dixon.Yassin Omar

carrying awhite handbag. The
prosecution claims that 6ft 2in tall
Omar, caught acoach to Birming­
ham from Golders Green coach
station in London after disguising
himself as awomen. He was seen
boarding the 6.20pm National
Express service forBirmingham
with the help ofafemale compan­
ion.

After arriving inBirmingham, Omar
was picked up byaRed Nissan
Sunny, Woolwich Crown Court
heard. Scotland Yard and MI5 soon
traced Omar to ahouse inthe city.
Five days later armed police entered
the property and found the suspect
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r John Reid, the Home Secretary,
has announced that Jonathan
Evans will become the Security
Service 's new Director-General.
He will succeed Dame Eliza
Manningham-Buller on 21 April
2007 as MIS's sixteenth

Director-General sincetheService was formed
in1909.

In 2005, Jonathan Evans was appointed the
Security Service's Deputy Director-General, and
was always favouriteto take over from Dame
Eliza. The mainfocus of hiswork has been on
counter-terrorism, bothdomestic and interna­
tional. In thelate1980s and 1990s he spear­
headed the fightagainst Irish republican
terrorism. He then served as the head of
international counter-terrorism investigations
from 1999 to 2001 , and was appointed director
of international counter-terrorism only ten days
before the 11 September2001 terrorist attacks
inthe United States. Since then he has played a
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© MIS!fHAMES HOUSE

leading role intacklingthe threat of al-Qaida
and related terrorist networks.

JONATHAN EVANS - BIOGRAPHICAL NOTE

Jonathan Evans graduated fromBristol
University, wherehegained adegree in
Classical Studies. On joining the Security
Service in1980, he worked on counter­
espionage investigations before moving in
1985 to protective security policy, advising
departmental security officers on the protection
of classified information. Jonathan then worked
on implementing policy changes as part of Sir
Anthony Duff's modernisation of the Service.

Since then, MrEvans main focus has been
counter terrorism, both international and
domestic. Various postings inIrish-related
counter terrorism during the late 1980s and
1990s were interspersedwith aspell as head
ofthe Security Service's secretariat, and also
two years attached tothe Home Office. During
this secondment, Jonathan was closely
involved in the development and implementa­
tion ofVIP security policy.

From 1999 onwards, MrEvans has been
directly involved incountering the threat from
international terrorism. In 2001, hewas
appointed totheSecurity Service's Manage­
ment Board as Director of international counter
terrorism - ten days before the 9/1 1 attacks on
the WorldTrade Center. He became Deputy
Director General to Dame Eliza Manningham­
Buller in2005 and will succeed her as Director­
General inApril 2007.

MrEvans has aCertificate in Company
Direction fromtheInstituteof Directors and is
49 years old.
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INTELliGENCE BRIEfS
McConnell approved as NEW US spy chief
WASHINGTON OC: Retired Navy Admiral Mike McConnell has beenappointed as President George W. Bush's
top intelligence adviser. Hebecomes the second US directorof national intelligence after succeeding John
Negroponte whom Bush hasnominated toserve as deputy secretary of state. Thepost was created after 9/
11 andtheNICdirectoroversees all 16 majorUSintelligenceagencies. McConnell, 63, is acareer military
intelligenceofficer. Heran the National SecurityAgency from1992to1996, and morerecently became
embroiled incontroversy over thedomestic spying programme.

President Bush has instructed America's newspy chieftoplace greater emphasis on recruitingmore staff
withthe languageskillsand cultural background tocollect informationonal-Qaida and its umbrella groups.
During theswearing-inceremony forretired Vice Admiral Mike McConnell, the President said the intelligence
communitystill needs significant improvements.

President Bush also instructedMcConnell tobetter integrateAmerica's intelligence agencies. Both McConnell
and the president touched upon a "persistent weakness inAmerican intelligence-gathering: adearth of
operatives who speak crucial languages, such as Arabicor Farsi."

McConnell also saidnew technologies and capabilities were needed tocollect and analyse intelligence
"becausetoday's threats move at increasingspeeds."

McConnell rose toprominenceas an intelligenceofficerduring the administrationof Bush's father, former
President GeorgeH. W. Bush, serving as a 1991Gulf WaradvisertoColin Powell, then chairman oftheJoint
ChiefsofStaff. McConnell has spent thepastdecade asaprivatesector consultant on military intelligence
and information operationswiththeconsultingfirm Booz AllenHamilton.

Iran's launchesnew intelligence network
TEHRAN: Iran 's Interior Ministry has set up anew intelligence-gathering directorate across the country,
accordingtothe semi-official daily newspaper Kayhan. Thereport said that the department had the taskof
gathering intelligence and distributing asecurity-relatedbulletinamongthe country's officials and
'governorates'. BrigadierGeneral MohammadNamjouyan, atopInterior Ministry official, saidthenetwork
had begun surveillanceoperations in17of the country's provinces. Namjouyan didnot disclose the
organisation 's name.

CIA interrogatorjailedover prisoner death
WASHINGTONDC: DavidPassaro, aformerCIA contractorwas
sentenced toeightyears inprison following the death ofa
suspected Taliban fighter inAfghanistan. Passaro, aSpecial Forces
medic, was convicted inAugust 2006 ofassaulting Abdul Wali
who later died ofhis injuries inJune 2003. According to
prosecutors, Wali's was beaten so badly during his interrogation
that he "pleadedtobe shot." PassaroworkedataUS military base
inAfghanistanthat repeatedly came under rocket attack. Wali was
aprime suspect inthe launchingof missiles against the base.
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r Bruce Cooper, a92-year-old
navy doctor, and the last
surviving member ofatop
secret British intelligence team,
has provided details ofadaring
and macabre WWII plan. Had
Germany overrun Britain's

strategic military Mediterranean base on
Gibraltar - asmall number ofmen would have
remained on the rock - buried alive inside an
opening called the 'Stay Behind Cave'. One of
those men was Cooper himself. The mission
called forasix-man team to radio intelligence
back to London about German shipping.r-"'"'lo. _

manoeuvres:-. -'--"'-'

A remarkable plan to bury British 'spies'in
the Rock of Gibraltar has resurfaced after
researchers interviewed a former member of
'Operation Tracer' - the naval intelligence
plan that would have allowed London to
monitor Nazi shipping manoeuvres in the
eVeRl the st ategically important British
outpost was overrun...





COURTESY: www.discovergibraltar.com

2006 their initial story was syndicated and
published by hundreds ofmedia outlets. "Not
all gave afair appraisal ofthe importanceof
Cooper's mission, but atleast now the story
isknown internationally," said Crone.

During his researches, Crone also located
intelligence files on Operation Tracer at the
National Archive and discovered references to
even more papers. "Unfortunately, and despite
the help ofadedicated research specialist,
these documents were never found," Crone
told Eye Spy (see editor's note) .

Tracer was never put towork and the opera­
tion shelved, but interestingly, Jim Crone notes
that other 'Tracer-type' missions existed: "It
was not until August 1943, with the pressure
on the new Eastern Front and the redeploy­
ment ofthe German Forces that it was decided
to put Operation Tracer on ice. The six
volunteers were stood down, the stores and
equipment removed and the chamber blocked
up. However, further records show that very
similar Tracer-type operations were planned
forMalta, Colombo, Trincomalee and Aden. It
isalmost certain that one was in operation
during the Suez crisis. Rumours suggest that
six man and two man operations were totake
place simultaneously, each not knowing the
existence ofthe other. "

The viewing apparatus had tobe carefully
positioned and large enough forthe two
watchers tobe able toseethe entire horizon

the Strait. It had been madevirtually
, undiscoverable forit was essential that no

entrance should remain once the two
volunteers had gone toearth.

Royal Navy ships in Gibraltar today

On the day ofhis arrival, Levick climbed to the
position selected and examined the amenities
which had been carefully chosen and as
carefully concealed. The location of the site
stood on the distant south face overlooking

Few would question the bravery and determi-
nation ofCooper and hiscolleagues. "I i the effect ofmost extraordinary hallucina-
suspect if we had gone tothe 'OP' [operations : lions.
room] and been discovered by the Germans,
we would probably have been shot," Cooper
told Crone.

The cave was actually 'rediscovered' in 1997
by the Gibraltar Diving Group and, part ofits
role revealed ayear later by Dennis Woods,
who had helped in its construction nearly 60
years ago. Inside the cave the water cistern
and the bicycle which powered both the air
conditioning and radios, were intact.

Knowledge ofthe secret site was also
mentioned years earlier by George Palao, a
local, though rather reclusive Gibraltar author.
An extract from his superb book - Gibraltar:
Our Forgotten Past, reveals why Surgeon­
Commander George Murray Levick was
chosen for this most daunting task:

The commander, who died in 1956, had been
the Medical Officer and Zoologist in Captain
Scott's last Antarctic expedition in 1910.
Recalled forwar service, he was aged 64
when early in 1941, he flew toGibraltar.
Levick's task, ofcourse, was survival. He had
once, he later mused, spent seven months
inside an igloo living on seal flesh, suffering

10 EYE SPY I S S U E 47, 2007



Surgeon-Commander George Murray Levick
worked with Scoll in Antarctica

from Algeciras across the Strait to Ceuta in
NorthAfrica, and yet small enough so that
they should not be detected from the outside.
The cave had been suitably enlarged with its

COURTESY: lAIWW.discovergibraltar.com

entrance hidden deep in the rockbeneath the
concrete emplacement of an existing gun
battery.

Atrailing aerial had been lowered down the
cliff-face through aviewing aperture and
successfully madenight transmissions to
London, much to the approval ofaRoyal
Signalsspecialist incommunication systems.

Theproblem of survivalwas very important,
for if the Germans had succeeded incaptur­
ing theRock or forcing its entire evacuating,
the wholenavalwarin theMediterranean
would havehung intheintelligence sentout
bythesetwofrai/lives.

OPERATION TRACER - FURTHER READING
Eye Spy would like tothank Jim Crone and Pete Jackson fortheir assistance inpreparation of
this feature. As an on-going and historically important military and intelligenceproject, Jim
would like to hear from anyone who has knowledge of the whereabouts of the document N.l.D.
001107/42, orany other documents or material relative to this subject. Readers can also
acquire much more information on Operation Tracer, photographs ofthe chamber and, an in­
depth audio interview with Dr Cooper by visiting Jim's splendid website:

LINKS: www.discovergibraltar.com

WARNING: Thesite ison Ministry of Defence property and cannot be
visited bythe public. It is also an offence to be inthe area.
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Austrian-born Communist
sympathiser Hildegarde Broda
recruited British atomic scien­

tist Alan Nunn May allowing
details of the Manhattan Project

to fall into Soviet hands

to his handler GRANT, theSoviet military
attache Colonel Zabotin. Gouzenko's approach
to the Canadian authorities signalled the
beginning ofthe end for Nunn May.

The files detail some of the careful planning
that went into M15 's handling of the case,
while trying not to upset theCanadians, warn

,

Intelligence files reveal identity of Soviet 'spyrecn
hilethename Alan Nunn May (right) issynonymous with atomic espionage - he passed
intelligenceon the Manhattan Project to the Soviets - it has always been amystery who
recruitedthe British scientist inthe first place. This secret, along with many more, has
finally been revealed aftermore than 50 years.The National Archive has released a
plethoraofMI5 and intelligence papers dealing with the spy - codenamed PRIMROSE.

Thecase is significant in that afurious United States imposed tough restrictions on its
sharing of atomic technologyand, ineffect, forced Britain to develop its own bomb.

Nunn May's espionage activities forthe Soviets were first drawn tothe attentionof theBritish authorities
when Russiandiplomatand KGB cipher expert IgorGouzenko, identified him tothe Canadian police as the
Soviet agent ALEX. On5 September 1945, Igorclaimed hehad evidenceofBritish spies. Some ofthis
information from Gouzenko resulted in NunnMay and Klaus Fuchs (another atomic spy) being interviewed
byM15.ALEX had been feeding information onthe atomic project and stolen samples ofprocessed uranium

12 E Y E S P }' J S S UE 4 7, 2 0 0 7



Uranium for 'Little Boy' atomic bomb (above) was enriched atthe Y-12Plant atOak Ridge,
Tennesseeforthe Manhattan Project (below)

At histrial , Nunn May saidhe didnot betray
the secrets for money, but toensure the >-

reveal his KGBhandler and equally as
important, how he was recruited. Itwas a
secret he chose totake to his grave in2003.

Beforethe security services could identify his
contacts, he was arrested for espionage. And
though his diaries provided useful notes, MIS
was unable to determine the identityofother
spies connected tothe 'spy ring '. Nunn May
was interrogated further, but still refused to

Igor Gouzenko - defected tothe West and
provided MI5 with details ofNunn May's

atomic espionage

When Nunn May returned tothe UK in
September 1945, MIS embarked upon a
covert surveillanceoperation that involved
monitoring Nunn May's every move. His mail
and telephone calls werealso intercepted.

research team atchalk River near Montreal,
Canada. In the latter partof1945, Nunn May
told his Soviet contacts thathis time in
Canada was comingtoanend. They asked
him for afinal favour - adetailed account of
the detonation ofthe first atomic bomb
detonation at Alamagordo, New Mexico, on 16
June, which hesubsequently provided.

The papers reveal that Nunn May, jailed in
1946 for his treachery, was almost certainly
recruited as aspy by his Austrian friend 's ex­
wife - Hildegarde Broda. From April to
November 1942, Nunn May worked with
physicist and Soviet spy Engelbert Broda on
the British 'TubeAlloys' atomic project atthe
Cavendish Laboratory inCambridge. In 1943,
he was sent overseas tothe Tube Alloys

the Russians that Gouzenko wasinCanadian
hands, or letNunnMayor his Londonhandler
know that they werebeing investigated. The
files also show the degreetowhich Kim Philby
was aware ofthe developing case, as much of
the Security Service communications with
Canada flowed through him atthe Secret
IntelligenceService (SIS/MI6).

r' after 50 years
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Klaus Fuchs was also identified as a Soviet
atomic spy by Igor Gouzenko

United States was not the world 's only nuclear
power. Inabrief statement he said: "The
whole affair was extremely painful to me and I
onlyembarked on it because I felt this was a
contribution I could make tothe safety of
mankind."

Although he was sentenced toten years hard
labour, he was released after serving just six
years inprison. Shortlythereafter, Nunn May
married Hildegarde, who by thistime had
divorced her husband. Itwas an important
clue not lost on MIS.

During his imprisonment, Nunn May was
interviewed by intelligence officer William

I Skardon in Wakefield Prison on 21 March
, 1949. Skardon attempted to befriend Nunn

May and coerce himinto identifying his
"Soviet friends." Itdidn't work. However, he
did tell theofficer that hewas recruited in

: England rather than inCanada, and that his
, recruiter was now "well out of [Skardon's]
reach." One file also includes correspondence
relatingtoafearedplot tosecure Nunn May's
escape fromWakefield Prison.

, The intelligence officers watching Nunn May
after his release, saidthereseemed tohave
been no inklingoftheweddingto Hildegarde
Broda priortotheweek oftheceremony - this
despite the watch on letters and phone calls

i and Skardon's meetings. The marriage took
, place in Cambridge on1 August 1953, and
triggered almost immediatespeculation that
theBrodas might have been implicated in
recruitingNunn May toespionage. The

! suggestion is made in the released files. In
Minute 898, for example, an MI5 officer wrote:
"Wefeel sure that Broda was engaged in
espionage during thewar, althoughwehave
no proof of it. I think therefore... Engelbert

, Broda might well have been the person who
recruited Nunn May. "

In 1961 Nunn May went towork inGhana.
While there hecarried out research into solid
state physics and created ascience museum

. in the country. Alan Nunn May died on 12
, January 2003 in Cambridge. He was 91. He is

survived by his wife, ason and astepson.

Igor Gouzenko died in1982, hisfinal resting
place an unmarked Canadian grave. In2003,

The 'prize' - 'ti ttle Boy'

Canadian Foreign Affairs officials tried to
prevent any dedication of the plaque marking
Gouzenko 's Ottawaapartment, lest it offend
thepost-Communist Russian government. In
contrast, British traitor KimPhilby, who fled to
Moscow in1963, and died in 1988, was given
aSoviet state funeral.

(J)
(jj
u
>­
(J)
UJ
I­a:
:::>oo

14 E } ' ESP}' ISS U E -I 7. 2 0 0 7



I
(J) .

EnR
+

~~U '__ .< K.

M INTElLIGENCE V

Three of many fascinating files released byMI5 to the
National Archive on Nunn May and his associates.
While the intelligence is certainly absorbing, the files
also reveal a great deal about M15's methodology

Fig 1. MI5 note the wedding of Nunn May and
Hildegarde Broda

Fig 2. The Security Service are fearful thatNunn May is contemplat­
ingfindingemployment overseas

Fig 3. The document thatall butproves it was Broda who helped the
KGB recruit theManhatlan Project scientist

CANADA INTELREACTS TO
DEFECTION OF GOUZENKO

The Gouzenko case awoke Canadians to the dark reality of
espionage and marked the beginning of the Cold War era
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durinl; tho nr, althoueh "0 ha no proof of it. " .

Engelbert IilOllA "u warlcing at the Ca.vendis/l Labor a t or;y, Cambrldto, •
whil e lllrnlf llA:! 1rIlJI there trOl:l April to NoV''''''ber 1942 b'!:tore he went to
Canada . Hildogarde EROIlA wu 1hing and working in London dl:%"ing tho
1Illolo of 19/.2. """NN l!A! r eturned to thi. cOWltry 1'1'0," Ca.'l&da. on the
17th SoptelOber l !1105 0:,,1 on tho lat Octol:er 19/.5 llROllA wrote aaJd.ne to
0 0<1 hi.. i n Cambridgo or London. According to "v:m )/"u'. diary h.
>rent to C&r.>bridge on the 16th-17th Octcber 1!/1.5 and .mn!iat other.
a"" llRODA. lXlCIl4 and llUNlf )LU' both !lad l unch witb XOlfARSlCI(PF .6 7192)
on t he V.th J ar.uary 1946. ,
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RCMP Superintendent
John Leopold (1890­
1952)was consid­
ered the foremost
authority on the

Communist Party, As
an inspector in

Ottawa, he was one
of thefirst RCMP

officers to interview
Igor Gouzenko

Thus, as thepost-warperiod gave
way to the Cold War, Canadian
security intelligenceoperations grew
in responsetothis new threat.

Gouzenko's revelations of
elaborate Soviet espionage
networks operating inCanada
ushered inthe modern era of
Canadian security intelligence.
Previously, the "communist
menace" had beenviewed by
authorities in terms of its threat to
the labour movement. Gouzenko's
informationshowed that the
Soviets of the day were interested
in more than cultivating disaf­
fected workers: they were intent
on acquiring military, scientific,
and technological information by
whatever means available tothem.
Such knowledge had become the
key toadvancement, and the
Soviets intended to progress.
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Ironically her downfall came just weeks later on
11 November. Mohnhaupt was unaware that anti­
terrorist officers had discovered an RAF arms
cashe buried inwoods near Frankfurt. Officers
from Germany's elite GSG9 had the area under
surveillance. Mohnhaupt was arrested with her
colleague Adelheid Schulz as they attempted to
recover fresh weapons and explosives fortheir
next operation. Her arrest was amassive blow to
the RAF (as she had become almost as impor­
tant to her RAF 'generation' as Gudrun Ensslin
and Andreas Baader had been to theirs).

NOT A PARDON

Hanns-Martin Schleyer· before he was
murdered by Red Army Faction terrorists

Following Mohnhaupt's arrest the RAF continued
! tooperate but its power had been greatly

diminished. In 1998, a communique was sent to
! Reuters declaring the RAF had 'officially
, disbanded'.

In court Mohnhaupt was given five life sentences
plus an additional 15years. Throughout her
incarnation, she has expressed no remorse, nor
has she ever issued acomment on her life of

: crime. That, however may change on 27 March
! 2007 - when she is due tobe freed.

Another Baader-Meinhof terrorist, Christian Klar
isalso likely tobe freed. In 2003 he wrote: "I
understand the feelings ofthe victims and regret

. the suffering ofthese people. " Klar, 54, has been
described as the 'cold implementer' ofthe RAE

The German government has stressed
Mohnhaupt's release is not a "pardon", but a
reflection ofsenior officials assessments that
"sheposed no further threat topublic safety."

, Not everyone isso supportive ofthe move.
I Gunther Beckstein, the Bavarian interior minister,

said: "It leaves aclear feeling ofunease that with
, this decision, aserious criminal will be freed who
! has never regretted her crimes and has done
. nothing tohelp completely explain them, or
i shared her information about others involved."

: Intelligence watchers note that Mohnhaupt's
I release coincides with the 30th anniversary of
] the 'GermanAutumn'.

Andreas Baader

AleftistFrench newspaper had received a letter
telling ofSchleyer's demise. "After forty-three
days, we have ended Hanns-Martin Schleyer's
miserable and corrupt existence." Attached to
the letter was anote that guided the police toa
green Audi with Bad Homburg plates inthe rue
Charles Peguy inMulhouse, France.

Mohnhaupt's attempt to force the release ofa
number ofhigh-ranking terrorists had all but
failed. And when news ofthe Mogadishu incident
reached Mohnhaupt's colleagues inStammheim
Prison, several prisoners chose tocommit
suicide. On 18 October - later dubbed 'Death
Night' RAF leaders, Andreas Baader and Jan-Carl
Raspe shot themselves with asmuggled firearm.
Gudrun Ensslin hanged herself and Irmgard
Moller stabbed herself four times inthe chest
with astolen knife. Moller survived and later
denied she stabbed herself.

Intelligence watchers note that
Mohnhaupt's release coincides with

the 30th anniversary of the
'GermanAutumn'

'DEATH NIGHT'

Sadly, the next day, Schleyer's body was
discovered inthe boot ofacar inFrance - he had
been shot three times inthe head inawooded
area nearby. Mohnhaupt had apparently decided

, to take revenge forthe RAF deaths.

Mohnhaupt was aseasoned terrorist who had
already served aprison sentence forterrorist
offences. In1981 she plotted tokill NATO
General Frederick J. Kroesen. On 5 September
that year, as Kroesen and his wife drove towards
the US Army's European headquarters at
Heidelberg, terrorists fired two Soviet-made

rocket-propelled
grenades athis
armourplated
vehicle. Amazingly
though one
projectile landed in

• the car and
exploded, Kroesen
suffered only minor
cuts. The US
military escort
vehicle pulled up
and the police

searched the area. The assailants escaped
immediately after the attack. Police discovered a

I Soviet-made bazooka, asmall tent, sleeping
i bags and provlslons as well as wireless radio

equipment. The Red Army Faction immediately
claimed responsibility forthe attempted

. assassination. Later inSeptember, investigating
authorities announced that through fingerprint
analysis it had been determined that Mohnhaupt
was involved inthe attack on the general. Itwas
the tenth RAF attack on NATO facilities and
personnel in1981 .

Yemen where they murdered the pilot, JOrgen
Schumann. The co-pilot was forced toflyto
Mogadishu, the capital ofSomalia.

When the aircraft landed inMogadishu, it was
quickly followed by the German officers.
Moments later they stormed the Lufthansa
airliner. All but one ofthe hostage-takers was
killed. The were no civilian fatalities.

Ulrike Meinhof Retusche

Unbeknown to the hijackers, German intelligence
had organised ajet aircraft to track the airliner.
Inside were elite anti-terrorist officers.
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t'soften been said that had the intell igence
world stopped rogue nuclear scientistA. Q.
Kahn plyinghistrade, then Iranwouldstill be
several years away from producing anuclear
bomb. As it is,Tehran couldtest fire asmall
device within 12months. Kahnearned his
apprenticeship in Europe and soondiscov-

ered there was an underground market keen to
acquire his 'goods'. Since the downfall of the 'A.
Q. Network', investigators have found his
fingerprints onmany ashadowy deal - and that
includes providing the blue prints forfacilities
and weapons.

psychological effects of the use of nuclear
materials.

Frighteningly, ordinary villains are discovering
that the sellingof instruments and radioactive
substancescanbeprofitable. But just who are
thebuyers? Unawareof thedangers, some
characters are travelling thousands ofmileswith

deadly products tucked away inbags and
containers - and even on their person. The
intelligence world recognise thatit's unlikely a
terrorist group could ever buildthebomb (though
they could acquire one). But agencies do fearthe
threat ofa 'dirty radiological bomb' - acontainer,
box orbag packed with radioactivematerials that
is allowed access tothe air via asmall explosion.



GRAPHIC: SANDIA
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British troops search atanker in the Gulf Sea suspected 01
carrying illegal oil. Analysts believe material lor a dirty bomb

could easily be secreted on hundreds 01 rogue vessels and
carried to the West

: But it's not just the 'dirty bomb' sellers who
could be caught out. The programme examines
other intelligence well enough to ~

· system, however,
; relies heavily on the

cooperation of all
: countries, inthat the

data (intelligence)
must be provided for
by the intelligence
world, police and the
IAEA. With the data in

: hand, asimulation
programme is run that
can track illicittrade in

· fissile and nonfissile
· radiological material. What's
: more, the programme can help

determine where the material actually
originated from. It'snot too dissimilar to
geographical profiling acrime.

Tracking the illegal movement of radioactive
materials isextremely difficult, but it could help
prevent amajor catastrophe. Therefore, if a
system could be enabled that follows the 'trade
route ' from seller tobuyer, the intelligenceworld
may have an insight into what isoccurring and
adopt procedures to shut down the operation.
Researchers atSandia - National Nuclear
Security Administration laboratory, believe they
have found asolution toatleast part ofthe
problem - acomputer simulation that monitors
traffic incontraband nuclear material. The

In aclosed environ­
ment the damage ­
over time - would be
significant. If exploded
inabusiness area
such as Wall Street in
New York orthe City in
London, the financial
implications would be
disastrous. It'sone
reason why the

A. Q. Kahn intelligence services
and police must work

together on stopping the rogue nuclear traders.



ACustoms agent questions a man driving
across a border in a mock exercise set up to

imitate an actual seizure of radioactive
material ata border crossing in Bulgaria. The
Bulgarian border agents found the radioactive

material after interviewing the smuggler,
noticing that he acted strangely and finding

suspicious paperwork in his vehicle.

I
I

I York presented his results atthe International
Safeguards Conference sponsored bythe United

information about nuclearmaterial traffic is
, classified. Researchers believe this istoprevent
i embarrassment to countries through which a

nuclear weapon orthe materials to fabricate a
weapon may have passed.

"The number of incidents and
the quantity and quality of
material seized is disturbing,"
York says, "particularly
because this may represent a
small percentage of the actual
amount of material being
trafficked. "

The situation may be worse
than it appears because much

In the Kahn analysis, York generated
: an analysis of networked routes

indicative ofanuclear trafficking
scheme between countries. In several
verified incidents, inspectors seized
uranium enriched to80 percent, as well
as dual-use items indicative ofsmall-scale

· development of crude nuclear devices.

on aknown past event is one
, accepted means ofestablishing the

programme's validity.

York collected and collated data from 800 open-
: source incidents from 1992 to the present, along
· with the movement of dual-use items like
· beryllium and zirconium. He plotted the incidents
· on ageographic information system (GIS)
, software platform and came

up with anetwork ofcountries
and routes between countries
indicative ofan illicit nuclear
and radiological trafficking
scheme.

predict who is building the next nuclear weapon
and where they are doing it.This isdone "by
using acluster analysis algorithm coded into a
programme," said Sandia researcher David York.
"I evaluated those traffic patterns and routes in
which thefts, seizures, and destinations of
materials were reported. "

TheUnited Nations are supportive of the
research, but does the programme work? To test
theprogramme, data from the A. Q. Kahn
network was entered into the computer. "Itwas
enough to allow me to retrospectively depict the
A. Q. Kahn network before it was uncovered,"
said York.

Cluster analyses link data ofcommon place,
time, ormaterial. Testing acomputer simulation
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"It's obvious that
terrorism provides a

natural outlet for
criminals and

'cnencers' to sell
bits of radioactive
material that come

their way"

Nation's International Atomic Energy Agency
(IAEA) inVienna, Austria. He has also been
invited topresent his methods and conclusions
to the European Union's IllicitTrafficking Working
Group atthe June 2007 meeting of the IAEA.

York explained how the method works: "One
begins by conducting cluster analyses on the
GIS platform formaterial oractivitysimilar tothe
incident inquestion. This gives the analyst an
idea ofcorridors used bypotential smugglers. It
also indicates where the material might have
come from and where it is," says York. "If the
trafficker has only acertain amount oftime to
reachadestination and you have that informa­
tion, one can ask what is the shortest route from
point Atopoint B, orfind majorhighways
needed to accommodate alargeshipment."

For the tool to be effective, "enough information
must be collected under acooperative interna­
tional framework, " York says. "Then information
must be analysed to separate patterns from
noise, essentially creating intelligence."

Countries that re-usenuclear fuel through
reprocessing can create and ship dangerous
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materials that previously were confined tothe
more industrialised world.

"We'retrying to develop amarket niche forthis
kind oftracking programme," says Sandia
manager Gary Rochau, "and I think we're ahead
ofeveryone's headlights."

The method can be used totrack other materials,
such as drugs. "Wehave a lotof interest from a
lotofagencies," says Rochau.

SUMMARY

Many intelligence services fear that criminal
gangs, recognisingthe lucrative market for
peddling radioactive materials, will eventually
seek terrorist contacts to sell their goods. This
will inevitably require a 'pooling of resources' by
the security services. "It's obvious that terrorism
provides a natural outlet forcriminals and
'chancers' to sell bitsof radioactive material that
come their way," an Eye Spy source said. "This
means that all thesecurity services, from local

policemen to senior intelligence analysts will be
required to submit information on 'radioactive
trading'. Few intelligence heads speak about the
possibilityofa 'dirty bomb' attack, though the
head of MIS, speaking just afew months ago,
said it was a "real probability."

It'snot an ideal situation forthe authorities, but
the Sandia system iscertainly astep inthe right
direction, if it issupported atmost levels, and on
an international scale.

«w«
~
2
...J«o
o
>­
(f)
W
I­
0::
::J
oo

23



EYE Spy TRAOE BOOKS
EYE SPY SPECIALIST BOOKS AND MANUALS FOR ALL ASPECTS OF....INTELLIGENCE. ESPIONAGE. SECURITY

• SURVEILLANCE • SAFETY • DETECTION • EQUIPMENT • FORENSICS • COUNTERSURVEILLANCE • MILITARY TRAINING

For detailed informationon these and many more titles go to www.eyespymag .com
All prices shown include postage and packing • Includes airmail delivery to USA, Europe and Rest of World

Use order form on page 82- orgotowww.eyespymag.com ortelephone direct UK01756770199

101 '
110I;

cryp!~
1010' ~~-

FBI GUIDEto
concealable weapons.

Packed with photos.
SOftback 86pp

ES966£18.00 $25.00

J ohn Sample

METHODS OF DISGUISl;
Revised and expanded

edition.
SOftback 258pp

ES1194£19.99 $17.95

USNCANADA 877 309 9243 (TOLL FREE)

WOllIONG INA WAA ZONE
Cashing-In safely afte r

the shooting stops.
SOftback 184pp

ES875£17.50 $34 .00

QUICKAND DIRTY GUIDE
TOlWlNING

lANGUAGESFAST
SOftback I 76pp

ES1018£20.00 $37.99

ADVANCED
SUIMIUANCE compete
Manualof Surveillance

Training. SOftback 400pp
ES712 £24.99 $40.00

HAVE PASSPORT
WIll TRAVEL

VItalguide to travelling
and working abroad.

SOftback 116pp
E51199 £18.00 $18.00

SECRETS OF STREET
SURVIVAl. Staying alive In

a c Mlian warzone .
SOftback 400pp

ES809£29.99 $50.00

DONTBUG ME
Thel at est High-Tech Spy

MethOds
SOftback I 52pp

ESlOOS£22.95 $45.00

EXTREME SURVIVAL
ALMANACEverythingyou

need to know
SOftback 480pp

ES1093 £50.00 $56.00

SURREI'IT110US ENTRY
Governm ent breaking

and entering operations.
SOftba ck 208pp

ES1151 £25.00 $30.00

COMMUNICATIONS FOR
SURVIVAL AND
SELF-RELIANCE

SOftback 216pp
ES1096£30.00 $35.00

HOME SECURITY How to STOPPING SUIC1llE PRIVATE INVESTIGATORS 101 SPI'GADGETS WORLD 5 SPfCIALFORCES BIG BOOKOF SECRET SURVIVAL DRMNG DO ITYOURSl;LF MEDICINE THE SPI'5 GUIDE:
select loess and alarms ATTACKERS Secrets Of an HANDBOOK Build your ownspy encvccceoc of special HIDING PlACES Staying alive on the How to find and use the OFFICE ESPIONAGE
for your home/busloess. Israelicounterterrorist. How to find out anything equipment. forces, air, sea, land . Top tips to hide your world s most dangerous mosteffective drugs Professionaltips.

soncock 128pp SOftback 128pp on anybody. 192pp SOftback 259pp Hardback 255pp voIoobIes. Softback 124pp roods. SOftback 160pp SOftback 128pp SOftback I 70pp
ES988 £22.99 $32.00 ES865£20.00 $38.50 ES813 9.99 $25.00 ES1183£18.00 $38.00 ES886 £28.00 $55.00 ES1196 £20.00 $20.00 ES1197 £24.00 $25.00 ES1095 £20.00 $23.00 ES722£12.00 $20.00

M~' SNIPER-Digital
Prh'acy ,/'" """" \

~
DIGITAl PIRACY THE ULTIMATE SNIPER LMNG INTROUBLED LANDS MODERNFRAUDS AND LMNG WITHTERRORISM ELECTRONIC CIRCUITS SCANNER MOIlIfICAI1OHS PISCHOOL: HOWTO BE HOWTO HIDEANYTHING

A guide to computer Advanced training for BeatIng the Terrorist Threat CON GAMES SurvivalLessons From the AND SECRETS old-

__
A PRIVATE INVESTIGATOR Loom how to COI"lSfn.K:t

security.Essentialtips. military and police. Overseas Loom the secrets. Streets of Jerusalem fashioned spy - bugs and Modifying equipment. SOftback 112pp cJozens of hiding places
Softbock Huge soreoce 543pp Softcover 192pp SOftback I 78pp Softback more. Softback 128pp SOftback 176pp ES1072 £19.00 $25.00 SOftback 120pp

ES1003 £25.00 $50.00 ES965£50.00 $70 .00 ESI113 £21.00 /$35 .00 ES1200 £14.99 $17.50 ESl116 £19.00 $30.00 ES908£22.99 $40 .00 ES91 0 £18.00 $35.00 ESI117 £16.00 $26.00

24 EYE S P Y ISS U E 4 7 . 2 00 6



!HE PHONE BOOK
StopeovesdroppelS.

telephone bugs. pOO'1e
call fraud and more

Softback 280pp
ES858 £30.00 $60.00

lOLLOR GETlOLLED
l.ongest-seIlrg tlOOl< on
close comba1 h history.

Sof1bock 420pp
ES889 £45.99 $80.00

RANGER HANDBOOK
US kmy Range r.

Rare small manua l.
Softback 448pp

ES81 0 £26.00 $48.00

THE WHOlE SI'rCATALOG
EvefYlNng\OJ reed 10
knowabout esp;oroge.

Softback 448pp
ES886£35.00 $55.00

$AS SURVIVAl HANDBOOK
Survtve In any climat e.

land orsea
Softback 576pp

ES830£24.00 $45.00

MAJa EMTAlJ(
PrInciples of m ilita ry

h tenogatiOn. Professaol
guide . Soflbock BOpp
ES890£17.99 $35.00

AfFORDABLE SECURIlY
SurviveIn any c limat e.

land orsea.
Huge Softback 3D2pp
ES830 £24.00 $45.00

SURVEILlANCE
COUNTtRMEASURES

Delecting. EMJdIrg ond
enduring ttveots. l 80pp
ES835£29_99$48.00

HOW TO MAKE$100,000
a yearos a prtvote

Investigofo<
Softback 128pp

ES857£21.50 $40.00

MORE BENCH·TESTEO

CIRCUITS

MORE BENCH-lISTED
cIRCum IrvlovotIve

designs 10<surveillonce
tee ns, Softback 72pp
ES909 £19.99 $38.00

SAlILLITE IMAGERY
How to use and profit
from satellite photos

Lorge Softback 20Dpp
ES1169£28.00 $29.99

SPECIAL FORCES
GuerrIllawotcre rnonu<:ll
fa successflJ operations .

Softback 248pp
ES912£22.99 $42.00

$CANNER ANDSECRET
FREQUENCIES

All \OJ reed 10 know
Softback 314pp

ES967 £25.00 $38.00

lICHN!QUfSOf SECRET
WARFARE Complete

manual of ISldercover
oPe<otions 174pp

ES1201 £14.95 $14.95

SCOUT/SNIPER TRAINING
MANUAl Product of US

Marine Corps
Softback 576pp

ES959 £29.99 $40.00

DISGUISE ltCHNIQUES
FooloUof the people

some of the time.
Softback 82pp

ES962 £18.000 $28.00

IENCH-ltSlED CIIlCIrn
for countersurvelilonce

technicians.
scntoce 128pp

ES824£15.00 $32.00

COMBAT N URBAN N1EAS
Ground operations In

urban settings.
Softback 312pp

ES888 £29.99 $58.00

SECRETS Of COMl'IIlBl
ESI'lON.OG£

Toctlcsand counter·
measures. Sottbock

ES790 £25.00 $46.00

DON T BE A VICTlMI ­
How to protect yOUrsetf
from fraud, hoaxesand
scoms . Sottbock 143pp
ES1 202 £14.99 $15.00

B008YTllAP
IDENTIFICATION

1le5ponse!MJe fa law
eucce-reotoesc-rec

Softback 80pp
ES876£20.00 $38.00

HOMEWORKSHOP SPY
soooewcrefOf the
sef10uS hobby1st.
Softback 1D4pp

ES856 £24.50 $48.00

IOWNG ZONE
A orcresscoo s guide to
preventingombuSheS.

Softback 240pp
ES960£25.00 $40.00

!HE MODERN
BOOYGAURD

No I best-sejer
Softback 330pp

ES1 213 £2S.00 $50.00

!HE ART Of INTRUSION
Exploits01bookers.

hlnJders. deceivers .
HordbOCk 270pp

ES1215£21.00 $45.00

mTOAGHT
Complete ma nual of

Intense tra ining tor
com bat .

Softback 183pp
ES654 £18.00 $30.00

SURVIVING lIRRORISM
Pocked wtth essentlolnps

andocMce.
Softback 86pp

ES971 £12.50 $18.00

$AS SELf.OEFENCE
HANDBOOK

Complete guide to
unarmed combat.

Softback 24Qpp
ES831 £29.99 $48.00

E YE S PY I S S U E 47 . 2006 25





REEN
Despite calls to stop the project, the Australian
Government say it is an important addition to
the country's intelligence gathering capabilities.

ECHELON

The ECHELON system allows its primary users ­
USA, Great Britain, New Zealand, Australia and
Canada, totrack millions ofmessages (land,
cell and satellite telephone calls, e-mails, faxes,
etc) automatically. Established bythe USA and
UK, its initial purpose was primarily the intercep­
tion of intelligence traffic linked tonuclear
defence. At the height ofthe Cold War, ECH­
ELON monitored Soviet military and diplomatic
communications and helped the West predict
Soviet intentions.

The intercepted signals are routed to some of
the world's most powerful computers and
ultimately into asystem dubbed 'TheDiction­
ary'. Here vital intelligence is 'lifted' and
analysed. Sceptics claimECHELON 'listens' and
records every conversation and intercepts
billions ofmessages send via the Internet. ~

SON ON STAR WARS
MISSILE INTERCEPT PROGRAMME SET
FOR POLAND AND CZECH REPUBLIC
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However, this is far fromthe truth and too
simplistic. Even today's powerful computers
could not cope with theamount of retrieved data.
Intelligence sources say computers are only
alerted if they identify 'key words'.

Thecomplex satellite arrangement canalso be
selectively used in areas across the globe. In
recent times, terrorist organisations aware ofthe
system's capability, have started to use
codewords in an attempt todefeat ECHELON.
Since this is simply replacing words, phrases
and even entire letters, it has lifted codebreaking
toanew level - fully integrated into ECHELON. It
is believed the new Geraldton facility will also be
used in anti-terroristoperations.

ACCESS

Unbeknown to many of its opponents, non­
participating countries aregiven access tothe
system. Amore recentexamplewas Spain.
Following the Madrid bombings, Spanish
intelligence used ECHELON totrack down a
number of people suspected ofplanting the train

SWEDEN SET T(
AL-QAIDA SLEEPER CELLS
FORCE PASSIVE NATION TO AC-

STOCKHOLM: Sweden's government is set
toapprove acontentious plan that will allow
adefense intelligence agency to intercept
foreign e-mail traffic and phone calls
entering its borders. The move is in response
to intelligence concerns that al-Oaida has a
presence inthe Scandinavian country.

Critics say the programme, likened tothat
produced inthe United States following 9/11 ,
is "too harsh." However, officials say only a
"fractionofthe electronic communications
will be affected. "

The programme would be runbythe
National Defence Radio Establishment
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NTERCEPT ELECTRONICTRAFFIC
tank. "Weare crossing avery fundamental
border."

Sweden's security police, SAPO, has hinted
that personal integrity could "suffer." Never­
theless, the programme is set to be green­
lighted later this year.

Two of the most famous communications facilities in the world - top Pine Gap (Australia),
below RAF Menwith Hill (UK)

significant reasonforthe move. Interestingly,
Sweden's highly respected agency, already
has the power tomonitor airborne signals,
such as radio and satellite traffic.

Critics note, however, that quite often an e­
mail is 'copied in'toaperson who may be in
aforeign country. "They'regoing from fishing
with ahook tofishing with anet," said Par
Strom, aspokesman forThe New Welfare
Foundation, a left-wing civil liberties think

"This isabout mapping situations so that we
inSweden will be able tofulfil what is one of
the most central tasks foragovernment:
protecting the country and its own citizens, "
Defense Minister Mikael Odenberg said. Local
calls made in-landwill be filtered out ofthe
intercept system.

• Australian Defence Minister, Brendan Nelson,
confirmed talks were in progress with the US
Defence Department relating toanew US
groundstation forAmerica's Mobile User
ObjectiveSystem (part ofthe defence shield) .

PINEGAP

Pine Gap, orthe Jolnt Defence Space Re­
search Facility Pine Gap' as it isofficially
known (JDFPG) , is acombined US/Austral ian
defence facility whose function istosupport
the national security ofboth Australia and the
United States. It iseasily the most famous 'spy
base' in the southern hemisphere. The base is
manned by about 1,000 people, including
employees ofvarious defence agencies, the
Central Intelligence Agency, the National
Reconnaissance Office and Australian citizens.
Originally code-named MERINO, it is the
ground station forasatellite network that
receives data from anumber ofgeostationary
SIGINT satellites. The facility currently includes
adozen radomes, a5,600 square metre
computer room, and 20 service and support
buildings. Two of its ground antenna are part
ofthe US Defense Satellite Communications
System. Pine Gap also provides earlymissile
launch warning forAsia and the Middle East.

bombs. In this case investigators monitored
cell phone communications leadingtothe
arrest ofdozens of people.

Today ECHELON has become avitally impor­
tant tool inthe battle against al-Qaida and other
terror groups, though it also used against
organised international crime gangs.

Forsvarets radioanstalt (FRA) , and isnot too
dissimilar to ECHELON, whereby specialist
software will "datamine" forsensitive words,
phrases and probably images. At present, the
NDRE requires awarrant to instigatean
electronic search, but sources say there isa
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Order code:
TX-RVS UK ~30.00

USA $35.00
ROW~35.00

SAVE MONEY WITH YOUR
EYE SPY

SUBSCmPTIO CARD



PRICE ALSO INCLUDES SHIPPING/POSTAGEAND PACKING TO ALL COUNTRIES

I

ca lculator
mooe/may
be different

to that
displayed ­

bUt ot equal
qua lify!

UK model

please state which
model you require

Order code: LH-1
UK£195.00 US $350.00

MAINS-COUBLE
S O C K E T

TRANSMITTER

Using the identical UHF
transmitter as the LH-1 [left ],

but inside is a tully working
mains socket . This unit is ideal
for permanent applications ­

easy to install.
Continuous 24-hour-operat ion.

Range 850ft

Order code:
LS-TX-4 UK
£195.00

U H F C A LC U LA T O R
T RANS M IT T E R

Working desk calculator con­
ceals a t iny UHF t ransmitter. The

unit can be left in an office
environment wit hout raising any
suspicion . Range 850ft. Battery

life of 15 hours. Use with any
Eye Spy UHF receiver.

Orde r code: LS·TX-6
UK£195.00 US $350.00

UK A NC USA
PORTABLE MAINS­

COUBLE P L U G ACAP­
TOR TRA NSMITTER

A conventional fully mains-working double
plug adaptor. Inside is a tiny UHF transmitter

which becomes active and powered when
plugged in. 24-hour-a-day transmission. No
batteries needed just plug into any socket .

Minimum range 850ft.
Sound pick-up - superb .

Use with any Eye Spy UHF receiver.

Powered by one
internal AM

battery - easily
replaced. Transmis­

sion range 1000 ft

Stylish, tough - black painted
Br itish-made UHF room bug used
by operat ives in the trade. Simply
switch on and the device immedi­
ately starts to transmit. It's small
size and strong casing means it
can be concealed in a multitude
of locat ions. Oevice comes with

an additional screw-in aerial
for increased transmis­

sion.

WARNING: Some of the products adver tised in this
magazine may be illegal to operate in your country.

Please familiar ise yours elf with the law as it affects you.

FOR OUR FULL RAN GE O F TRANSMITTERS
A NO RECEIVERS VISIT www.eyespymag.com

UHF ROOM OR BOOY WORN
l..-ofI~"""" TRANSM IT T E R

Tiny room or bodyworn
transmitter with

excellent pick-up. Unit €
simply attaches to a

9V battery. Easily
concealed. Transmission

range 10 00ft

Order code : HL1 UK £190.00 US $350.00

Order Code:
LSSKR

UK £180.00
USA$330 .00
ROW £190.00

With a range upto 650 metres,
th is remarkable bug can be left
in offices, vehicles or just about
anywhere! Use with any of our

UHF rece ivers.
Sound pick-up - excellent .

Order code: LH·PENUHF
£250.00 $390.00

HIGH QUALITY
UHF PEN

TRANSMITTER

UHF KEY RING
TRANSMITTER
Ready to use in one second ­

Eye Spy's key r ing UHF t ransmit­
te r requires the use of just one

3V lit hium battery [included).
Simply open the case, pop the

battery in, and it starts
transmitti ng immediately.--..

High quality tully functioning
executive ballpoint pen conceals
an ultra-miniature UHF transmit­
ter. Capable of detecting voices
and sounds within five metres;
transmits 80 metres. Ideal for

close range surveillance and
'next room' monitor ing. Left on a

desk for example, the pen will
transmit cont inuously for up to 6

hours. Supplied with battery.
Power : Two silver oxide batteries.

Built-in antenna. Weighs just
300gm.

EYE Spy SHOP
PROFESSIONAL
Professional surveillance and espionage equipment available from Eye Spy. Check
out our new range of products on: w w w . eye spy mag . com

TRANSMITTERS &RECEIVERS
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1a·CHANN EL UHF
RECEIVER AND

TRANSMITTER KIT

Stunning quality. New minimum
range - 100Oft. Use with any of

our UHF receivers
Order Code: LS-CCT UK£195 .00

USA $350.00 ROW £199 .00

This room transmitter and receiver
[metal cased) kit is ready to use in
seconds. Included in the set is Eye
Spy's new t iny room transmitter

[HL1 UK see left). our high quality
10-channel receiver, and a profes­

sional set of earphones for discreet
listen ing. Receiver accepts any

record ing device.

Order Code: H·LSET UK£345.00 US$600 .00

WORKING MAINS EXTENSION
TRANSMITTER

EVE SPV 'CREDIT CARD'
TRANSMITTER

This remarkable UHF transmitte r
is only 3mm thick and can be
slipped in the side of a wallet ,

file, folder or pocket . It also has
the advantage of voice activated
transmission. Battery operated

[included)

Eye Spy's extension socket bug is ideal for any environment, but
especially those where there is a need for mult iple sockets.

Powered by mains electricity this UHF transmitter has a sensit ive
microphone and a 100- 120 met re range .

UKONLY£285.00 Order code: RV·EEB

The transmitter is of the highest quality and very sensit ive to sound.
Unit comes in tough durable carry case. Powered by one 9V

batte ry. Transmitter range 1000ft.

Once connected to a computer th is smart transmitter mouse
immediately becomes act ive. Unit will work on any compute r. Simply
replace exist ing mouse. Ideal for covert recording in office or home.
100-120 metre range. Requires no additional wiring.

UK£299.00 USA $550.00 ROW: £315.00
Order code: RV-MT
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THf DAISlfS Will BlOOM TONIGHT
TRUE GREAT - VIRGINIA HALL HONOURED

V
irginiaHall, the OSS/SOE
agent who worked behind
enemy lines in France
during WWII, was honoured
belatedly forher bravery by

the French Ambassador, Jean-David
Levitte, and the British Ambassador,
Sir David Manning, atthe French
Embassy residence inWashington
DC. The crowded affair was attended
byOSS and CIA representatives and
byHall 's Baltimore relatives. Her
niece, Lorna Catling, received the
awards forher aunt who died in1982
aged 78.

Amessage from Jacques Chriac,
president ofthe French Republic was
read bythe French ambassador.
Chirac wrote: "Virginia Hall was atrue
hero ofthe French Resistance. Her
indomitable bravery, her exceptional
selflessness, her staunch determina­
tion , and her talents as aleader and
organiser contributed greatly tothe
liberation ofFrance.

Lorna Carling and French
Ambassador Jean-David Levitte

"On behalf ofthe comrades ofthe
Resistance, on behalf ofthe French
combatants, and on behalf ofall of
France, I want to tell her families and
friends that France will never forget
this American friend who risked her
life to save our country."

Hall had been awarded the French
Croix de Guerre avac Pa/me. She was
also the first civilian woman to receive
the US Distinguished Service Cross,
which General William Donovan
presented to her in1945. She was
also presented with Britain's Order of

Virginia Hall

the British Empire. The certificate that
went with her order sat inavault in
London formorethan 50years
because the British government was
unable to locate her. The certificate,
signed byKing George VI and his
mother, Queen Mary, was also
presented toher niece atthe
reception.

The British ambassador described
Hall's work withthe British SOE and
said, inpresenting the Royal Warrant:
"I am delighted tobe able to present
the warrant to Mrs Catling in
celebration ofVirginia Hall 's outstand­
ing achievements during her service
forBritish intelligence."

Apainting of Hall bynoted portraitist
Jeffrey WBass, was also unveiled.
Bass's commissioned works include
former president George HWBush.
The Hall painting will be donated to the
CIA historical artcollection. While the
artist has not yet selected atitle,
under consideration isthe coded radio
message: Les marguerites f1euriront
ce soir (The daisies will bloom
tonight) signifying amessage from
London to inform Hall that war
material would arrive atadesignated
drop zone that same night.

COURTESY OSS SOCIETY
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n late February 2007, ateam ofsenior
police and intelligence officials from
Moscow travelled to London carrying vital
clues concerning the death offormer FSB
officer Aleksander Litvinenko. Afierce critic
ofthe Kremlin, Litvinenko was poisoned
with radioactive Polonium-21 0 inLondon

and died 23 November 2006. The Russian
team, reportedly headed by an official from the
Russian Prosecutor's Office, were taken to
various locations inLondon and allowed to
question about 100 witnesses. This has not
been confirmed by Scotland Yard. It's under­
stood an even larger Russian delegation may
visit London inthe coming months. British
investigators were present in Moscow in
December when Russian police interviewed
Andrei Lugovoi and Dmitry Kovtun. Both these
Russian businessmen met with Litvinenko in
London on 1 November just hours before he
fell ill.

In adeathbed statement, Litvinenko accused
Russian President Vladimir Putin ofbeing
behind his poisoning.

One man who has finally broken his silence is
London-based Russian billionaire Boris
Berezovsky. Litvinenko was aformer
Berezovsky bodyguard and once accused the
Kremlin ofordering his assassination.
Berezovsky told BBG's Newsnight that his
"friend" [Litvinenko] said Lugovoi was involved
with his poisoning. Berezovsky said Litvinenko
had told him: '''Boris, I want to tell you one very
important thing... I think that Lugovoi is
involved inmy polsoninq."

Lugovoi has blasted the British media over
what he believes isa "witch-hunt" because ofa
lack ofevidence. "This is all lies, provocation
and government propaganda by the United
Kingdom," he said. "They are trying to make up
fortheir weak hand."

By sending an official delegation to London,
Moscow isgistancing itself over accusations
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been made about any change ofmy status ever
since. I stress that I remain awitness inthe
Litvinenko case, and all the rest is alie.

Dmitry Kovtun was asked about the quote
allegedly made by former KGB agent Oleg
Gordievsky, who defected to Britain. This
relates to reports of an unidentified Asiatic man
who accompanied Kovtun when he arrived in
London. "I've heard about this version," said
Kovtun. "But exclusively foryour channell am
going to break the news: I was not alone. Apart
from me and the crew, there were some 15 to
20 other passengers. It's quite possible there
was aman ofAsian descent. But if, according
tothe British press reports , this Asian man
landed atHeathrow airport, all the rest ofthe
passengers, including myself, arrived at
Gatwick. As forOleg Gordievsky, all ofwhat he
says is nonsense. The only reliable source can
be Scotland Yard. But the investigation didn't
issue any statement. Everything that
Gordievsky shares with the British media he
reads inDutch and German newspapers, and
he admitted it himself inone ofhis interviews."

The men were then asked if they would return
toBritain inorder tohelp further Scotland Yard
investigators. Dmitry Kovtun said: "Wewill
think about this. I am not ready togive any
answer. The answer will come later, it will
depend on where the investigation gets, of
what we will be accused, and whether we will
be charged atall. We will consult our lawyers,
and we will take the decision." [Sic) Andrei
Lugovoi then chipped in... "Like one ofmy
friends says, never say never."
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ollowing adaring Western intelli­
gence operation, Brigadier General
Ali Reza Asgari, 63, Iran's former
deputy defence minister, has
reportedly defected tothe West. The
escape plan wastriggered in
February after an Iranian contact

advised the Israeli intelligence service, that
Asgari was on the vergeofbeing arrested for
espionage.

Asgari, recruited by
the West in 2003
during an overseas
business trip, is
thought to have
provided awealth of
information on
Tehran 's nuclear

Ali Reza Asgari ambitions, and its
links with various

terror groups, including Hezbollah, Islamic
Jihad as well as the radical Mahdi Army and
Badr Corps in Iraq. An Iranian colleague
confirmed Asgari had managed to smuggle a
batch oftop secret documents out of Iran
revealing the country's nuclear missile pro­
gramme. Armed with this intelligence, it will be
difficult for President Mahmoud Ahmadine to
deny the country has anuclear weapons
programme running intandem with its energy
ambitions.

The Saudi newspaper,AI-Watan, perhaps the
first mediaoutlet to report on the defection,
said Iran's elite Revolutionary Guards have
stepped up security around its nuclear sites - a
'clear indication' that Asgari has provided new
intelligence.

After Asgari's cover had all but disappeared, he
was contacted by an undercover agent with
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President Mahmoud
Ahmadine

details ofthe
escape plan.
According to
various media
sources, this
had to include
safe passage
forhis two
sons,
daughter and
other family
members, lest
they be left
behind and
blamed for
Asgari 's
actions. The
race tothe
border involved secreting the general in a
vehicle to Damascus. Aphone call was
reportedly made tohis family who assured
him they toowere safe. He then boarded a
flight to Istanbul inTurkey. At the airporthe
was metby anotherintelligence contact and
provided with anew passport and identity.
After ashort debrief, Mossad arranged forhim
tobe flown toa NATO base inGermany before
flying tothe United States. Intelligence
sources inIran say Asgari made afinal call
from his cell phone to relatives in Tehran on7
February - theday he arrived inIstanbul.

There isstill confusion surrounding his family.
Aformer senior Iranian official said Asgari 's,
family, including his sons and daughter were
still inTehran.

In Iran, meanwhile, policechief Esmail
Ahmadi-Moghaddam said Asgari had probably
been "abducted by Western intelligence
services."

Continued on page 64

Mossad drives Asgari
to Damascus
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LAND-TRANSPORTED

'DIRTY BOMB' THREAT

INCREASES AS NEW

YORK CITY OPTS FOR

50-MILE 'RING OF

STEEL'

he Department of Homeland
Security has begun testing
radiation detectors in and
around New York City that are
designed to identify vehicles,
trains, ships and even people
carrying nuclear materials. By

2008, Manhattan will besurrounded by a50­
mile "ringof steel".

The machines will first be installed atthe
Staten Island port terminal where they will be
used to scan cargo. Later inthe year, the
detectors will be installed atkey traffic
bottlenecks such as bridges, tunnels, roads
and waterways leading into the city. New York
Cityand federal government officials hope that
the detectors will be able to reduce the risk of
aterror attack using anuclear bomb or
radioactive dirty bomb.

The sensors willalert amajor control centre if
radiation isdetected entering the city. Previous
security efforts have tended tofocus on dirty
bombs being smuggled intothe city 's port or
dockland areas, but the newmeasures seemto
indicate that thesecurityservices are concerned
about adevice being builtwithinthe United
States and transported by road.
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The multi-milliondollar programme will link
various securityagencies inthe city, including
NYPD, New Jersey authorities and Homeland
Security. If the programme is successful, it could
be used in other cities.

,

seniorsecurity officials.
"Let's have no security then
and provide free bus tickets
toal-Oalda," an NYPD
official told Eye Spy.

Tara O'Toole - "unconvinced"

A security official monitors vessel traffic enter ing New York City 's waterways

, assistant secretary atthe Department of Energy
! during the Clinton administration, where she

oversaw nuclear weapons safety efforts. "They
are forgetting that no matter what type of
engineering solution they try ingood faith to
come up with, this is athinking enemy and they
will look foraway around it." O'Toole's remarks
were dismissed as "immature" and "political" by

,,

Some sensorsare already operating invarious
areas of inner Manhattan, but the enlarged
programme, part ofthe 'SecureCities ' initiative,
is asafely guarded secret, inthat thepublic will
notbe advised wherethe new sensorswill be
located. This is regarded as akey security
measureand one that will thwart any attempt by
al-Qaida cells inNew York which may attempt to
rendertheunits useless orbypass them. It is
also envisaged that sensors will be placed on the
outlying areas ofgreater New York (roads, train
stations etc.), to provide a"first lineofdefence".

Not everyone is supportive. Some critics argue
that the machines are too expensive and say that
they won't prevent nuclear terrorism because
terrorists couldfind away to smugglematerial
around thedetection checkpoints. "This is just
total baloney," saidTara O'Toole, aformer
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"Creating layers of
security is not only a
way tostop the
movement ofadirty
bomb, butit is a
deterrent. New York
and some of the
landmarks inthe city
are the most prized
targets ofal-Qaida,
and ofcourse the

Vayl Oxford group will try to
circumnavigate our

security, but that's always been the case with
terrorists , and not only inNew York. "

Vayl Oxford, Director ofthe Domestic Nuclear
Detection Office, the Homeland Securityagency

coordinating the work agreed: "How do you
create deterrence against terrorism? You
complicatethe ability forthe terrorist to do what
they want."

RaymondW. Kelly, New York City's police
commissioner, saidwhilethecitysupports the
plan, he is concerned about futurefundingand
the implicationsoffalse alarms. "Whether ornot
it works, whether or not it causes toomany false
alarms, whichcauses awholeother setof
problems, all ofthese things are still tobe
determined," he said. Kelly said the project
would augmentanon-going city programme that
includes the installationof CCTV cameras to read
licenseplates and devices that can blockvehicle
traffic. However, he warned: "Weareconcerned
theauthorities will put money forwardforapiece

of hardwareand then move toanother project. "

Benn H. Tannenbaum, aphysicist and nuclear
terrorismexpert atthe AmericanAssociation for
the Advancement of Science inWashington,
warned the security ring would not be an
impenetrable barrier. "If nothing else, it makes
the terrorist think twice before they do something
like this, " he said. "Theproject still might be
worthwhile. "

The Domestic Nuclear Detection Office was
established inApril 2005, after intelligence
gleaned from around theworld indicatedAmerica
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One ofthemajorproblems faced by thesecurity
services (and not only in New York), is if the
device is transported innocently by a road, rail or

DIRTY BOMB

could be vulnerable toa nuclear or i dynamitefor example, todetonate awidely
dirty radiological bomb attack. Vayl : available radioactivesource -cesium orcobalt

Oxford believes it isbetter to have : found incertain medical devices. Officials
asystem inplace inthe near estimate the resulting blast isunlikely tocause
future, rather than wait several many initial casualties, but the radioactive
years foraproduct to be tested res idue would spread well away from area. Panic
and re-testedbefore it is set in and economic disruption would be the immedi-
place. ate cause forconcern, though it is likelyanyone

inthe vicinity ofthe blast couldbe vulnerableto
, long-term health problems such as cancer.
o "Detecting it in the core ofManhattan is too late,"

Oxford said.Officials believe it isunlikely
terrorists could detonateanuclear
device on US soil inthe near future,
butthis isnot the thinking with a

dirtybomb. Such adevice, contained
withinacapsule, canister or suitcase,

requiresonly aconventional explosive,



ship carrier. It is known the New York initiative
will see sensors placed atkey transit points
(including toll booths on motorways, bridges and
tunnels) that must be used to enter inner-city
New York. "Buildingadirty bomb isa relatively
low cost affair," an official said. "It ispossible
terrorists won 't risk arrest by attempting to move
the device into the city themselves. It'sjust as
easy to smuggle the package onto acarrier and
try and recover it from the vessel ortruck once it
has arrived atitsdestination."

Once initial tests have been concluded atthe
New York Container Terminal, it's hoped that the
results will reassure police about false alarms.
Three different sensors are already running. As
cargo is passed through the units, the data
provided allows officials todistinguish between
materials that can emit low levels ofradiation
and real threats. Various security systems are already in place to monitor incoming sea containers. Here Customs

Border Protection Commissioner Robert C. Bonner and Governor Robert L. Ehrlich Jr are shown
how the new 'Eagle' Mobile Sea Container system works

America's Customs and Border Protection Agency (CPB) has the
capability to check and evaluate hazardous materials. As part of
Homeland Security, the agency isactive in preventing dirty bomb and
nuclear materials entering the United States. In recent times it has
become more involved with mainland operations and the collection of
intelligence. The CPB also works closely with many foreign-based
intelligence and security agencies and provides extensive training. Its
undercover agents are highly regarded in the security world.

THE N UCLEAR TR
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FICKERS

The following CBP case files provide a
glimpse of the illegal trafficking of materials

that could pose a nuclear-based threat.

• Nuclear Trigger Devices Bound for
Israel. InApril 2002, Richard Smyth,
aformer NATO advisorandpresident
ofMilco International, was sentenced
forexporting nuclear triggerdevices to
Israel. Smythhad beencharged in
1985 with exporting 800 devices
known as krytrons to Israel without
obtaining the required export license.
Krytrons have civilian and military
uses, but areconsidered ideal for
triggering nuclearweapons. Before
trial, Smyth fled. After 16years on the
run, Smyth was arrested inSpain in
July 2001 and extradited to Los
Angeles where he pleaded guilty to
two counts inthe original 1985
indictment.

• Radioactive Lead Containers
Seized in Uzbekistan. In March 2000,
Uzbekistan customs officialsat the
Gisht Kuprink bordercrossing
discovered 10 highly radioactivelead
containers concealed in23 tons of
scrap stainless steel inatruck
enteringfrom Kazakhstan. Documents
found inthe truckindicatedthat the
Iranian driverwasplanning to deliver
his radioactivecargotoQuetta,

Pakistan, near the border ofAfghani­
stan. Uzbeki authorities found the
radioactive material after their
radiation pagersalerted as the truck
entered the customs post. The

Krytron tube
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radiation pagers that alertedtothe
truckhad been providedtoUzbeki
authorities by Customs and Border
Protection inMay 1999. The Uzbeki
authorities had alsobeen provided
with extensive WMDnon-proliferation
trainingbyCustoms and Border
Protection.

• Weapons-Grade Uranium Seized
in Bulgaria. InMay 1999, Bulgarian
customs officials atthe Ruse border
crossing inBulgaria discovered 10
grams ofhighly enriched uranium(U­
235) inside a lead 'pig' concealed in
anair compressor inthe trunkof a
car. The35-year-old Turkishdriver
wastransporting hisnuclear cargo
fromTurkey to Moldova. It isbelieved
thesmuggler was offeringthis small
shipment ofU-235 asa"sample" to
buyers inMoldova inadvance ofa
larger shipment ofthe samematerials.
The Bulgariancustoms officer who
found theU-235 had just received
counter-proliferation training from
Customs and Border Protection. His
supervisorhad beentrained by
Customs and Border Protection at
RADACAD. The Bulgarian labdirector

who examined and identified the
materials had also receivedtraining
fromCBP and Border Protection.

• Nuclear-Grade Zirconium Bound
for Iraq. In June1995, CBP agents in
NewYork arrestedthree men on
chargesof attemptingtosmuggle
seven tons ofnuclear-grade zirconium
toIraq. The investigation, inwhich
undercover CBP agents posed as Iraqi
military officials, resulted inthe
seizureoffivetonsof zirconium in
America andanother twotons in
Cyprus. Zirconiumisamaterial used
tocover nuclear fuel inareactorcore.
The zirconiuminthis case had been

EyeSpy Notes: Krytronsand their
variationsare used inavariety of
industrial andmilitary devices. Theyare
best known fortheir useinignitingthe
exploding-bridgewiredetonators and
slapper detonators innuclear weapons,
their original application, either directly or
by triggering thehigher-power spark gap
switches. They are also used to trigger
largeflashlamps inphotocopiers, lasers
andscientific apparatus, as well asfiring
igniters forindustrial explosives.

© EYE SPY

, smuggled from Ukraine, through
, Germany, to NewYork and Cyprus,

where it awaited export to Iraq.

• Nuclear Trigger Devices Bound for
Iraq. InMarch 1990, CBP agents
working with Britishauthorities
intercepted 40nuclear trigger devices
inLondonthat were destined forIraq .
The 18-monthundercover probeby
Customs and Border Protection
established that the shipment of
krytrons, falsely labelled as "air
conditioning parts", had beenordered
from America byan Iraqi front
company in England called Euromac.

Several Iraqi agents were arrestedin
England inconnection with thecase.

• Sarin Nerve Gas Bound for Iran. In
May 1989, Juwhan Yun, the president
ofa NewJersey firm called Komex
International, was convictedof
conspiringtoexport 500 units of sarin
nervegas to Iran. The conviction
resulted fromanundercover CBP
investigation inwhich agents learned
that the defendantwas workingwitha
London arms broker whoseIran ian
clients sought sarin gas to be dropped
from aircraftinMark 94 bombs.
Charles Caplan, remains afugitive.
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IRAN WITH THE BOMB
Intel analysts examine impact of an Iranian nuclear weapon

ANGOLA SPY CHARGE
LONDON: Sarah Wykes, aUK
charity worker
from Global
Witness, was
accused of
espionage by
Angola. She
was held inthe
oil-rich Cabinda province after
researching information on suspect
oil-for-cash transactions.She was
released afterofficials finally
admitted therewas no evidence
whatsoever that Ms Wykes has
committed acrime.

It is not known who the main
analysts behind the study are. "The
NIC commissions studies on awide
rangeofnational security issues,"
said Carl Kropf, aspokesman forthe
Directorate ofNational Intelligence:
"Several of thosestudies are
currently under way. However, I
must decline to identify individuals
ororganisations conductingthose
studies, as well as their specific
area offocus."

That view is not sharedby many
powerful intelligence figures who
believe Iran hasaparallel military
programme alongside its energy
ambitions.

• Tensions arerising between Iran and
America. Iran'ssupreme leader,
Ayatollah Ali Khamenei, warnedthat if
America attacked Iran, his country
would attackAmerican interests "all
over theworld." Hours afterthis
statement, Iran 's intelligence minister,
Gholamhossein Mohseni-Ejei, claimed
hisorganisation had "identified100
American andIsraeli spies" and that
some have been arrested trying to
leavethe country.

IAEA Director General Mohamed EIBaradei meeting inTehran withHassan
Rohani, Secretary of Iran's Supreme National Security

break down altogether. The study is acquisitionofanuclear weapon. In
expectedto focus on an earlier April 2006, the chairman ofthe NIC,
National Intelligence Estimate that Thomas Fingar, toldCongress that
conjectured it would take between Iran was still "several years away"
fiveand ten years for Iran's from obtaining anuclear weapon.

T
heNational Intelligence
Council (NIC) , a powerful
group that analyses national
intelligence estimates, has

commissioned astudy on what
Washington described as an "
intolerable prospect" - thatofan
Iran armed with a nuclearbomb. A
number of key issues are atthe
centre of the assessment:

Perhaps more importantly, the NIC
will try and evaluate what might
happen if negotiations with Tehran

• Would Iran use anuclear bomb to
attack Israel?
• Could materials fromany part of
thenuclear programme fall {orbe
given] into thehands of terrorists?
• Would an Iranian nuclear weapon
prompt other MiddleEast countries
friendly tothe West such as Egypt
and Saudi Arabia toseek similar
weapons?

INTELLIGENCE MAGAZINE
www.eyespymag.com

24 HOURS ADAY

• SUBSCRIPTIONS

• EYE SPY INCEX

• SURVEILLANCE CEVICES

• PROFESSIONAL EGUIPMENT

• INTELLIGENCE BOOKS

• TRACE SECURITY BOOKS

• BACK ISSUES

• 24 HOUR NEWS SERVICE

• INTELLIGENCE RESOURCES

• SPECIAL OFFERS

• PHOTO GALLERY

52 E Y E SPY I S S U E 47. 200 7



SPECIALISTS TO "WIN HEARTS AND MINDS" WAR

FBI criticised over electronic "snooping'

Keep your
magazines in

pristine
condition with

Eye Spy's
smart binders ­

each binder
holdseight

editionsOrder Ref:
ES/099

UK £7.50
USA $17.00
ROW £9.50­

price includes P&P

AI-Qaida propaganda film

The idea is part ofanew range of UK
• security issues that may see the
• Home Office split intwo - with one
, half more focused on national
• security.

: believe that the channel is influenced
I bythe Global Islamic Media Front -
: Bin-Laden's propaganda wing.
i

· The practice has grown dramatically,
· mainly due to powers granted under

the USA Patriot Act, an anti-terrorism
law Congress approved after the 11
September attacks. Critics say the act
allows law enforcement to infringe on

· an individual's rights.

LONDON: The British Government is
planning toestablish a 'joint informa­
tion unit' tocombat al-Qaida's
groWing propaganda on the Internet
and through certain newspapers,
television stations and periodicals.

British intelligence officials have noted
the recent launch ofal-Qaida's own
broadcasting outfit - Sawt al-Khalifa
(Voice ofthe Caliphate). which shows : According to intelligence sources,

attacks on . Britain's new unit will be based upon
US and UK the successful, though now defunct,
forces in Iraq • 'public information office', established
and bythe Ministry ofDefence as a
Afghanistan, • counter to IRA propaganda.
and
operations in
Chechnya
and other
countries.
Analysts

MrBush saidMueller and Attorney
General Alberto Gonzales had briefed
him on the report. "My question is
what are you going to do tosolve the
problem and how fast can you get it
solved," during avisit toUruguay.

Analysts believe the stream of
appalling terrorist videos being played
on the Internet ishelping totwist the
minds ofsome people who then feel it
is their duty to join the group.

National security regulations allow the . Fine's office found 26possible
FBI tocompel the release ofprivate ; violations, including requests for
information without getting authority • information without adequate
from ajudge orgrand jury. The FBI authorisation, improper requests
can get the records but not the content · under the law and unauthorised
ofcommunications, Justice Depart- . collection oftelephone ore-mail
ment officials said. . records.

A
report byInspector General
Glenn Fine's office criticised
the FBI fordemanding
(without acourt order).

customer records from telephone
companies, Internet service providers,
banks and credit card firms. The
incidents occurred during the Bureau's
intense operation to obtain intelligence
on suspected terrorists and others
engaged in espionage.

Inresponse to the report, President
Bush said: "We'll address the
problems inthe report as quickly as
possible. " He also said FBI Director,
Robert Mueller, had already acted
upon the covert investigations.

COUNTERUNIT

PATRIOT GAMES

Please use order form on page 82
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EQUIPMENT MANUFACTURERS SHOULDCONTACT EYE SPYBEFORE FORWARDING SAMPLES FORREVIEW

half ofthe frame and can be jerky orblurred in
replay. Additionally, it ismoredifficult to hide the
wire from the head to the recorder. The camera's
80 degree field ofvision is more than adequate.
Correctly fastened inthebutton hole it istotally
invisible.

perfect combination forbody
worn applications. Like Covert
Black, the unit requires no

; additional power source as the
: camera and audio ispowered

directly from the MP4 device.

Nevertheless, we still recommend it should be
: worn inthe sternum area. Many surveillance

operatives wrongly assume that ahat or
eyeglass camera provides the best viewpoint.

. While ahead mount does allow the user added
: movement ofthe camera, we have seen results

that include too much sky and ceilings inthe top

PR 0 'REVIEW

Thequality of the camera isoutstanding forthe
price with sharp 380 horizontal TV lines that
performs well inlow light and works ineither
PALorNTSC formats. Its small size makes it the

..._ ye Spy's COVERT BLACK system
reviewed inissue 43 is ideal forthe

•
• • professional, but didn't necessarily

meet the needs ofall our readers,
some who wanted asystem slightly
more affordable. That's not always

.... easy, but thanks to the efforts of
colleagues who spent weeks looking forthe The camera is lightweight and low in
'perfect combination set', we believe we have profile. And because it isamodular
found something quite special. Less money : camera, it can be used beyond just
occasionally equates to inferior quality, but this is • shirt placements, such as inapurse,
really not the case with COVERT BLACK ECONOMY : backpack, tie , hat etc.Of added
- asystem that still provides quality colour film . advantage, it has just one tough, but very
footage and audio. As with the more expensive : slender lead that plugs directly into the
set, this button camera recorder comes complete • recorder.
withaquality display, has audio capability and,
it's easy touse. There isone main difference ­
theprice.

COVERTBLAC
Quality Sutton Camera with Diqital
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One advantage the economy set does have is it
comes inasuperb hard sided carry case.

As withother systems, Covert Black Economy is
not rainproof so care must be taken when
operating outdoors. It'snot too difficult tomake
protective housings. It took our operative about
two minutes to assembleand wear.

DIFFERENCE BETWEEN COVERT BLACK AND
THE ECONOMY SET

The economy set comes with just
one set ofmatching buttons indark
blue whereas theCovert Black
comes with four sets of inter­
changeable buttons and screws (the
screwheadsallows concealment in
wall panels, forexample. The
Covert Black set has slightly
better image quality - 450
horizontal lines against 380. You
can use a4GBSD card with
Covert Black, though it only
takes afew seconds to
insert an empty
card .

is simple and user friendly. The camera is
sensational and is matchedbythe DVR.
Uploading the footagetakes seconds, and more
importantly, programmes are availablethat will
compress largefiles allowing the user to store
hours offilm on asingle CD. In terms of
performance and quality, the set is fantastic
value.

MP4 DIGITAL VIDEO RECORDER (DVR)

Playback is as simpleas pluggingthesupplied
USB cable into acomputer. Thecomputer
automatically finds and detects the camera and
files can be accessed like it was an external hard
drive. Files can be played backwithany media
player suchas Windows MediaPlayer orReal
Player.

Summary: Besides being easy to use, conceal­
ment and high-quality image and audio, this set

The DVR is small enough to fit intoastandard
sized cigarette case and has abuilt-in screen to
check the footage as it isbeing collected. It also
comes with aset ofhigh quality earphones to
monitorthe audioduring playback andcanbe
used as astandard MP4 player formusic as
well. It has an excellenttime display allowing
frames orfootage to be accurately detailed. The
unit has 512 MB internal memory that will hold
approximately4 hours ofvideo, but with an
optional 1GB SD card, you can record an
additional 8 hours.

ECONOMY
~Recorder
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UK£90.00 USA$129.99
ROW: £99.00

UK £400.00 USA $800.00
ROW: £415.00

Order code: TX-AMD

MICRO DDTTELEPHONE RECORDING
ADAPTOR £35 .00/$55.95

The world's smallest,
highgrade law
enforcement!
broadcast micro
digitalaudio recorder.
The quality and
performance of Micro
Dot is such that it is
widely used by law
enforcement

Dimensions 25mm; Weight: 15
Grams; Memory: 256MB for 37 hours
of recording time; Power source:
Battery lithium CR245D; Battery life in
record mode: 60-70 hours; Battery
life in stand-bymode: Three months
twoweeks

UK£350.00 USA $725.00
ROW: £365.00

Order code: TX-EDIC

EolC TELEPHONE RECORDING ADAPTOR
£35.00/$55 .95

Law enforcement grade, the size of a
paper clip/push pin. You can com­
pletely palm this and wrap your hand
around it. Amazing18.6 hours
recording time.

• Dimensions: 34 x 25 x 7mm
• Weight : 8 Grams
• Built-inFLASH memory
• Voicestorage capacity: 18.6 hours
• Power source: Battery CR2032
• Battery life inrecord mode: 17 hours
• Battery life stand-by mode: Three
months

MICRO AUDIO
STICK RECORDER

20-HOUR MICRO STICK-IT AUDIO RECORDER

EYE SPY EDIC MICRO DOT
1B.6-HoUR olGlTlIL AUDIO RECORDER 37-HoUR DIGITAL AUDIO RECORDER

THE WORLD'S SMALLEST
RECORDERS

The Micro Audio Slick Recorder
produces excellent audio recording
results in one of the smallest recording
packages in its class. It can also be used
asan MP3 player and a micro digital
memory drive.

MicroAudio StickRecorder features a
bright blue back-lit LCD screen and an
integrated USB2.0 interfaceforvery fast
transfer to your computer and/or
notebook.

20-hour recording time, measures less
than four inches and comes complete
with earphones, USB cable and extensive
user manual. Powered byone AAA
battery.

UK £299.00 USA$350 .00
ROW: £325 .00

Order code: TX-SIGPS

INTRODUCTORY OFFER

:t rle ,. ·"Ol":J

g""~'.-
tracking data loggersystem. Thedevice
offers accurate tracking data contained
withinan easily deployable miniature
weather-resistant magnetically­
mounted housing.

Specifications: Collect upto 100 hours
of data; magnet mounted; powered by
two AAA batteries; water resistant;
US8 connector; motion detection mode
to conserve power; super software
tracking; veryeasyto use. Full
specifications on request or visit
www.eyespymag.com

Wireless camera hunter that locks onto any wireless
video camera and displays the transmission on it s

built-in screen. Automatically scans all the commonly
used video frequencies in less than five seconds and
locks-in on any video camera transmitter. Besides

displaying what the covert camera sees, it also sounds
an audiblealert tone. Selectable antenna sensitivity

allows lock-in on sources up to 500 feet away (depend­
ing on power of source t ransmitte r], Durable all-metal

case. Eye Spy recommended.

STICK-IT - MINI
GPS TRACKER

FANTASTIC LoW·CoSTVEHICLE TRACKERWITHSOFTWARE

Small , 3.8 inch long pocket-sized GPS
tracking device that receives signals
fromUS Department of Defense
satellites orbitingthe earth. The new
advanced internal computer accurately
determines the location of the device
within 2.5 metres andrecords this
data every second. Using this dataand
tracking software [included], users can
accurately determine where a vehicle
has travelled , its speed, and even how
longthecar spent in a particular spot.

The data can be displayed over a street
map, satellite images, or read as a text
report. Stick-It Mini Tracker is an
extremely affordable GPSvehicle

VIDEOTEK CAMERA FINDER
LOCATE AND VIEW ANY SECRET CAMERA

Full specifications onrequest orvisit
UK£399.00 USA$695.00 ROW: £420.00 Order code: TX-VIDTEK www.eyespymag.com Order code: TX-MASR
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EYE SPY PEN
MICROPHONE

Order Code: LS-SMl UK£17 .50
USA$38.00 ROW £ 18.00

Seedmicrophone so small it can be
concealed anywhere - hide ina car,
under door, bag, sleeve. belt etc. The
length of lead is36 inches - butwe
cancustomise this foryou - £1.00
($1.75) forevery additional 12
inches. The microphone head is just
5mm inwidth

Contained inside the ordinary pen is a
powerful microphone. Simplyplug the
lead into arecorder and record any
conversation without theworry of
trying to hidea body-wornmicro­
phone. Can be hidden in a desk etc.

Order code: L-PNl UK£25.00
USA $48 .00 ROW £28 .00

-.~~

\~ C,7; ~ :~
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Order c Ode: TX-Xl
UK£225.00 $395.00 ROW: £2 49 .00

EYE SPY SEEC
MICROPHONE

KEY-CHAIN SPY
CAMERA KIT

The Pro Series 3-in-1 digital cameraon a
keychain. This inexpensivecamera with 8MB in
SDRAM is ready totake quick snap shots and
video clips. It can evenact as aweb camera.
High-end features atavery low price. Hi-Res
Mode (VGA) 640 x480 Pixels. Capacity: Up to
105 pictures (Compressed VGA) Uses just one
AAA alkalinebattery. Includes Photo Express
Software and USB Cable. Full specifications on
requestorvisitwww.eyespymag.com

UK £49.99 USA$65.00 ROW: £55.99
Order code: TX-KCSCT

EYE SPY SUBSCRIBER PRICE
UK £199.00 USA$350.00

ROW £225.00

NO 1. EYE SPY BEST-SELLER

_l ~'V"""'_ This highly rated
product is one of the
best anti-burglar­
intruder systems
available today. Simply
turn on [no installation
required) and the
realistic dog bark
sound increases as its
internal radar senses someone approaching
the door. Bark gets louder as person nears
door. Review appeared in Eye Spy 41 and
we now have dozens of satisfiedcustom­
ers. Protect your home, family or office
with this superb security system.

WARNING: Some of the products adver tised in this
magazine may be illegal to operate in your country.

Please familiarise yourself with the law as it affects you.

ELECTRONIC
RAOAR WATCHDOG

UK£90.00
USA $125.00

ROW: £100.00
Order code:

TX-EWREX

UK£260.00 USA $325 .00 ROW: £280.00
Order code: TX-HOMEGUARD

High-quality fullyfunctional watch that is also a media player with
256MB flash memory built in. Up to 9 hoursof voice recording [also
down-load MP3 music filesJ. USB plug and play, playbackvia stereo

earphones or Window's media player on your computer.

Personal security digital video recorder.
Homeguard is a simple but dependable
security surveillance system that requires no
wiring, software or exterior power source.
Simply place where you require video
footage . It will record continuously or take
snapshots at given intervals. Looks just like
an air freshener. Fora full review of this
fantastic product see Eye Spy 41 or visit
www.eyespymag.com

NIGHTPALM
PCB

Don't leave home without it!

WITH RECORDING UNIT
UK£95.00 USA$190.00

ROW: £105.00
Order code: LS-WWR

PCB POLICE
red/bluelwhite lights

PCB OUTDOOR
red/green/white lights

For full description of functions
seewww.eyespymag.com or send
for our free equipment catalogue

Order codes:
PCB Police or PCB Outdoor

(please state option)

UK £40.00 USA $85.00
ROW £45.00

MUlti-functional torch and
signalling device. A highly-rated

and versatile piece of equipment­
ideal for numerous tasks including

emergency situations

WATCH MIC RO·
PHONE · N E W

D ESIGN
Fully functioning high-quality

wristwatch houses a powerful
microphone. The lead is slipped

through the sleeve andwill fit 99% of
all recording units.
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Spy coins and
hollowed-out objects
are an integralpart
ofespionage, but one

coin proved of
immense value in
cracking a KGB

operation and bring­
ing home America 's

mostfamous aviation
spy -Gary Powers

n Eye Spy 46 we published details ofa report
prepared by US defence officials that said
contractors had discovered tiny bugs inside a
number ofcoins after an overseas visit - orin
this case overland - in Canada. The report
caught the imaginationofthe media and
journalists sought more information.

The Defense SecuntvService said coins with
"tiny transmitters" were found planted on
contractors with classified security clearances
on atleast three separate occasions between
October 2005 and January 2006. Itwas
suspected the coin in question was the Canadian
$2 'Toonie', but the Pentagon refused to
elaborate. Some experts dismissed the report
claiming the bugs wouldhave only alimited
operational life, and ashort transmission range.
However, officials initiallymaintained that its

.--:::= report on the spy
coins was accurate
but saidfurther
details about the spy
coins were classi­
fied. And then a
complete U-turn.
The DSS an-
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nounced: "Theallegations, however, were found
later to be unsubstantiated following an investi­
gation into the matter." Effectively the DSS could
not substantiate its own published claims about
the mysterious coins. Officials thenembarked
upon an internal review todetermine how the
information was included ina30-page report
about espionage concerns.

Whether or notthestory is true (and some
experts believe it is), using everyday objects to
gather, transmit or 'move' intelligence is an
integral part ofespionage - inall its variants. This
means that as well as using hollowed-out coins
toconceal maps, monies, and even small
weapons, such objects have been issuedto
spies containing cyanide - vital inthe event that
the sleuth is captured. It's almost certain, for
example, that thekiller offormer FSB officer
Aleksander Litvinenko in London last year,
smuggled Polonium-210 into the UK using a
disguised container orsomething similar.

One of themost famous spy cases involving
hollowed-out coins occurred inthe 1950s, and
was as fascinating as itwas complex. It would
culminate indefections, the smashing ofa
complex spy ring and thedramaticCold War
exchange of two men both regarded as spies.

BROOKLYN, NEW YORK 1953

Ontheevening ofMonday 22 June 1953, a
delivery boy forthe 'Brooklyn Eagle' knocked on
the door ofone ofhis customers inthe apart­
ment building at3403 Foster Avenue inBrooklyn.
Itwas "collectingtime" again. Alady answered
the door. She disappeared foramoment, then
returned with apurse inher hand. "Sorry,
Jimmy," she said. "I don 't have any change. Can
you break this dollar bill forme?"

The newsboy quicklycounted thecoins inhis
pocket. There were not enough. "I'll ask the
people across thehall," he said. Two ladies
pooled the coins and wereableto givehim
changeforadollar. Jimmy left the house jingling
several coins inhis left hand. One of thecoins
seemed to have apeculiar ring and felt lighter
than an ordinary nickel. He suddenly dropped the
coin tothefloor and split intwo. Inside wasa
tiny photograph - apparently apicture of aseries
ofnumbers.
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Hayhanen saidthatfrom the fall of
1952 until early in 1954, 'Mikhail'
served as hishandler inNew York.
They met only when necessary ­
themeeting place being the
Prospect Park subway station. To
exchangemessages and intelli­
gence data, they used 'dead
drops'. Oneofthese was an iron
picket fence atthe end of7th
Avenue nearMacombs Bridge.

Following his arrival back inNew
York on 10May 1957, Hayhanen
was given athorough physical
examination; suitable quarters
werefound forhim, and arrange­
ments weremade forhimto be
interviewedby FBI agents.

E l' E S p y I S S U E 47, 2 0 07

HAYHANEN RETURNS TO THE UNITED STATES

Southampton, England, aboard theQueen Mary
and arrived atNew York Cityon 21 October
1952.

Hayhanen's story furn ished to USofficials in
Paris checked out and hewas permitted to return
tothe United States.

SPY HANDLER

Several weeks before he departed for America,
Hayhanen was recalled to Moscow and intro­
duced to aSoviet agent, - 'Mikhail', whowas to
serveas his handler inthe USA. In order to
establish contact with 'Mikhail', Hayhanenwas
instructed that after arriving inNew York he
should go tothe Tavern on the Green inCentral
Park. Near thetavern hewouldfindasignpost
marked 'HorseCarts'. "Youwill letMikhail know
ofyourarrival by placingaredthumbtack inthis

. signpost," a Soviet official told him. "If you
suspect that you are under surveillance, place a
whitethumbtackon the board."

As the yearspassed, memories ofthe Maki
family gradually beganto fade, and all but
possibly twoor three old time residents of
Enaville, Idaho, forgotthat there had ever beena
Maki family inthat area. In Moscow, however,
plans were being madefora 'new' Eugene Maki,
one thoroughly grounded inSoviet intelligence
techniques, toenter thescene.

InJuly 1952 - apassport was issuedto
Hayhanenas EugeneMaki inHelsinki. Usingthis
passport, he sailedon 16 October 1952, from

DEFECTION OF ARUSSIAN SPY

scientists determined that it had been coated
with nickel.

Two hollow pennies werefound inWashington
DC. Neither of these pennies, nor the assortment
ofother coins whichthe Laboratoryexamined,
was foundto havetool markings or other
distinguishing features to identify ~ withthe
newsboy's 1948 Jefferson nickel.

All. enquiries seemed toend infailure, but the FBI
realisedthe coin and its content were significant.

The key tothis mystery proved to be a36-year­
old Lieutenant Colonel ofthe Soviet State
Security Service (KGB) . Early inMay 1957,
Reino Hayhanen telephonedthe United States
Embassy in Paris and subsequentlyarrived atthe
Embassy to be interviewed. "I'm an officer in the
Soviet intelligenceservice," he said. "For the
past fiveyears, I havebeen operating inthe
United States. I need your help." He explained he
had been ordered to return to Moscow after FBI photos ofthe bolt
serving in theUnited States, but dreaded the
thought of going backto Russia.
Now he wanted to defect. Hayhanen was

instructed to go to
The story of howhe managed to theTavern on the
gainentry and live inthe United Green in Central Park
States is complex and lengthy, but
Hayhanen had skilfully crafted a new
identity- as American-bornEugene
Maki. Evenhis wifewas unaware of
his previous name. Ittranspired the
real Eugene Nicolai Maki, who was
born inEnaville, Idaho, on 30 May
1919, had left the United States and
settled inEstonia. Letters which they
wrotetotheir former neighbours
showed that Mr and Mrs Maki were
very unhappy and sorely missed
America.



The original nickel with the code ~

>
IAlthough the FBI was convinced that it had finally 0

identified the Soviet espionage apparatus which ~

was responsibleforthehollowJefferson nickel, -1

only one half ofthe mystery posed bythis coin ~
since had been solved. The coded message 0
which the nickel contained still had to be ~
deciphered. ~

>- :::l
>­
(J)
W
I­
0:
:::l
o
(J

HOLLOW 50 MARKKAA COIN

hollow pens, pencils, screws, batteries, and
coins - insome instances magnetised so they
would adhere tometal objects.

In the modest home of Hayhanen and his wife on
Dorislee Drive inPeekskill , New York, FBI agents
found such items as aFinnish 50 Markka coin
from Finland. It had been hollowed out, and there
was asmall hole inthe first 'a' ofthe word
'Tasavalta' .

FBI Laboratory experts immediately noted that it
bore agreat similarity to the Jefferson nickel
which the Brooklyn newsboyhad discovered in
1953.Two separate coins had obviously been
used inmaking the trick 50 Markkaa piece. This
also was the case with the hollow nickel. And
both coins had asmall hole inone printed letter
sothat asharp-pointed instrument, such as a
needle, could be used to prize them open.

Another was the base ofa lamp post inFort
Tryon Park.

The bolt was found on 15May 1957. It had been
placed inthe holeabouttwo yearspreviously,
but, bychance, arepair crew hadfilled thehole
inthe stairs with cement, entombing the bolt and
the messageit contained. Questioned about the
hollow bolt, Hayhanen said that trick ntainers
such as this were often used bythe iets.
Among the items hehad been suppn ere

In one ofthe 'deaddrops ' mentioned by
Hayhanen - a hole inaset ofcement steps in
Prospect Park - FBI agents found ahollowed-out
bolt. Thebolt was about two inches long and
one-fourth inch indiameter. It containedthe
following typewritten message:

'Nobody came tomeeting either 8 or9th... as I
was advised he should. Why? Shouldhebe
inside or outside? Istimewrong?Placeseems
right. Please check.'



During the FBI's extensive interviews with him,
Hayhanen was carefully questioned regarding the
codes and cryptosystems which he had used in
the various Soviet intelligence agencies he had
served since 1939. The information which he
provided was applied by FBI Laboratory experts
to the microphotograph from the Jefferson
nickel. With this data, analysts succeeded in
breaking through the curtain ofmystery which
surrounded the coded message. By 3 June
1957, the full text of the microphotograph was
known. The message apparently was intended
for Hayhanen and had been sent from the Soviet
Union shortly after his arrival inthe United
States. It read:

OTHER SOVIET AGENTS

'Mikhail', whom Hayhanen maintained contact
with had yet to be identified, however, he got the
impression that he was aSoviet diplomatic
official - possibly attached to the Embassy orthe
United Nations. But when 'Mikhail ' dropped from
the scene in1954, Hayhanen was turned over to
another Russian spy known only as 'Mark'.
Hayhanenfelt that 'Mark' undoubtedly was still
actively engaged inespionage within the United
States. Itwas imperative both the men be
identified.

The most logical candidate for 'Mikhail' appeared
to be Mikhail Nikolaevich Svirin who had served

62

as the First Secretary to the Soviet United
Nations Delegation inNew York.

FBI agents, meanwhile, showed anumber of
photographs to Hayhanen. The moment his eyes
fell upon apicture ofSvirin, Hayhanen straight­
ened up in his chair and announced, "That's the
one. There is absolutely no doubt about it.That's
Mikhail. " But the FBI discovered he had returned
to the Soviet Union inOctober 1956.

The FBI's next task was to identify 'Mark', the
Soviet agent who had succeeded 'Mikhail' as
Hayhanen's contact man. Hayhanen did not
know where 'Mark' was residing orthe cover
name which 'Mark' was using; however, he was
able to furnish many other details concerning
him.

According to Hayhanen, 'Mark' was acolonel in
the KGB and had been engaged inespionage
work since approximately 1927. He had come to
the United States in 1948 or1949, entering by
illegally crossing the Canadian border.

In keeping with instructions contained in a
message he received from Soviet officials,
Hayhanen was met by 'Mark' atamovie theatre
inFlushing, Long Island, during the late summer
of1954. As identification symbols, Hayhanen
wore a blue and red striped tie and smoked a
pipe. After their introduction, Hayhanen and
'Mark' held frequent meetings in Prospect Park,
on crowded streets, and inother inconspicuous
places inthe area of Greater New York. They also
made several short trips together to Atlantic City,
Philadelphia, Albany, Greenwich, and other
communities inthe eastern part of the United
States.

'Mark' also sent Hayhanen on trips alone. For
example, in1954, he instructed himto locate an
American Army sergeant, one formerly assigned
to the United States Embassy inMoscow. Atthe
time he related this information to FBI Agents in

KGB man Rudolf Ivanovich Abel - 'Mark'

May 1957, Hayhanen could not remember the
Army sergeant's name. "I do recall , however,
that we used the code name 'Quebec' in referring
tohim and that he was recruitedforSoviet
intelligence work while in Moscow."

An intensive investigation was launched to
identify and locate 'Quebec'. It quickly produced
results when, inexamining ahollow piece of
steel from Hayhanen's home, the FBI Laboratory
discovered a piece ofmicrofilm less than one­
inch square. The microfilm bore atypewritten
message which identified 'Quebec' as Army
sergeant Roy Rhodes and stated the Soviet
agents had recruited him inJanuary 1952. Full
information concerning Rhodes' involvement in
Russian espionage was disseminated tothe
Army; and following acourt-martial, he was
sentenced to serve five years athard labour.

Hayhanen had described 'Mark' as about 50­
years-old orpossibly older; approximately five
feet ten inches tall; thingray hair; and medium
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Yedioth Aharonot, an Israeli newspaper claimed a .
Mossad contact had beenworking withAsgari
formonths on the escape plan which almost
certainly involvedthe Mossad Station in Istanbul.

AKuwait newspaper quoting a "senior US
intelligence official ", said there was "nobasis for
theassertionthat the general was either co­
operating with, orproviding information to, the
United States intelligencecommunity. " However,
just before Christmas, Iran's state-run radio said
its securityservices had uncovered aCIA­
Mossad spy ring and identified 100 agents. This
followed aMarch 2006 announcement that an
"American spy had been arrested passing on
information about the country's nuclear
programme. " It'spossibleAsgari was tipped off
that Iran was "closing in".

Israeli newspaper Yediot Achronot, said Asgari
can provide vital information about unsolved
crimes, includingthe 1984 kidnapping and
murder of CIA station chiefWilliam Buckley in
Lebanon and thebombings inArgentina ofthe
Israel i Embassy in1992 and aJewish centre in
1994.

as asenior player were fast disappearing.
However, by this time Asgari was already feed ing
theWest vital intell igencethrough awealthy
businessman he had befriended in2003.

Asgari's debrief will be long and arduous, but
Mossad has once againshown its ability to
operate and succeed inthe most difficult of
arenas.

However, "it'sthe 'hereand now' what counts,"
said one intelligence source. If Asgari has
defected, this is as good as it gets for M16,
Mossad and the CIA. Some commentators say
theintelligence Asgari has already provided since
2003, may have helped form the West's policy
on Iran 's nuclear intentions. Similarly, it'salso a
bitter blow forthose intell igence experts who for
years have maintained London and Washington
have "no ideawhat's going on in Iran."

While Iranian Intelligence do n plays the loss
ofAsgari, it's clear he has provided agreat

deal of intelligence, including Iran's response
to any aUack on its nuclear sites

Asgari commanded theRevolutionary Guard in
Lebanon and was deeply embedded inthe
Iranianregime, which makes his defection a
bitter blowfor President MahmoudAhmadine. In
1997 he was appointed deputy defence minister
of internal investigations.During thisperiod he
became unpopularafter revealingfinancial
irregularities.Mahmoud Ahmadine and Asgari

: never saw "eyeto eye", and when theformer
was appointed presidentin2006, Asgari's days

It'slikely that Iran 's securityservices were
alerted almost immediately when Asgari arrived
in Istanbul. An Iranian official requested that
Turkey trackhimdown, but was advised that it
was a "lost cause. " However, one report
suggests Iranian officials tracked Asgari toa
hotel, only to find he had "checked out". It's an
old spy trait used time and again to helpbuy
time... it'scertain 'someone' had checked in on
his behalf.Asgari was never atthe hotel inthe
first place. Indeed, theTurkish dailyHOrriyet
reported: 'Two foreigners had made the hotel
booking forAsgari priortohisarrival, paying for
the roomin cash'.

Since his switchtotheWest, Asgari has been
sending astream of intelligence back to London,
thoughan Israeli defence source denied it was
M16. "Heprobably was workingforMossad but
believed he was working foraEuropean
intelligence agency."
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One leading Hollywood critic summed up the
general feeling of Breach. "It's aspy story that
plays out with cunning moderation and authen­
ticity. No explosions, no guns blazing, except on
apistol range and inabrief flashback. Yet the
film is completely absorbing."

The movie is shot inWashington DC where
Hanssen plied his trade - dead-letter drops and
tension runthrough the film. There's also a
nervousness about Breach which keeps the
viewer alert throughout. Why Hanssen gave so
much intelligence totheRussians - often leading
tothe death ofUS agents - isakey question still
asked today. Ray expertlyprovides many
answers.

© UNIVERSAL PICTURES

"I think liars make better characters. They are
just more interestingtowatch. Everything they
do, you have to lean forward and pay close
attention. They lendthemselves togood
storytelling," saidRay. "For me, the movieisnot
actually about Hanssen. It is much more about

Eric O'Neill and I think it'samovieabout
integrity, which is completely compelling to
me. It isabout this guy not quite knowing
what the right thing to do is and thenonce he
figures out what the right thing to do is, ishe
going to be able to do it?That was the story
which actually took place withEric."

aboutand that's whenwe really knewthis is the
spy."

ChrisCooper admits hegleaned agreat deal of
factual material from O'Neill - reminding
everyone that thereal spy is out ofreach ina
maximum securityprison. However, withhalf-a­
dozen books writtenon Hanssen, building a
picture of the spy was not too difficult. And with
help from Hanssen's family, associates and
neighbours, the producerswent that extra mileto
replicatethe lifeand personalityof the traitor.

"Theguy isencyclopedic inhis ability to retain
information," Phillippe saidofO'Neill. "It was
almost as if he could remember inexacting detail
every singleday hespent withHanssen."

Writtenand directed by Billy Ray, themovie
rarely moves away from the real story, hence the
widerinterest fromtheintelligenceworldand not
just cinema-goers.

Thecreators of Breach usedO'Neill as a
consultant during its production. His intimate
knowledge ofHanssen and thesurroundings in
which they worked, lived and operated are
clearlyevident inmany scenes. Cooper's body
language was 'modelled' as adirect result of
O'Neill 's memories - so too Hanssen's style of
ankleholster and thetype of pen and briefcase
he used.

"Therewere 500 agents working this case atits
peak," saidBreach writer-director Billy Ray.
"Therewasonly one who was locked ina room
withthe guy all day. And that was Eric."

O'Neill instinctively bel ieves it will take himcloser
tohis goal.

As Hanssen's assistant, O'Neill spent two
months inawindowless office withthe spy,
reporting onhis every move. He becomes
increasingly uncomfortablewiththe veteran
agent, buton learningof the real reasonforhis
assignment, the mood changes dramatically.
Eventually, theFBI, through much ofO'Neill's
undercover work, gather sufficient evidence to
arrest Hanssenon charges ofespionage and
treason.

"I was able toget himtotalk and then defend
himself when hemade assertions about counter­
intelligence," he adds. "Themore I forced him to
defend himself, the more things came out that
had to do with cases he should not have known

Thoughthe junioragent may well have exposed
aserious 'breach' in US security (hence the
title), O'Neill movedonfromthe FBI and is now a
Washington DC solicitor. However, he still
remembers the'cloakand dagger' escapades
with Hanssen: "Hedid things tomake me
uncomfortable and keep meoff-balance. If he
kept me off-balance and inaplace where I
alwayswas reactingtohimthen, inthe end, he
was going towin," saidO'Neill "Hewas going to
get metotripup and say something that I
shouldn 't and then he would say 'oh, look, I am
under investigation.'That wasone ofhis goals:
to see if that was indeed what was happening.
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THE UNTOLD STORY OF THE MOSTPOWERFUL COVERT AGENCY IN THE WORLD
he Good Shepherd has been
described as aboxed history ofthe
CIA, but that's a little unfair. The
movie draws the viewer insidethe
world ofthe CIA, and you don't
have tobe particularly interested in
espionage to realise it packs

numerous plots from Berlin to Havana into
almostthree hours ofabsorbing viewing.

Robert De Niro has mastered the artof creating
tension by asimple stare orone-liner, and inthis
ultra-dry movie his production stamp is evident
throughout. LikeBreach, The Good Shepherd has
sacrificed accumulating extra cinema bucks by
totally ignoring the 'Boy's Own' stuff, the fancy
weapons and the glamorous spies. And perhaps,
that's why just like Breach, some critics
unfamiliar with the real world of intelligence,
decided that the film was alittle too long and a
little too edgy. That's despiterumours De Niro
sliced off30minutes of running time.

The movie stars Matt Damon as Edward Wilson,
inaroleakin toatroubled and authentic

spymaster. The film rolls out material found in
the archives ofthe chequered history ofthe CIA,
beginning with its genesis after World War Two
to the Cuban Missile Crisis. Indeed, it'sthe failed
CIA operation inCuba that threatens to derail
Wilson 's career.

Wilson is depicted as aquiet 'thinking' agent
who decides to dedicate his life toclaiming
secrets forthe United States. He spends more
than six years inEngland during the war learning
the dark arts of 'tradecraft' - though his wife
Margaret (played by Angelina Jolie) and son
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examine how Wilson foundhimself atthecentre
ofall this intrigue. There's flashbacks toYaleand
thesuicideof his father.

TheGood Shepherd is already being hailed as
one of theworld's greatest spy movies, but what
of the talkthat Matt Damon isjust too young an
actor toplay the complex character ofWilson? It
wouldhave beenan ideal role forDe Niro, but it's
easier toage an actor than remove the years.
And inany event, De Niro plays asmall, but
crucial part.

For those who
can see
through the
spy mist, the
movie can
best be
summed up by
acomment
made by Dr
Fredericks, a
Yale poetry
professor
(Michael

De Niro was asked what he learned about the Gambon)
mindset of CIAtypes from years of research and suspected of
study: "TheonlythingthatI learned was that being aNazi
people inthe intelligence world are very smart sympathiser.
and very interestingpeople. And the nature of it, Wilsongoes
the other part - thedeception- which you always afterthe professor on behalf ofthe FBI, and
hear about, it'sbeen seen inother movies. Ali i • during one conversation, Fredericks tells the
know is what wedid inthis movieandthat I tried . agent "you have to look behind the words to
to make it as believableas possible. I don't know understand the meaning." Larry King, the long-
because there was alsothis mythology that time CNN presenter described The Good
[supported it]. It'snot literally what it was, but Shepherd as "thebest spy movie ever made" -
it's kindofthething. I wanted tohave it as few would disagree.
credibleand real as possible."

While thefilm may be alittleslowattimes, De
Niro cleverly includes incidents that are all too
familiar intoday's worldofespionage. There 's a
moleto expose, amysterious photographto
decrypt, atape recordingto analyse and asecret
war to fight. Thesesequences are given "extra
time" and provide fascinatingviewing. Perhaps
against Wilson 's personal troubles, some of
these plots seem a little "managed",but it's
tempting to say, they are farnearer thetruth than
many people would dare admit.

There are many interesting scenes andmuch
research has been done togive thefilm an 'air of
authenticity', right down from Wilson 's early
days as the "brightest button studying poetry in
Yale". It's here where he gets indoctrinated into
the world ofdeceit though the secret Skull and
Bones Society. Thereafter, he performs admira­
bly forthe Office ofStrategic Services (the
forerunner ofthe CIA). His postwar worktakes
him to Berlin where he encounters his Soviet
counterpart, codename 'Ulysses'. And when
Castro decides to install afew dozen nuclear
missiles in CUba, viewers are thrown into the
Cold War: as usual Wi lson gets involved. But
that's toosimplistic an account - there are many
subtlesub-plots that also sees Wilsonpitting his
wits against his adversaries - whileslowly
gaining importance atthe CIA.

remain firmly rooted inthe United States. On his
return , thesolemn father is hardly welcomed
home withopen arms - and why not. But despite
his quietpersona, women are all too willing to
throw themselves athim, and though hecan
keep secrets, he's not so successful indefend­
ing himself against the charms of women. He
doesn 't betray hiscountry, but that's not the
case withMargaret.

It'sdifficult topoint to one thread running
through the film (other than Wilson himself) , and
an opportunitywas surely lost to De Niro and
scriptwriter Eric Roth when Wilson ishimself
suspected of being atraitor. Instead ofseeing
this 'gem' through, the film moves onwards to
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EASY CONCENTRATE TOUGH

relatively easy, but there was always achance
thecamera would be discovered. If found
beforehand, it was a device difficult toexplain
away. Therefore, in many cases, spies simply
'remembered' thecontent ofadocument or
letter.

COVERT COPYING

PY RAFT

ave you ever found yourself ina
situation where you needed to

•
• • • make acopy ofaletterordrawing

and using acopy machine was
inconvenient or simplyunavail­
able? Have you ever needed to
send awritten message that

wasn 't intendedfor the inquisitive?Have you i Undercover operatives havealways relied on skill
ever needed aplastic moulding compound to . and luck. Many are opportunistic, but there is
copy akey or other object? Afewsimple i one factor that bonds together everyone working
lessons fromintroductory Victorian 'spy science' : in espionage... preparation. In days gone by, not
provide versatil itywith avery small investment of everyonehad the benefit ofanice tidy camera
time and money. : that tucked away inamatch box. Eye Spy is not

i sure who created the 'copy trick', but it isvery
i old and almost certainlyoriginated from atime of

war...

The following DIY tricks are easy to perform,
require only basic elements, and have been
around for decades. It's hard to believe they were
once considered 'leading edge technology'

In the not-so distant past, the men and women
who risked everything for their country, used tiny
cameras totake photographs of documents,
letters and other things. Taking the picture was

: Before technology enabled spies to instantly
i copy adocument (or record its content), aspy

had buttwo options: steal the letter, orduplicate
ossible using just

solution that allowed
. Often it was just aphrase or

.t

paragraph that was important, this helped speed
up the process - lest thespy be caught red­
handed. But most useful, the copy tricktook just
afew seconds.

GENERAL DESCRIPTION

The original formula probably consisted ofan
alcohol-based solvent and aform of soap.
Today's solution can be made using common
vanilla extract and liquid detergent.

Vanilla beans are long, greenish-yellow seed
pods ofthe tropical orchidplant, vanilla
planifolia. Before the plant flowers, the pods are
picked unripe, and cured until they're dark
brown. The process takes up tosix months. To
make pure vanilla extract, cured beans are
steeped inalcohol - and it'sthis fluid that is
important. According totoday's law, pure vanilla
extract must be 35percent alcohol by volume.

The user would first split the vanilla bean
lengthwise with asharp knife. The beans
be placed inalcohol (distilled spirits wer
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Simplypour an 8-ounce cupofmilkintoapot
and heat it on astove. Let it warm but not boil.
Add ameasured tablespoon ofvinegar and stir

~

MAKING PLASTIC AND GLUE

Today we are fortunate inthat the process to
obtain vanilla extract and liquified soap has
already been done by our friendly grocer.

MIXING THE SOLUTION

Simply mix equal parts of vanilla extract (found
inthe baking section ofany grocery store) and
liquid dish orwashing up liquid together. Only a
small amount isnecessary - athimblefull is
more than adequate. Find ahard surface to
conduct the experiment. Using your finger or
small brush, completely cover the area tobe
copied - speed is absolutely essential as the
solution causes the original document tocrease
inafew seconds. Thealcohol containedinthe
substanceaddstothe dryingeffect. Quickly lay a
sheet ofordinary white paper (non-coated is
better) on top of the document and hold firmly.
Rub the area with afirm, but rounded object until
the imagebegins toshow throughon the top
sheet. The base ofaspoon works well. Be sure
notto rubtoo hard as this coulddamage both
theoriginal document and your copy. Peel the
top sheet back and you are left with areverse
image ofthe document.

It's an absolutely safe tricktoconduct, and one
that falls into the 'opportunist category' . Left
alone forafew moments inanofficeor similar,
andwithout any means of obtaining aphotocopy
orphotograph ofthe target letter, it can be
performed in about 10seconds. Obviously there
are signs ofpaper tightening on the original as
the solution dries, but "whenneeds must" is
phrase that comes tomind.

This is asimply fascinating trick and probably
owes its origins to POWs. Believeit or not,
anyonecanmake amalleable plastic material
from plain household milk (notsemi-skimmed)
and only one other ingredient - that most
versatileoffluids - vinegar. Speed ofapplication
is important so decide what the plastic is to be
used for beforehand. However, once dried it can
be stored and tooled using craft knives and
sandpaper, and even painted.

Method

! We experimented with traditional vanillaextract
andscented washing up liquid. Whentheoriginal
document dried in5-10 minutes it was slightly
discoloured and smelled of 'zesty' lemon! - but
that would fade intime. We recommend using
clear vanilla extract and ascent free detergent
available forsensitive skin. The solution worked
very well on inksofvarious colours and nearly
all types ofnews print.

2. Apply solution to area of text you
want to copy

4. Text is lifted off original onto copy
paper but in reverse

1. Mix equal measures of vanilla and
washing up liquid

The text being prepared with solution - the results can be seen opposite on page 70

3. Place copy sheet on top and firmly
rub with base of spoo n

available), sealed and stored forabout four
months. The solution would then be mixed
equally with liquified soap. Atiny amount could
be easilybe stored inamedicine bottleand
carried onhis person - ready foruse.

a laser printer, forexample. That's problematic in
that most documents today are produced using
such machines - but that wasn't the case afew
years ago. The trickwill still work on hand­
written letters (biro), most newsprint, and
perhaps, more interestingly, type-written letters.

The duplicating process has not changed, but the One conjectures therefore, how many lettersor
ink we use today has. This means the trick secretdocuments were copied during the war
cannot be conducted on documents produced by i using this method!

5. Simply turn paper over to see the
writing

6. The original writing and a quick
copy - achieved after 60 seconds
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the mixture until solid clumps of
material form on the surface ­
continue stirring slowly. The
material separates from the liquid
and itsconsistency looks alittle like
scrambled eggs.

Next place astrainer over ajar and
press the mixture through the
strainer. Use aspoon to press out
the remaining liquid, which is
discarded. Remove the material
from the strainer and place on a
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paper towel. Dab paper towelson
top toabsorb the excess moisture.
The solid material that forms is
Casein. Casein is used inindustry to
make glue, paint and some plastics.

You can now shape andform the
material which will dry rockhard in
afew days.We made an impression
ofakey, afew buttons and a small
drinking vessel. Drying time is
dependent on the thickness of
Casein and atmosphere. For

Making a mould of a key is
easy - but speed is of the

essence as the Casein
begins to set in minutes

example, we made afairly thickhandle foraknife which took about five
days toset solid.

The applications forthis waterproof plastic compound are endless and
colleagues say it also makes an excellent fishing float. Today, there are
many DIY products on the market that are far superior, nevertheless, it's a
trick worth knowing.

MAKING GLUE

If you want to glue the Casein to something else, orsimply make aglue,
repeat the first part ofthe experiment but after squeezing the water out of
the Casein, put it back inthe pot and add 1/4 cup water and atablespoon
baking soda. Bring to boil. What's left inthe pot is glue. Just be sure to wait
several hours before using any items secured withthe glue. It is ideal for
making small emergency repairs.
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1. Add a tablespoon of vinegar to the milk 3. Squeeze the solids through a straine r

2. The substance begins to separate 4. Dab away any excess fluid with a paper tea towel

INVISIBLE INK - A SPY'S BEST FRIENC

INVISIBLE INK: HOW TO MAKE IT

73

Dab your p.intbn....h int o the l. m on juice and writ. you r • • a.t m....g.
onto the pap.'.

It' s ••Sy to make your o wn in visib l. ink . Here', how ,/OU can do It.

First. ,/ou' ll n••d som e le m on juice . You u n 'Jet thi s in .. bottfe or
.i m pl., by .qu••zing le m o ns. You .1'0 n••d .. ,mall paintb""sh and
some paper.

Don 't us. too mu ch Juice ' Wait: .. f • ..,mlnut u to let the ju ice dry. It
should now b. to tally Invl .lbl• •

Oet hol d of .. t.a .auce, or bo wl a nd po ur .. small . mount of le m on
Juice int o ~

M15's website has a children's section on
how to make invisible ink · anda fascinating
case file involving WWI German spyCourtney

deRysbach andhis "invisible ink letters"

UNKS httpl/wwN.mi5lPJ.ukl0utp.Jt/Page487 htrri

Another method commonly used is laundry
detergent and water. Mixone teaspoon liquid
laundry detergent with one cup ofwater. Use a
cotton swab and write amessage. To view the
message, use ablack light orultraviolet light ina
darkened room.

Can 't imaginecounting those 17grains of
sugar? You can also use milk orlemon juice or
equal parts baking soda and water. The baking
soda will cause the writing to turn brown near
heat. Lemon or lime juice contains carbon and,
when heated it darkens tomake the message
visible. You can also reveal the message by
painting over the baking soda solution with an
acidic juice such as grape and the message will
turn bluish in colour.

bulb. The heat causes the ink toturn abrownish
colour.

Pitfalls and Applications

The term 'invisible ink' is open todebate. With
any homemade solution it's impossible not to
see the applied substance. There are numerous
ways ofdelivering asecret message, and every
year sees this one fall further down the ladder.
However, there is away to further disguise the
ink - if it isbeneath an "ordinary letter". Some
jailed prisoners are known to have used this
method topass messages tothe outside world.

Our recipe forinvisible ink is
made from 4 drops ofonion
juice, 4 drops of lemon juice,
and 17grains ofsugar
(yes... 17grains of sugar).
It'salways preferable touse
afresh lemon and onion.
Mixthe ingredients ina
clean small container, such
as ajarlid, until the sugar is
dissolved. Dipatoothpick
into the mixture and write
on paper, but do not press
too hard. Allow the ink to
dry and the message will
begin to fade. To make the
message reappear, hold the
paper over abright light

The primary use of invisible ink istopass on or
store amessage in secret. It'satrick that is

probably hundreds ofyears old, and
though somewhat dated today, it
must have appeared 'magic' to our
ancestors.
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Thereare anumber ofways tomanufac­
ture an 'invisibleink solution ', but the
safest, cleanest and most palatableway
is from an onion and lemon. And forthe

sake ofreaders who enjoy aread during orafter
lunch, we'll avoidthe urine recipe!



AGENT ZIGZAG
Ben Macintyre
Bloomsbury Publishing

Availablefrom Eye Spy
Ref: ES1 21 6 £21 .00 UK $46.00

EddieChapman:rogue, criminal,
confidencetrickster, herotoboth sides
and betrayer ofall. Atthestart ofthe
Second WorldWar, Chapman was
recruited bytheGerman Secret Service.
He was ahighly prized Nazi agent. He

regiments; all ofthem know what they're
about and rub shoulders together more
or less comfortably with atleast a
shared understanding ofbasic military
requirements.

~----- ~
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One suchmanJohn Geddes (pseudo-
: nym), ex-SAS warrant officer and

veteranof afistfulof hardwars who
became amemberoftheprivatearmy in
Iraq fortheeighteenmonths immediately
following the declarationoftheend of
hostilrties in early May 2003. Now, for
the first time, John Geddes reveals the
insidestoryofthisextraordinary private
army and theprivate war they are still
fighting with the insurgents inIraq.
Hardback 326pp
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: HIGHWAYTO HELL
John Geddes
Century

"Anyoneentering Iraq must travel the
road fromAmman to Baghdad along the
Fallujah by-pass and around the Ramadi
Ring Road. It's the most dangerous
trunkrouteintheworld used as a

: personal, fai rground shooting gallery by
· insurgents and Islamists withrocket

propelled grenades and Kalashnikovs.
For newcomers tothe country it's
terrifying - but hell only really begins
whenthat first journey ends..."

· Present-day Iraq: acrucible oftorture,
chemical warfareand Islamic terrorism,

· and straddling over it all the mighty US
Army and itsallies; but there's another
westernarmyinIraq that dwarfs the
British contingent and is second only in

· size tothe US Army itself. It'sadisparate
and anarchic multi-national force ofmen
gathered from twentyormore countries
numbering some 30,000. It's a
mercenary army ofmen and afew
women withguns forhire earning an
average of$1 ,000 dollars aday. They
are in Iraq to provide security forthe
businessmen, surveyors, building
contractors, oilexperts, aidworkers and,
ofcourse, the TV crews who have
flockedtothe country topick over the
carcassofSaddam's regime and help
the country re-build. Not since the days
when theEast India Company used
soldiers of fortune todepose fabulously
wealthy Maharajas and conquer Indiafor
Great Britain, and mercenaries fought
George Washington's Continental Army
forKing George, has such alarge and
lethal independent fighting force been
assembled.

Once uponatime such men were called
freelances, mercenaries, soldiersof
fortuneor dogs of war, but today they go
under adifferent name: private military
contractors. There's afar more

. fundamentalsea change, too, as women
: have joinedtheir ranks insignificant

numbersforthe firsttime, bringing a
new and interestingdynamic intothe
equation. In Iraq today the majorityof
their number are men who come from
'real deal' Special Forces units orformer
soldiers from regular units and

AvailablefromEye Spy
Ref: ES1215 £21.00 UK$48.00

terrorists tohack intotheLockheed
Martincomputer systems; two convicts
who joined forces tobecome hackers
insideaTexas prison; a 'RobinHood'
hacker who penetrated thecomputer
systems ofmany prominent companies
- and then told them how he gained
access.

Withfascinating "you are there"
descriptions ofreal computerevents,
indispensabletips on countermeasures

• securityprofessionals need to implement .
now, and Mitnick's own acerbic
commentary on the crimes he describes,
this book is sure to reach awide .
audience and attract the attention ofboth
lawenforcementagencies and the
media. Hardback 270pp

-
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BOOK RELEASES

THE ART OF INTRUSION:
The Real Stories Behind the Exploits of
Hackers, Intruders and Deceivers
Kevin D. Mitnick & William L.Simon
Hungry Minds Inc

Hacker extraordinaire Kevin Mitnick
delivers the explosiveencore tohis
bestselling TheArtof Deception. Kevin
Mitnick, one oftheworld's most
celebrated hackers, nowdevotes his life
to helpingbusinesses andgovernments
combat datathieves, cybervandals, and
other malicious computerintruders. In
his previouswork, Mitnickpresented
fictionalised casestudies that illustrated
how clever computer crackersuse
"social engineering" tocompromise
even the most technically secure
computer systems. Now, inhis new
book, Mitnickgoes onestep further,
offering hair-raising stories of real-life
computer break-ins - and showing how
thevictims could have prevented them.

Mitnick's
reputation
withinthe
hacker
community
gave him
unique
credibility with
theperpetra­
tors ofthese

crimes, who freely shared their stories
withhim- and whoseexploits Mitnick
now reveals indetail for the first time,
including: Agroup offriends who won
nearly amillion dollarsinLas Vegas by
reverse-engineeringslotmachines Two
teenagers whowerepersuaded by
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Al-UAEDA AND
THE ROAD TO 9111

lAWRENCE
WRIGHT

arguing that the most successful way to
understand, detect, prosecute and deter
these acts istouse conventional

, criminal investigation methods. Whether
; inOklahomaCity orLondon, Hamm
demonstrates that criminal activity isthe
lifebloodofterrorist groups and that

, thereare simple common denominators
; atwork that can remove the mystery
• surrounding many ofthese groups.

The Looming Tower may be the most
riveting, informative, and "heart-stopping
account" yet ofthe men whoshaped 9/
11 (New York Times Book Review). The

, focus on individuals gives the book its
, emotional punch, but it is also a

narrative bold inconception and
historical sweep.

THE lOOMING
TOWE R

THE LOOMINGTOWER:
AI-Qaida and the Road to 9/11
Lawrence Wright
Knopf

Once understood, the vulnerabilities of
these organisations can be exposed.

; This important volume focuses on six
; case studies ofcrimes committed by
, jihad and domestic right wing groups,

including biographies ofmore than two
dozen terrorists along with descriptions

, of their organisations, strategies, and
terroristplots. Terrorism as Crime offers
an original and significant framework for
explaining international and domestic

: terrorism, as well as how future acts
i might be detected orexposed.

Fascinating work. Paperback 259pp

Available fromEyeSpy
Ref: ES1220 £1B.OO UK $35.00

Lawrence Wright conducted more than
500 interviews, from bin-laden's best
friend incollege toRichard A. Clarke,
Saudi royalty, Afghan mujahideen, and
reporters for AI Jazeera. The result, while
evenhanded initsanalysisofthe

, complex motives, ideals, and power
plays that led to9/11 , leaves few
nefarious details uncovered. An abrupt
ending did littletosway critics that The
Looming Tower is nothing less than

, indispensablereading. Harback 480pp

Available from Eye Spy
Ref: ES1 221 £35.00 UK $32.00

A NE W HI STO RY

JOHN LEWIS
GADDIS

THE

COLD
WAR

Available from Eye Spy
Ref: ES121 9 £19.00 UK $22.00

Gaddis
assesses what
he sees as the
positive
contributions
Thatcher,
Reaganand
PopeJohn Paul
IImade to
furthering the disintegration ofthe USSR
and concludes with asympathetic
portrait ofGorbachev; his refusal touse
forceultimately cost him both commu­
nism and his country, but, says Gaddis,
it alsomade him "the most deserving
recipient ever of the Nobel PeacePrize."
Theinterpretations arenot new - we've
readthis before, but Gaddis succeeds in
aconcise narration and his synthesis is
sure to reign with readers. Paperback
352pp

TERRORISM AS CRIME:
From Oklahoma City to AI·Qaeda and
Beyond
Mark SHamm
New York University Press

Car bombing, suicidebombing,
abduction, smuggling, homicide, and
hijacking are all profoundly criminal acts.
InTerrorism asCrime, Mark S. Hamm
presents an understanding ofterrorism
from acriminological point of view,

JOE
SAWA RD

Available from Eye Spy
Ref: ES121 B£14.99 UK $34.00

THE

GRAND PRIX
SABOTEURS

Joe Sawardhas combined his
formidable knowledge ofGP racing
together with avast quantity of
meticulous research and managedto
produce athrill ing and heartbreaking

• story. Anyone interested inthe
; fascinating legend of the racing driver
• spies Benoist andWilliams and Wimille,
i and inSOEingeneral, should buy this
• book. Paperback 364pp

THEGRAND PRIX SABOTEURS:
The Grand Prix Drivers Who Became

: British SecretAgents During World
i War II

Joe Saward
Morienval Press

THE COLD WAR:
ANew History
byJohn Lewis Gaddis
Publisher: Penguin (Reprintedition)
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Gaddis,who's written other studies of
• the Cold War, delivers an engrossing

account ofSoviet-US relations from
• WWII to the collapse ofthe USSR. The
ideological clash between democratic
capitalism and communism predated the
war, ofcourse, but the emergence of

• nuclear weapons created anew political
situation. Suddenly, it was easy to
imagine total war that might destroy not
only the enemy but also the victor.

A ENT
ZIGZAG

was also asecret spy forBritain, alias
Agent Zigzag.

• ZigZag meets Michael Schumacher. The
idea ofracing drivers working as secret
agents isatbestfar-fetched, but The
Grand Prix Saboteurs tells the amazing
TRUE story ofhowthree top Grand Prix
driversfrom the 1920s and 1930s

; worked foraclandestine British secret
: service inoccupied France, during World
, War II. The product of18years of

~:iB.~L...._......":__i I ' research, The Grand Prix Saboteurs tells
astory that remained topsecret until the

, British Government finally agreed to
• release them in2003. The book dazzles

with swashbuckling escapes, shocking
betrayals andastory you will never
forget.

Agent Zigzag isthe untold storyof
Britain 's most extraord inary wartime
double agent. Genuinely courageous,
able towithstand withering interroga­
tions from both sides, Chapman was a
dashing, charming and fiercely intelligent
man whose talents led toasingle end:
breaking the rules. He wore loud suits,
drove fast cars, and had awoman in
every port. Yet, atthe same time he was,
inhis own way, loyal to his lover and
their child. This was aman who courted
contradictions as much as he courted
adventure. Inside the traitor was aman
of loyalty; inside the villain was ahero;
the problem forChapman, his
spymasters, and his lovers, was to know
where one ended, and the other began.

Available from Eye Spy
Ref: ES1 217 £17.50 UK $35.00

In1943, Colonel Tim Stephens ofMI5
said ofthe story ofChapman: 'In fiction
it would be rejected as improbable.' MI5
have only recently releasedthe material
on Chapman, and Macintyre has full
access to all ofChapman's manuscripts,
letters and photographs. What emerges
from this trove is an exhilarating true
story of loyalty and betrayal, courage
and cowardice, acrook who was also a
hero. It is one ofthe most gripping
untold stories ofthe Second World War.

Afantastic book that captures the work
ofaformer villain turned spy.
Macintyre's research is meticulous,
accurate and impressive. Chapman's
worth tothe war effort is revealed inthis
book. Hardback
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Indirect Attacks
inancial attacksagainst bank
customers are called indirect attacks.
An indirect attacktargets the
consumeror financialcustomer. This
group is experiencing a substantial
increase in thenumberof different
types of attacksas well as their

frequency. The top ten examples of this styleof
attack are:

1. Fake Invoices: Afake invoiceiscreated andsent
toacustomer with the hope that they will notnotice
and make the payment thus supplying bank account
orcredit card data.

2.Fake Leaders: Individualsposing as financial
professionals offering mortgagesorother typesof
credit instruments entice you into providing
sensitive financial dataso they couldsteal your
identity ortransfer money fromyouraccounts.

3.Fake Inheritance: Letters ore-mails are sent
informing youofan inheritance you are owed. You
are asked to provide abankaccount number so the
inheritance fundscanbetransferred.

4. Fake Financing: Letters ore-mailsaresent
informing you ofgreat financing deals (stocketc.).
You are asked toprovide abankaccountnumberso
the funds can be transferredto you.

5. Dead Foreigners: Letters ore-mails aresent
informingofadeath, and inordertosettlethe
estate, they need to reconcile thefundsowedto
you. You are asked to provide abank account
number so the inheritancefunds can be transferred.

6. Fake Charities: Lettersor e-mails are sent telling
youheart-wrenching stories andaskingyou to help.

7.FakeTrade Deals: Letters or e-mails are sent
asking foryour assistanceinthetradeof goods in
exchange fora%of the dealvalue.

8. FakeAsset Transfers: Lettersore-mails are sent
asking foryour assistance inmoving assets out ofa
country inexchange fora%ofthe asset value.

9. Fake Scholarships: Letters ore-mailsaresent
informing you ofacash scholarship.

10. Fake Lotteries: Lettersore-mails are sent
informingyou that you havewonthe lottery.
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Intelligence analyst Kevin Coleman
continues his investigationon the
implications 01 afinancialattack
on the West and how big business
and the individual can protect
themselves...

Learning and
Understanding

Intelligence

With points 3 - 10you are asked toprovide a
bank account number so the inheritancefunds
can be transferred. Once the fraudulent organisa­
tion obtains your bank account information, they
transfer funds out ofthe account.

All these activities serve todecrease the
confidence inthe financial infrastructure ofthe
target nation. Aloss of confidence results in
severe economic damage that can take years to
recover.

IMPLICATIONS OF GENERAL
TERRORISTATTACKS

The recent terrorist attacks that have occurred
around the world have raised awareness ofthe
danger ofterrorism and itscomplex repercus-

:.-::-;- I~t~t\tJ!lorketmtS ~:1§..- . - _....~---- ..- .:-

us. ATrACKED
HIJACKEDJErSDESrROYTW1NTOWERS

AND turPENTAGONINDAYOFTERROR
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sions onthefinancial markets. Terrorist attacks
have had asignificant economic impact on the
United States and world markets. The New York
Stock Exchange (NYSE), the American Stock
Exchange and NASDAQ didnot open on 11
September 2001 , and remained closed until 17
September. NYSE facilities and remote data
processing sites were not damaged by the

· attack, but member firms, customers and
· markets were unable tocommunicate due to

major damage tothe telephone exchange facility
near the World Trade Center. When the stock
markets reopened, the Dow Jones Industrial
Average (DJIA) stock market index fell 684
points, or 7.1%, to8920, ~s biggest-ever one-day
point decline. By the end ofthe week, the DJIA
had fallen 1369.7points (14.3%), lts largest one­
week pointdrop inhistory. US stocks alone lost
$1 .2trillion invalue for the week.

Protecting the Financial Infrastructure

The West's financial infrastructure is
constantly under attack. It has become even

; more critical these threats are taken
i seriously and measures put inplace to

reinforcethe financial infrastructure.

: Steps to reinforce the financial infrastructure
include:

· • Enhancing the physical security ofcritical
financial infrastructures incooperation with state
and local officials. This could includeintegrating

i the requirements for crash barriers, blast
; resistant construction and other architectural
· design considerations into local building codes.

• Coordinating the relevant information streams
concerning physical and cyber security. Most of
our financial infrastructure isprivately owned.

i Private industry isnot integrated into the
intelligence community. Use ofthe Business Risk
Intelligence Center (BRIC), aservice from
Intelomics, iscurrently filling the gap.

• Strengthening employee preparedness for
emergencies, which includes familyprepared­
ness athome. Training employees inthe
workplace iscritical to increasing our level of
overall preparedness and security. Thistraining

, would be taken home and serve to improve
familypreparedness.

• Developing relationships inregions where
many ofour employees live and where other
critical financial infrastructure is located.

Integrating local emergency response assets
and law enforcement into

the financial infrastruc­
ture risk management

programme will
improve security

as well as
emergency

response.



'Makingmoney' is big business - but the implications for everyone are enormous

• Instituting relationships with utilities and
telecommunications providers, so that they
address the needs oftesting, filling gaps, and
retesting. Utilities and telecommunication remain
two critical needs for financial infrastructure
providers tooperate uninterrupted. It istherefore
essential that redundancy and backup systems be
inplace and tested routinely.

• Strengthening the financial system's core
components byimplementing the rigorous
standards oftheInteragency Sound Practices. As
technology and knowledge advances, continuous
improvement must be planned and budgeted for.
Failure to keep up with these changes creates
vulnerabilities that can be exploited by terrorist
groups.

• Creating amore structured and coordinated
approach totesting efforts. Scenario-based
Intelligence Analysis (SBIA), amethodology
created by Spy-Ops and published inCounter­
terrorism magazine should be used to plan and
evaluate awide range ofpossible terrorist attacks.

INTELLIGENCE KEYFACTS

Fivemillion elderly peopleare
victims offinancial exploitation
everyyear. With an enormous

Eighty-eight percent ofthe $5.5 billion checkfraud
attempts were caught by banks'
prevention measures or systems
beforeany losses wereincurred.

In fiscal year 2003, the USSecret Service and
; international authorities seized$63 million in
! counterfeit notes beforethey ever madeit into
i circulation.

Nearly two million Americans havehadtheir bank
: accounts raided by criminals inthe past 12

months, according toasurvey bymarket
research group Gartner. Consumers reported an
averageloss per incident of $1 ,200, pushing total

i losses higher than $2billionfor theyear.

About 42% ofthe counterfeit notes beingpassed
inthe US (detected), originated outsideofthe

! country.

.,.. c.T MOT~ ....... "- Ma1' tT., ...
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Earlier this year, officials ofthe Central Bank
received death threats resulting from activities
undertakenby thebankto thwart efforts by one
organisation tofund terrorism (see alsothe FBI
alert opposite).

~illillilllllllllllllillf An "unauthorized individual"infiltrated thecomputernetwork of
athird-party payment processor
and may havestolen upto40
million creditcard numbers. All
brands ofcredit cards were
exposed in theattack; about 14
million ofthe40 million accounts
exposed were MasterCard
accounts. This breach, as reported
by MasterCard International, was
thelargest security breachmade
public inrecent memory.

• Promoting industry-widestandards forbusiness
continuity and resilience. In arecent presentation
on Business Preparedness, the Technolytics
Institute divulgedthat less than 1%ofbusiness
continuity plans included cyber-terrorism attacks
orphysical attacks by terrorists. New regulations
like BASEL IInow mandate such planning. BASEL
II is an international regulation that requires major
banks who conduct international global business
to assess operational risks as well as external
risks such as terrorist attacks.

Under the recently introducedFinancing of
Terrorism Law, theCentral Bank began investigat­
ing the target organisation's financial transactions.
They moved tofreeze all funds ofthe controversial i Currencycounterfeiting by traditional offset-
entity, which has close links with another terrorist printing operations ismoreprevalent abroad,

• Expanding the membership ofthe Financial organisation. Working with state and private while digital counterfeiting is more prevalent inthe
Services Information Sharing and Analysis Centre banks, they were able toblock any kind of United States.
(FS/ISAC), as well as other industryfocused withdrawal of fundsbythe target organisation.
information sharing organisations and numerous • The US Government has calledonother countries
outreach and education efforts It isnot just about to ban the operations ofthis front organisation
guns guards and gates. You must include that issuspected ofcollecting funds from
information, intelligence and integration inorder to unsuspecting international donors tofurther the
protect the financial infrastructure. Membership in . terrorist cause. An official who wished toremain
theseindustry groups provides much ofthe anonymous said: "Other countries have already
needed information. begun probing financial operationsofthis

organisation and we started late."
• Identifying and testing critical
interdependencies between
financial services and other
sectors. Whilepreparednessat
the individual entityprovides
some risk mitigation, it does not
take into account the
interdependencies between
sectors. Looking across the
infrastructureand planning for
coordinated terrorist attacks
must now be part ofall disaster
preparedness programmes.

The above points represent a
limited listofprecautions and
fortifications. As threats evolve
and technology advances, new
tools and techniques toprotect
the financial infrastructure will
berequired.
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GENEVA: Senior government officials, interna­
tionallaw enforcement and global business

leaders discuss the increased level ofworldwide
co-operation incombating counterfeiting and

piracy, and encouraged an even greater marshal­
ling ofefforts tofight this illicitactivity

InJune 2007, a major conference hosted by
Interpol and Canada's Royal Mounted Police will
debate, amongst other SUbjects, financial warfare

CONCLUSION

: Ensuring the resilienceofthe financial infrastruc­
ture tominimise thedamage and expedite
recovery from directed attacks is anever ending
battle. Identifying and reducing vulnerabilities in
the financial service sector's infrastructure to
directed attacks and other criminal orillegal
activities remains atthe top ofthe list ofcritical
initiatives requiredinthe age of UnRestricted
Warfare.

• Due toglobalisation and the increased volume of
internationaltransactions, investigating and
defending against attacks on the multitude of
institutions that make up our financial network
requires international cooperation. Additionally, the
sophistication and seemingly unlimited resources
ofpotential intruders enhances the need for

• vigilance and preparedness.

· Aprime example is the core clearing and
settlement infrastructure which is one of the
highest value targets, and as such, must become
even more resilient against the more sophisticated

• attacks that are yet tocome.

Of the checks that are stolen orforged , the
number ofthese that are written each year comes
out toabout 500 million checks and over $10
billion in lost revenue.

number ofbaby boomers heading forretirement,
are we on the verge ofan elder fraud epidemic?

It isestimated that more than 2.2million "bad
cheques" enter the system each day. Inthe United
States, forexample, merchants takeinover $13
billion dollars inbad cheques annually.

Due tothe increase incounterfeit currency and
the potential danger it represents tothe economy
ofany given nation, Interpol has increased its role
isinprevention and detection atan international
level (seesidebar feature above right), and inthe
apprehension ofcounterfeiters and the criminal
organisations operating behind them.

In 2005, approximately 45 per cent ofall credt card
fraud activ~ can be attributed tocounterfeiting.

In 2005, fraudulent debit card activity in Canada
resulted in losses of$74 million tofinancial
institutions.
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e 100.000 USD +/year, working independently!
Become a trained Polygraph Examiner

Polygraphhas becomea booming international businessused by
many:

government agencies
policedepartments
multinational corporations
privateinternational firms/Individuals
and manyothers to managerisks

Start your international polygraph career with B.E.A.R. - then go
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Go to www.BEARFORENSICS.com and click POLYGRAPH
SCHOOLlink
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MUSEUM WEBSITES

DETECTED!

WORLD 'S FIRST PASSIVE MILLIMETER WAVE
IMAGING SYSTEM THAT DETECTS:

• Liquid exp los ives • Plastics explosives
• Assault weap ons made from plastic,

meta l , cera m ics or composites

Intelligence

for

LIQUID AND PLASTICS EXPLOSIVES
DETECTION SYSTEM
Available From DefenderTech International Solutions

+1.586.218.6975 • www.defendertech.com
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Support Your Local Newsagent
The best way of ensuring that you rece ive your copy of EYE SPYis to

support your local newsagenf by plac ing a regular standing order. The
newsagent will be able to deliver it to your door or reserve it in the shop

for you to collect. Ifyou have any difficulty, why not cons ider taking out a
post-free annual subscription - see advertisement elsewhere in this issue
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Dear Newsagent.

Please reserve/deli ver* a co py of EYESPYon publ ication, sta rting with the next available issue
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............................ ............................., Post/Zip Code .

* de lete where applicableL ~
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