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1. This standardization handbook was developed by the Department of Defense with the assis- 
tance of the Military Departments and Federal Agencies. 

2. This handbook provides fundamental guidance to engineer and install electronic systems that 
process or communicate classified information. it contains guidance which will ,  when used in 
conjunction with department/agency directives. aid in the protection of such information b~ 
reducing the probability of hostile interception and exploitation. 
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FOR WORD 

This revision has been prepared to satisfy a need for an unclassified document describing the 
fundamental "How-'1'0's" of RED/BLACK engineering and installation. Its principles and guid- 
ance stress sound engineering practices to produce a safe environment to process or communicate 
classified defense information. Its unclassified nature permits its distribution to the lowest 
operating level to enhance an awareness of RED/HLACK and TEMPEST principles. 

This document includes metrication. The handbook is not  measurement sensitive. See the current 
edition of MIL-STD-962 for a discussion of  measurement -sensitive metrication. The following 
conversion factors have been used for simplicity. 

1 inch = 25 millimeters 

3 feet = 0.9 meters 
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1. SCOPE 

1.1 Purpose. This handbook provides guidance within the REII/HI,ACK concept for the engneer- 
ing and installation of systems and facilities processing classified information. The engineering 
installation concepts contained herein should be selectively applied for control of TEMPEST at all 
Department of Defense (DoD) facilities where classified information is processed. 

1.2 Applicability. This handbook addresses and applies to the following general areas: 

a. Power distribution, installat ion, and protection. 

b. Equipment installation and protection. 

c. Signal distribution, installation, and protection. 

d .  Filters and isolators. 

e. Grounding, bonding, and shielding (GBS). 

f. Physical security. 

g. Administrative telephones. 
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2. REFERENCED DOCUhfEXTS 

2.1 Government documents. 

2.1.1 Specifications, standards, and handbooks. Unless otherwise specified, the following 
specifications, standards, and handbooks of the issue listed in that issue of the Department of 
Defense Index of Specifications and Standards (DoDISS) specified in the solicitation. form a part 
of this handbook to the extent specified herein. 

SPECIFICATIONS 

MILITARY 

Military Specifications for Filters, Radio Frequency Inter- 
ference 

STANDARDS 

FEDERAL 

FED-STD- 1037 Glossary of Telecommunication Terms 

MILITARY 

MIL-STD-188- 100 Common Long Hal11 and Tactical Communications Systems 
Technical Standards 

MIL-STD 188-1 11 Subsystem Design and Engineering Standards for Colnmnn 

Long Haul and Tactical Fiber Optir.5 (;omrnunicat~ons 

MIL-STD-188-113. Electrical Characteristics of Digital Interface (lircuits 

MIL-STD-188-1212 Grounding, Bonding, and Shielding for Common f a n g  
Haul/Tactical Communication Systems, Including Ground 
Based Communications-Electronics Facilities and Equip- 
ments 

Pvi!L-STD- 1 m-2W System Desion €2" "a" Engineering Standard3 lor Tactical 
Communications 

MI L-STD-220 RFI Filters, Methods of Testing 

hIIL-STD-285 Military Standard. Attenuation Measure~rlrn t s  for Enrlo- 
sures,  Electrornaprletic. S h i ~ l d i n ~ .  for Elcctronii~ Test l 'ur-  
p r ' 5 ~ 5 .  M P ~  hod of 



HANDBOOKS 

MILITARY 

MIL-HDBK411 Power and Environmer~tai b ~ i t r o l  lor tlir Pl~ysical Plant of 
DoD Long Haul Communications 

MIL-HDBK-419 Grounding, Bonding, and Shielding for Electronic Equip- 
ments and Faciiities 

T 1 2.1.2 Giber Government documents, drawingg, and publicaiions. I nc following other 
0 bovernmcnt documents, drawings, and publications form a part of this handbook to the extent 
----:r:-.A L#.-..:- 
S p c L I I l C u  I l C I  ClLl. 

lnint ( Ih i~ fs  ~f Slaff *-.--. ------- 

JCS Pub 1 Dictionary of Military and Associated Terms 

National Communications Security Committee 

N(:SC-9 National Communications Security Glossary 

n~ ~uaiiuual S e ~ u l i t ~  Agency 

NACSI D - , . ~ - , . ~ - A  ~ L ~ - ; L . . + ; , . ~  c..-+A-~ [I 
[Lj A L U L C L L C U  I / I 3 L l  I I J U L I U L I  J) J L L I I l Z  \UI 

NACSI 5004 (S) TEMPEST Cour~ternieasures for Facilities Within the 
United States (U)  

NACSI 5005 (S) 'I'EMk'ES1' (;o~lnterrneasures for Facilities Outside thc 
United States (17) 

NACSIM 5100 

NACSEM 5201 

NACS!Y 5 E 2  

NACSIM 5203 

(C) Compromising Emanations Laboratory Test Require- 
ments, Electromagnetics ( U )  

(C) TEMPEST Guidelines for Equipment/Systems Design 
Siar~dard (';) 

. . (Pi -1 E~mnn~acc;nn uuyys b J J A V 1 1  of Compromlsrng Emana?ions Throumh 
6" 

Low Level Operation (U)  

(C) Guidelines fbr Facility Unsign and REI)/BLACK Instal- 
lation (C') 

(C,I Shielded Enclosures tl.') 



Defense intelligence Agency 

DIAM 50-3 (FOUO) Physical Security of Special Compartmented 
Information Facilities (U) 

Federal Communications Commission 

FCC Reg Part 15 Subpart J Rules and Regulations. Radio Frequency Devices: 
P ---. . .:-- na.,:Aae 
W I I 1 t ) U L I L l ~  U C V  1bG3 

National Bureau of Standards 

FIPS P!JB 94 GuidP!ine on E!ec?rir,al P o w e r  for ADP Installations 

2.2 Other publications. The following documentts) form a part of this handbook to the extent 
specified herein. Unless otherwise specified, the issue of the documents which are DoD adopted 
shall be those listed in the issue of the DoDISS specified in the solicitation. The issues of 
documents which have not been adopted shall be those in effect on the date of the cited DoDISS. 

National Fire Prevention Association 

NFPA No. 70-19XX 

NFPA No. 78-19XX 

National Electrical Code (NEC) 

Lightning Protection Code 
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3. DEFINITIONS 

3.1 Terms and definitions. Terms used in this handbook are defined in FED-STD-1037. JCS PUB 
1, and NCSC-9, except as listed below, which are uniquely defined for the purpose of this 
handbook. 

3.1.1 BLACK equipment area (BEA). An area in a limited exclusion area designated for the 
installation of equipment processing unclassified information or encrypted information. 

3.1.2 Bulk filtering. The practice of using filters at the first service disconnect or on each power 
panel, thus filtering power to many items of equipment with one set of filters. 

3.1.3 Cognizant TEMPEST agency. That agency within a department, service. or activity 
which, by virtue of its mission charter, has the knowledge to develop and the authority to 
implement rules, regulations, policies, criteria, and guidance to safeguard defense information. 
with specific emphasis on the implementation of the TEMPEST program. 

3.1.4 Collateral. All national security information classified under the provisions of an executive 
order. for which special community systems of compartmentation (e.g., Sensitive Conipartmented 
Information) are not formally established. 

3.1.5 Controlled access area (CAA). The complete building, facility, or area under direct 
physicai controi whiclr i~rclurlea "nc or mirre limited ixc!u;ian arczs, cont:o!!ed SLP-CK eqr?ip- 
ment areas, or combinations thereof. 

3.1.6 Controlled BLACK equipment area (CBEA). A BLACK equipment area which is not 
located in a limited exclusion area (LEA),  but is afforded the same phyqical entry control w h ~ c h  
would be required if  i t  were within an LEA. 

3.1.7 Controlled space (CS). The three-dimensional space surrounding facilities that process 
classifid information within which unauthorized personnel are: (a) denied unrestricted access, 

(b) escorted by authorized personnel, or (c) under continual physical or electronic surveillance. 

3.1.8 Equipment radiation TEMPEST zone (ERTZ). A zone established as a result of 
determined or known equipment radiation TEMPEST characteristics. The zone includes all space 
within which a successful hostile intercept of compromising emanations is considered possible. 

3.1.9 Hardened cable path. A path which provides physical protection for the cable such that a 
delay factor is applied against penetration or  intrusion. 

3. I .  10 Limited exclusion area (LEA). A room or enclosed area where security controls have 
been applied to provide protectiorl 10 tire eql~ipment and wire lines of a RED information 
jcorr.\ing ~ v c t r m  rquivalrnt to the security required for the information transmitted through t l~r  

s ~ s t e m .  A n  LE.4 must contain a RED equipment area. 

3.1.11 Protected distribution system (PDS). .4n approved t rans~r~iss ion system to which 
adequate acoustical, electrical, electromagnetic, and physical safeguards have been applied to 



permit the transmission of unencrypted classified information. The associated facilities include all 
equipment and wire lines to be safeguarded. The niajor components are defined as follows: 

a. Distribution system. The metallic wire paths or fiber optic transmission ~ a t h s  that provide 
interconnection bet ween components of the protected system. The distribution system may 
be an internal PDS within the controlled space or an external PDS traversing an uncontrolled 
access area. 

b. Subscriber sets and terminal equipment. The complete assembly of equipment, exclusive of 
interconnecting signal lines, located on the end user's or customer's premises. This includes 
such itcms as telephones, teletypewriters. facsimile data sets, input/output devices, switch- 
boards, patch boards, consoles, or any other device which processes classified information. 

3.1.12 RED equipment area (REA). The space within a limited exclusion area which is 
designated for installation of RED information processing equipment and associated power, signal, 
control, pound,  and distribution facilities. 

3.1.13 TEMPEST approved equipment or systems. Equipment or systems which have been 
certified within the requirements of the effective edition of NACSIM 5100, or TEMPEST specifi- 
cat ions as determined by the department or agency concerned. 

3.1.14 Uncontrolled access a n a  (UAA). The area external or internal to a facility over which 
1 no persiirinei access coriirois C8r? be 0i are exercises. 

3.2 Acronymn and abbreviations. The following acronyms and abbreviations used in this 
Military Handbook are defined as follows: 

a. .4TDD - automatic telephone disconnect device 

b. CBX - computer controlled branch exchange 

c. DF - distribution frame 

d.  EESS - earth electrode subsystem 

. EI A - Ellectronic Industries Association 

f .  EM - electromagnetic 

g. EMC - electromagnetic compatibility 

h .  EM1 - elrctromagn~.tic interference 

i. EMP - electromagr~rtic pulse 

j .  EP.4HX - rlrctronic private  autor~la~ic. hrar~ch exchange 

k .  FOC - fiber optic cable 

I .  FPSS - fault protection subsystem 



m. GBS - grounding. bonding, shielding 

n. HEMP - high-altitude electromagnetic pulse 

o. IDS - intrusion detection svstem 

p. KSU - key service unit 

q. KTU - key telephone unit 

r. L A S  - local area network 

s. MDF - main distribution frame 

t .  MG - motor generator 

u. MOV - metal oxide varister 

v .  NDI - nondevelopmental item 

w .  I'AHX - private automatic branch excharlge 

x. PBX: - private branch exchange 

y .  PC2 - physical control zone (obsolete term, see 3.1.7) 

z. PLC - power-iine conduction 

aa. PTF - patch and test facility 

ab. RF - radio frequency 

ac. RFI - radio frrgucncy interference 

ad. SCI - Sensitive Compartmented Information 

ae. SCIF - sensitive compartmented information facility 

af. TPD - terminal protective device 

ag. UPS - uninterruptible power supply 

ah. VDU - video display unit 

ai. VF - voice frequency 
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4. GENERAL REQUIREMENTS 

4.1 General. Section 4 provides minimum engineering-installation guidance for general applica- 
tion to all equipment and systems processing classified information. Two interrelated principles 
apply - the RED/BLACK concept (see FED-STD-1037) and TEMPEST (see NCSC-9). The 
RED/BLACK concept provides that electrical and electronic components, equipment, and systems 
processing classified plain text information be kept separate from those that process encrypted or 
unclassified information. TEMPEST, as used here, is those measures used to control compromis- 
ing emanations. Figure 1 depicts a facility designed to RED/BLACK and TEMPEST guidance. 
While these terms are often used interchangeably, the concepts are separate and distinct. A facility 
properly designed to provide RED/BLACK separation may contain TEMPEST discrepancies. The 
guidance of this handbook presupposes the use of low-level balanced voltage digital signaling as 
defined in MIL-STD-188-114 and NACSIM 5002, except where specifically noted otherwise (e.g., 
unbalanced voltage digital signaling). Additional treatments may be required for all or part of a 
facility if high-level signaling is used. TEMPEST testing after installation and activation may 
indicate the need for additional protective measures. Such additional treatment will be determined 
by the cognizant TEMPEST authority on a case-by-case basis. Cor~sideration will also be given to 
wrxfinrcrr L - -  - P A -  -1--:-.--1 f--- --,A,,.:,, r-- - r - , . r - - - , - - , r ; ,  ,..1-, /CMD\ /L;,L_,lt;t,.A, -1,- 
I ~ i v l r  CJ 1 D ~ ~ ~ I I I S  oerlvcu lruni proier;ilull lur clcl;ll ulrlafjllcuL p u l x  [ b i r l l  j /  I I I ~ ~ I I  altdtuuc CICL- 

trornagnetic pulse (HEMP), electromagnetic interference (EMI) , and radio frequency interference 
(RFI). Although this handbook is not specifically directed to the mensurcs used for EMP/HEMP 
protection, the attributes of EMP protection which may satisfy TEMPEST have been addressed 
(see appendix C). The design considerations of EMP and TEMPEST are similar - to protect 
signals and equipment in one area from activity in ~i i i i ihei  arto. The ~ a i o r  J differences a r e  in the 

levels (voltage, current, and field strength, which are very high for EMP/HEMP signals and 
normally moderate to quite low for TEMPEST signals), and the direction of protection (outside to 
inside for EMP/HEMP and inside to outside for TEMPEST). The major differences in practices 
used to provide both types of protection are found in treatment of grounding paths and in the 
amount, and to some extent, the types of protection provided for any paths that are required 
betwccn outside and inside. I n  general. anv facility that is adequalel! protected f rom EMP/HEMP 
effects w i l l  provide a significant portion of the required TEMPEST protection. The requirements 
for effective RFI/EMI control are s~milar to those for EMP/HEhlP and TEhZI'EST. RFI and EM1 
can be either external (keep it out) or internal (keep it  from getting out). The practices to 
accomplish this containment are defined in electromagnetic compatibility (EMC) programs. The 
practices used to control each are very closely related to those for TEMPEST and EMP/HEMP. 
m1 - 
I nis handbook will provide the minimum guidance required for RED/BTdCK insiallaiions. This 
guidance, where applicable, will track with practices required for control of RFI/EMI or 
EMP/HEMP effects. Six major design and instal la ti or^ techniques are used in the RED/BLACK 
environment. 

a. Grounding. d. Physical separation. 

b. Bonding. e. Physical protection. 

These technique. w i l l  he  used In varying degrees in ever? installation thal processes classifird 
information. 





4.1.1 System deaign verification. When a system or facility is designed or retrofitted, specific 
aspects are examined to determine the level of protection required. (See NACSI 5004 and NACSI 
5005.) The process involves developing a systematic approach to examine each aspect of the design 
to ensure it complies with the intended end result without compromising the information to be 
processed by the system or facility. Paragraphs 4.1.2 through 4.1.6 define areas which require 
constant review during the design process. 

4.1.2 Environment. The geographical and geopolitical environment in which the facility exists 
must be defined. This includes examining the physical plant with regard to the level of security 
required, which defines the measures needed to  protect the facility. Environment includes 
delinition of power source, collocated activities (both mission and nonmission), existing security 
measures, and a review of service directives to identify additional requirements. The designer 
should consult NACSI 5001 and NACSI 5005 for procedures which define the threat environment. 

4.1.3 Area boundaries. Based on the environmental review, boundaries are established for the 
various security levels needed. Subsequent reviews ensure these boundaries have been 
maintained. 

4.1.4 Processing requirements. Ail functions in the mission should he reviewed to determine 
which area of the facility will contain those functions and what equipment will satisfy those 
functions. 

4.1.5 EyuiPuleui mG layout. A ievierr of z!i equipmen! satisfying 1hr mission requirements 
should be conducted to determine compliance with existing criteria, any special treatment 
required, or additional protective measures needed. This review mav reveal additional require- 
ments in other areas. Planned layouts can confirm that area houndaries are not violated. 

4.1.6 Power. signal, and ground runs. Corlstant attrntion is required to ensure proper 
separation, isolation, and accor~ntahility. A grounding review ensures that all required pa ths  exist 
and arr effectively bonded, and that non-current-carryirlg conductors stay that way. Further, the  
review should verifv the accountability of all conductors entering, egressing, or traversing the 
facility, and that protective measures for such conductors at all boundaries have been applied. 

4.2 Genera! guidance for power distribution. In genera!, the guidance in MIL-STD-188-124, 
MIL-HDBK-419, the National Electrical Code (NEC), and local building codes is adequate for 
power distribution where low-level balanced voltage digital signaling and TEMPEST approved 
equipment are used. If nonTEMPEST equipment and/or high-level signaling are used, separate 
RED and BLACK power distribution may be required. This separation must be as complete as 
possible and the isolation as high as practical. Power distribution must be designed and installed 
such that classified information cannot exit the protected areas ria power lines that exit thosc 
areas. Power distribution must also be protected from external disturbances such as thosc caused 
by 11ghtnin~ or  EMP/HEMP pulses. Th r  deslgn and  installat~on of power in a facility ic an integral 
part of the engirlrering effort. Considerat~on must he given to the source of ilnwcr, type, of 
ri15tributlon requ~red,  need for filtering, treatnlrnl  uT ducting, and s p c ~ ~ a l  nerds of the facili[?. 
Figure 2 depicts the typical puxe r  <ystrm. (,uidancc (or power diitrlhutlon In d1g1t;il $ \ a t r ~ l ~ k  n l n i  

also br fotrnd in FIPS PUB 94. The des~gner should be aware of tire ~lrctr ical  codes and standards 
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applicable. Details should be obtair~ed from the appropriate facilities engineers, civil engineers, or 
public works office. 

4.2.1 Source. The source of power to a facility will determine the need for special treatments, 
particularly isolation and filtering. If at all possihle, the prime generating source should be totally 
contained within the controlled space (CS). Since this is seldom possible, the designer must 
determine if power is a dedicated service feed or shared wi th  other activities. That information will 
aid in the design of other elements of the power system. 

4.2.2 Power systems. Power within a facility normally consists of a rlontechnical system and a 
technical system (see figure 2). 

4.2.2.1 Nontechnical system. The nontechnical system is provided to power air-conditioning, 
heating, lighting, and housekeeping functions. Normally, no special treatment is required other 
than the provisions of the NEC. However, it should be installed so that no equipment associated 
with the mission can be connected to it. The ancillary equipment served by the nontechnical 
 stern is transient producing. This cqiripment should be installed with sufficient electrical 
separation and isolation to prevent adverse effects on mission equipment. (See MIL-HDBK-411.) 
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FIGlJHE 2. Power distribution. 



4.2.2.2 Technical system. The technical system is provided to power equipment nssociated wli t h 
the mission. This includes any lighting and environmental equipment essential to system opera- 
tion. If nonTEMPEST equipment is used as RED processors, the technical power should be divided 
into RED and BLACK power. RED power may be created by installing RFI/EMI filters on the 
nnwnv 1;nnc G A F X , ; ~ ~  RFn m m i i i n m m n t  n v  hv the i i c r  nf A ~ A i r a t ~ d  n 1 0 t o r  generators (MGs). YVWZIJ JJJJL3 3 b x  ~ 1 1 1 6  ~ I U Y  w y u . y a . s u . r r ,  Y J  LS.U YUV V. -avrr-v---- ---vr-r- 

4.2.3 Filtering. Filtering is a well established method of containing compromising conducted 
emanations. The methods of accomplishing this containment are as varied as the equipment being 
supported. The designer must consider the equipment in order to determine the facility require- 
men t . All equipment which processes classified information should be filtered within the equip- 
ment enclosure. This allows the filter to be designed specifically to thc parameters and characteris- 
tics of the equipment. If this  has been accomplished, no other power filtering is required. If RE11 
processing equipment does not contain filters and cannot be retrofitted to include filters. then 
filtered power panels are indicated. The service lines feeding the panel (each phase and neutral) 
must be provided with an appropriate size filter. BLACK processing equipment or utility equip- 
ment should not be powered from filtered panels. Where an entire facility has been provided with 
filtered power, BLACK rqlripment should not be terminated on the same panel as  RE]) equipment. 

4.2.4 Power panels. Other than the requirements o f the  NECand local building codes, 1 1 0  special 
treatments of power panels are required. Within the limited exclusion area (LEA), panels serving 
RED equipment should be located within the RED equipment area (REA) and panels serving 
BLACK equipment should be located within the BLACK equipment area (REA) .  In the REA, 
TEMPEST tests may indicate that RED parlels ~hoi i ld  be RFI ti+: 

4.2.5 Ducting. All power distribution should be in metallic conduit, ducting, or wire way.  This 
reduces the likelihood of magnetic fields from power interfering with equipment, and  creates an  
electromagnetic (EM) barrier to stop free space radiation from coupling onto the power lines. 

4.3 General guidance for equipment. For the  purpose of this haridbuvk, eqr~ipmcnt will he 
divided in to three general categories: 

a. BLACK equipment, which can be located in a BEA, a controlled BLACK equipment area 
(CBEA), or a controlled access area (CAA). 

b. Hybrid equipment, which by necessity, will be located in an REA. Hybrid equipment may 
have RED and BLACK inputs and outputs. 

c. RED equipment, which by definition, will be located in an REA. Figure 3 depicts the 
complexity which can exist in a facility. 

4.3.1 RED equipment. RED equipment is any equipment which processes classified information 
hrfnrr rncryptton and after decryption, and should tllerefore he 'I'EMPEST and physically 
protected. With the advent of cor~lputerizrd data processors. video processors, electronic messagr 
prof-rssors. a n d  n host of ot her elrct ronic in for~na t~on  processing equiprllent . a traditional descr~p-  
t ~ o n  of HE11 equipment  no iorlger exists. [(El) r l l , ~ ; l ~ n ~ c n t  can Le at1 y type of dpi r~cr  which ran  
accept classified i r i f o r ~ ~ ~ a t l o t ~  h! h u m a n  ~ n p u t  or f rom anotiler RED dei-ice a ~ l d  ~ ~ r r f c ~ r r n  Enmr t!?pe 
of processing on that information. Certain procurernrlita rrqiilrr the u5c of nondcvelopment;ll 
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items (commonly referred to as '*commercially-available-off-t he-shelf ', or "brand name or 
equal"). Most of this equipment, when used as RED input devices, is not designed with TEMPEST 
protection in mind and therefore is not TEMPEST approved. Great care should he taken to provide 
the requisite protection to such devices. Grounding, bonding, shielding, physical isolation, 
filtering of all leads, and visual screening may be required in varying degrees and combinations. 
Each device must be evaluated separately, as well as the environment where it will be operated. In  
paragraph 5.3, installation concepts for a number of items of RED equipment are provided. The 
designer may wish to consult the cognizant TEMPEST authority to determine the availability of 
TEMPEST compliant equipment. TEMPFST compliant equipment is any equipment designed to 
NACSIM 5100, but not tested. 

4.3.2 General types of RED equipment. Any device with an information processing function 
can be used as RED equipment. Current commercially available telephone technology, coupled 
with inventory cryptographic devices, has been used to form switched secure voice systems in RED 
enclaves. In  such cases, standard telephone instruments might be used as RED devices. Numerous 
micro-, rnini-, or mainframe computers, as well as digital and analog facsimile devices, may be used 
as RED devices. Video transmitting and receiving equipment, with or without associated audio. 
may be classed as RED devices. Electronic/electric typewriters may be used as RED devices. Therc 
are numerous ancillary devices such as digital-to-analog or analog-to-digital converters, synchron- 
izers, magnetic tape readers and recorders, and card readerdpunches that may he classed as RED 
devices. 

4.3.3 General techniques for RED equipment. 

4.3.3.1 Teletypewriter devices. There is extensive use of teletypewriter devices throughout the 
Department of Defense (1)ol)). Advanrrmcnts in technology have resulted in the introduction of 
numerous devices which incorporate microcomputer circuitry, tape recording/reproducing 
devices, and video display units (VDUs) to enhance the basic teletypewriter function. The type 
of equipment used and the operational environment will dictate the need for more stringent 
TEMPEST controls. Such controls might include additional shielding and separation from other 
equipment, arid increased physical security such as visual screening of the LrDU. Such additional 
treatment should be determined by the cognizant TEMPEST agency. 

4.3.3.2 Secure voice systems. There are various types of secure voice systems being used within 
the DoD. Many of these systems are designed to work with unique telephone instruments and/or 
data and facsimile terminals which perform required control and indicator functions. Only 
approved equipment and configurations should be used as an integral part of these systems. There 
are systems, however, that are designed to be operated by using commercially available telephone 
systems. Any device in the system may be designated through a computer process as either a Hk:D 
or BLACK terminal. Extreme caution must be exercised to ensure adequate protection of all 
eq~iipment and wire lines. Thorough customer education must be provided to prevent possible 
compromise situations resulting from customer misusr. 4 RE!) t ~ l ~ p h o n ~  network shotrld be 
totall! ~.orltair~rd w i t h i n  t h e  (14A. hut may have trunks coupled to the crntral office tclrphonr 
exchange. Thcsc trunks should be encrypted. 



4.3.3.3 Facsimile devices. Facsimile devices are of t w o  basic types, analog and digital. Analog 
devices operate at a low speed and may require the use of an analog-to-digital converter to produce 
a digitized line signal that may be encrypted. New technology facsimile devices use digtal  signaling 
and do not require signal conversion prior to encryption. For either type, the principle RED/ 
BLACK installation practices include shielding, filtering, separation. and isolation. 

4.3.3.4 Video devices. Video devices as  RED processors are typically used in an area where the 
entire video distribution is among closely associated spaces within a single building or a small 
group of buildings. It is desirable to provide a protected distribution system (PDS) with the signals 
transmitted over one or more fiber optic cables (FOCs) within the PDS, thereby reducing the 
TEMPEST vulnerability of the system. (See NACSIM 4009.) However, the use of appropriate 
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video devices may use radio frequency (rf) free space radiation between units instead of wire-line 
conduction between units. This requires that the signal bc digitized and encrypted while in its 
baseband form. Remember, GBS is critical for this type of system. 

4.3.3.5 Computers. This category includes a wide variety of devices from a microcomputer used as 
a word processor in a stand alone configuration to a large multicomponent, multiprocessing system 
which connects to varied types of terminals. Examples include moderate sized RED digital 
computerized telephone switches serving local areas, intrafacility computer networks with numer-  
ous work stations. or computer-aided design systems used for producing sensitive or classified 
drawings. 

1.3.3.5 Anci'lorr devices. This category iRc!-deJ desices such 2: 2 n 2 1 0 ~ - t o - . ' ; m ; t o ~  /A;rr;tn\-?n- 
I b " . ~ . . U . , U * , , . U .  

analog converters, line controller units, crypto-bypass devices, line drivers, rate converters, rats 
buffers. synchronizers, and any other unit required between the user terminal and the encryption . . - I - .  I-- TL- ----,, ,L -,,, , ,,.,.., ,r ,- -- , :II , - . .  A,..:,, :, ,L,+ ;+ ,,., L., R r n  ,, L,+L ;,,..+ ,,A 
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output and may not requirr any human attent ion during operation. 

4.3.3.7 Storqr devices. This category includes both on-linr and off-line devices since the 
REDi'BLACK considerations are the same for both. I t  also includes anv device in which classified 
inf 'nrmation is qtorrd in other  t h a n  hard ropy form,  such as magnetlc tape recorders/reproducers, 
magnetic disk, drum or card recorders/reproducers, and computer memories (magnetic or 
electronic). 

4.3.4 Local area networks (LANE). When a LAN is designed or proposed for the purpose of 
processing classified information, the topology of the LAN must be determined in order to 
establish the protective measures required. Two topologies exist - point-to-point and multipoint 
(may be called multipath or bus technology). Each requires different protection. Additionally, the  
transmission media between LAN nodes becomes a significant issue in defining the topology. 

4.3 -4.1 Point-to-point topology. i\ point - to-po~n t topology is characterized by dedicated paths 
Leiwern any two nodes. The paths are fioi shared (see figure 4). A point-ro-poinr nerrork m,av 

conslst of any number of nodes. Each path will interconnect only two nodes. .4 nodc must have a 
path to a node with which i t  wishes to comrnurlicate, or must be ssitctked through arlothrr node. 
T h l e  tupolog!. lrrlds ~tsclf  to being designed and inbtilllrd using existing crsptographic devices to 
,rcoure each pat 11. Eacli ~ l o d r  1s ir,stallrd usirlp tllr REI),'BL,dC:K col~cept s drfi~ird in t hi5 h a n d -  
l~ook.  F~gurcs  5 and 6 depict polnt-to-point topologies that n ~ a y  bc implemented using a private 
d u ~ u ~ n a t i c  brarich rxcharigt. (P.4BX), or a broadband cable. 



FlGlJRE 4. Point-to-point LAN topology. 
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FIGURE 6. Point-to-point implemented through broadband cable. 

4.3.4.2 Multipoint topology. Thc multipoint topology is typically implemented with all nodes 
in terraced to a single transmission medium (see figure 7) .  This configuratiori allows any node to 
r o m m ~ l n ~ c a t e  wi th  any other node in the network. Present security technology does not permit 
s u c h  n network to be engineered in the RED/BLACP concept. The network, if  installed to process 
clabaified irilorriration, can only he I<b:f). 411 a s p ~ c t q  of physical security must be appl~ed.  In  
facrlitics where the nodes are widely dispersed and the cable traverses an uncontrolled access area 
(UAA) ,  the cable must be installed in a PDS. ir~staiiers are cautioned of an instaiiation technique . . m. 

which, while being simple, may compromise the integrity of the cable shield. 1 he technique uses a 
piercing tap to puncture the cabir sheath and shield to make contact with the center conducior. 
These taps may be referred to as vampire taps. When the tap is removed. the  puncture remains, 
leaving a hole in the shield. This hole could be an aperture for radiated emanations. 

4.4 Genera! guidance for signal distribution= The ~ b j e c t j v c  of signfi! distribution is provide 
an organized scheme to transfer signals from the source to the sink in such a manner that: 

a.  RED/Bl,ACK integrity is maintained. 

h. inrerierence is not intercrpr+d from other sources. 

. l r l  terfererlce is not created. 

rlgure 8 depicts a typical signal flow through a facility. 



FIGURE 7 .  Multipoint topology. 

F!C.!IF.E. R e  Typical facility signal f l o w .  



4.4.1 Signal types. Signai distributiorl in a facility ~nvoives  transmission of t w o  types of signals - 
analog and digital. 

4.4.1.1 Analog signaling. An analog signal is defined as continuously variable in some direct 
correlation to  another signal impressed upon it. In many facilities, quasi-analog signals exist as  
audio outputs of modems connecting the facility to the  transmission medium, and the administra- 
tive telephone system. Such signals in a facility are in the voice frequency (VF) range of 300 to 
4000 Hz. Other analog signals may exist within equipment reaching into the higher frequency 
ranges - in specialized equipment such as magnetic tape transports, magnetic disk units, VDUs, or  
closed-circuit television. Specialized facilities may use radio with even higher frequencies, or use 
high frequencies in broadband LANs. The  designer must use techniques which prevent cables 
carrying such signals from acting as antennas and thus transmitting or receiving signals. Ground- 
ing and shieldirigare essential in order to contain emanations, along with attention to proper cable 
selection, termination, and  impedance matching. 

4.4.1.2 Digital signaling. Digital signals are normallv discontinuous, changing from one state to 
anuther in discrete steps. Digital signals represent the information beirig processed in a facility and 
may be used to modulate analog signals to transmit s u c h  information. Rate changes can typically 
occur in a range of 50 to several million bits per second. In the design of digital sigrial schemes, it 
is important to minimize the  possibility of EM1 by keeping: (a) voltage levels low, (b) all pairs 
properly . -  - terminated, and (c) shields properly - - closed and grounded. 

4.4.: Patchiiig. Patch pa-c!; -re p:ovided iz fzci!!?!es rc a!!ow rqluipmrnt and signal paths to be 
interchanged in the  event of failure or alternate routing. Separate patching is provided for BL44CK 

1- . . .-. 
digital/anaiog, KLL) digitai/anaiog, and the RED signals of speciai security levels. Panels are 
installed with protective schemes that assure patching cannot he arromplished between different 
types of signals or communities of interest. 

4.4.3 Facility entrancr plates. Facility entrance ~ l a t e s  provide the drmarration point between 
the facility and the external transmissiorl rnsdia. I t  is at this point that surge. transient, EMIIRFI. 
arid EhlP/'IJEILI I '  rlrotrrt ive measures arc applied to signal lines entering and egressing the  facility. 

4.4.4 Distribution frames (DFs). DFs are points within the  facility where cables are intercon- 
nected to equipment or  other cables. DFs may be provided for BLACK analog, BLACK digtai ,  RED 
analog, or RED digital terminations. Terminations may be rnade using connectors and plugs, 
crimped taper pins, wire wraps, solder wraps, or insulation displacement techniques. 

4.4.5 Distribution planning. Distribution of signal cable in a facility is designed to ensure the 
proper segregation and integrity of signals. I t  ia  a critical part of the RED/BLACK concept. The 
proper ~egrepation of RE11 and HLACK signals is best nccornplished by planning each cable run 
from source to sink. If the facility is viewed as a series of co~icentrir  rings, each deflning n 

boundary, account~ng  for each slgrial n i n  to a boundar! before going to the next boundary should 
rnsurr  ItEl)t'I~lA.4CK i n t r p r ~ t ~ .  .4II cabling should be distrihutfld in ducts, conduits .  cahle travs. or 
Iufdcrs. Srparntc r u n L  are p r c ~ \  ~ t l e d  for  KEI) ' i r ~ t l  U l . A (  :K 5 1 ~ 1 1 3 1 ~ 1 .  wit11 SPCCIII  attention to phys~(.al 
~ ~ b p a r a t i c u ~  u llrti a i i r h  i f 1 1 1 -  t s , / rondi i i  15 mos t  parallrl rnch ui h v r .  The use of ducts providr. ph!rsical 

protect~on,  ensurlng control of separation and routing. M h ~ l t  .:!yo providing degrrr of shleld~np. 
!:: aome instances, RED duct runs  r n ~ ~ s t  egrpss the 1,EA and traverse a U A A .  Such runs  requlre a 

I '  Guidance for a PDS is contained in paragraph 5.7.3. 



4.4.6 Filtering. Filtering and isolation are used to ensure that only the intelligence intentionally 
placed on a line egresses the facility and that extraneous signals do not upset an operalion. In the 
past, when rnost communications used analog transmission techniql~rs, passive LC bandpass filters 
were used at the point of egress from the facility. This was known as shield point isolation. Such 
filtering can still be used for analog signals. However, with the advent of digital transmission 
techniques and multilevel multiplexing, passive filters cannot be used for the mission bit streams. 
Filtering may not be indicated if: ( I )  TEMPEST approved equipment is used, (2) the line is 
encrypted, (3) proper RED/BLACK separation has been maintained, and (4) proper installation 
,,,,,A..,,, L ,.., LA,- ..,,A N,- ,,,..,, I:,,, ....--Cle+;mC. I,.lnlaaa;c;nJ n;rn,,;tc arrJ +almrrhnne 
)IrUC;t;UUTU> L I I I V C  U C C l l  U ~ C U .  I V U I I ~ C ~ U I  c I I ~ I C ~  nupput ~1116 U I I ~ I C . J ~ ~ I ~ G U  b a a  ~ U L L U  m a a u  L b a b y . s w s a G  ~ s a a ~ , ~  

may require filters. Where a facility has been designed to survive EMP/HEMP, all signal lines are 
equipped with surge arrestors, transient suppressors, filters, and other measures to prevent 
upset/burnout of equipment. Where passive filters cannot be used because of line speed/format, 
optical isolators can be used to provide isolation at the point of egress. Such devices typically 
function like repeaters, using opto-electronic coupling to provide the isolation. Some optical 
isolators, however, operate asynchronously, repeating any signal on the line within the electrical 
parameters of the device. This can be overcome by using clocking signals to gate the isolator. Clock 
signals should originate at the same point as the signal of interest; i.e.. if the signal originates in the 
RED area, the clock should be RED. Such isolators may be used for all signal lines to aid in EMP or 
TEMPEST isolation if such devices use fiber optics bctwcen stages. In a shielded facility, the fihrr 
optics would egress the LEA through waveguides-beyond-cutoff. In  certain instances, signal lines 
originating in the REA must enter the BEA. These may be control lines or signal lines for 
nonsecure circuits in a switching system. In some cases, a RED/BLACK boundary needs to be 
established. Optical isolation inserted into all circuits crosslng that boundary satisfies that need. 

4.4.7 Special considerations. Because of the density of signal lines in a patch and test facility 
(PTF) and the unsrcure nature of the administrative telepho~lr system, the designer must consider 
the hazards associated with these areas. Paragraphs 4.4.7.1 through 4.4.7.3 present the special 
consideratiorls that should be included in a facility design. 

4.4.7.1 Patch and test facilities (PTFs). Most facilities will use patching equipment to allow 
swapping equipment and lines in the event of failure, or to provide alternate routing. Larger 
facilities also include provisions to manually or electrically configure testing equipment into 
circuits to monitor or test the circuits. Many of these facilities were designed usingequipment and 
materials for technical control facilities. Some of these materials and equipment are satisfactory in 
an unbalanced environment, but are less than satisfactory in a balanced environment. Intercon- 
nect and distribution frames also present probiems in properiy maintaining shielding of signais. 
Crossconnecting in such frames also presents a hazard of creating antennas capable of radiating or 
receiving at higher frequencies. When designing and installing such facilities, the following 
guidance is given: 

a. Provide separate patching facili~ies for  HED and BLACK signals, and for BL.4CK digital and 
BLACK analog. 

h. Provide scpornte DFe for each kirid of signal group. 

C .  ICRED corrr~r~trnities of ~nterest ~nclude nonsecure, ro11ateraI. and (-u~~rpartrnented communl-  
ties. separate patchingand DFfacilities are required. If  thls situation cxists in a small facility. 
unique wiring of such circuits may be used, subject to approval by the copnlzant 'l'k;Mt'F.SrT 
agency. 



d .  Prov:de patchjng and distr ibution facil!rics that can accommodale ever! signal and return 
line. Past practices typically did riot include ~ a t c h i n g  return lines. 

e. Design the crossconnects to be as short as possible. 

f. If automatic line quality monitoring is incorporated. provide separate monitoring equipment 
for RED and BLACK lines. 

4.4.7.2 Administrative telephones. The treatment of administrative telephones is discussed in 
other portions of this handbook (see 4.8). This paragraph emphasizes certain installation criteria. 
First, telephone cable insta!!ed in comnlct~lv r-"-"-: separate distribution facilities. Secondi if  party 
lines or shared lines are  used within the LEA, such lines will not be shared with users outside the 
LEA. Third, all telephone lines may require filtcrs or isolators. See appendix D for treatment of 
special features. 

4.4.7.3 Fiber optics. Many facilities are using FOC to interface equipment. Because FOC does not 
use an electrical medium, it is relatively immune to the effects of EMI/RFI. Further,  its radiation . . .  
c-,aracterist,cs are negligible. TL - - A  

. m  . A*-I S.-.- -:-- - 1 -  n - - n - m a n m  n n  1 I7 A m n A  Cn- l n 4 - s - n - n -  
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rrecting LEAS separated by a UAA. However, the designer and installer must provide physical 
protection and security to the cable. The designer must also include EMP protection at facility 
penetrations such as w a v e g ~ ~ i d e s - h r v o n d - m ~ o f f  for 1:0(: that penetrates the facility en trance plate 
or other EhlP barrier. The designer must also be aware that FOC is susceptible to fogging during an 
KMI' and must be protected. 

4.5 General guidance for the use of filters and isolators. The function of filters and isolators 
is similar to that of shields - the attenuation of undesirable signals which attempt to pass through. 
Filters and isolators are applied to conducted signals, while shields are used against free space 
radiated signals. Filters at tempt to block signals by  shunting to a return path. thus reflecting the 
unwanted signals back to the source. lsolators attempt to present an open circuit to unwanted 
signals. Engineering considerations for the use of filtcrs and isolators are somewhat dissimilar 
i)c*causr of the  differing nlechanisrns used lo prrforlr~ these lurictions. Because a filter operates L! 
shunting thc interfering or compromising cncrgl, to n return path and reflecting i t  back to the 
ruur(*tJ, (lie provided to tile return I I I U S ~  (a) be able to carry the amount  o fc t~r ren t  which  may 
be delivered, and (b)  present minimal impedance to ground to the shunted current at all frequen- 
cies of interest. When a filter is used at the point where a conductor passes through a shield, the 
desired effect is accomplished by directly bonding the filter return (usually its chassis) to the 
shield. Isolators, conversely, shunt no current,  but must be able to withstand whatever voltage 
may develop across the internal open circuit. lsolators connected to lines which may carry 
lightning or EMP transients will be subjected to considerable stress (see 4.6). In general, the 
external barrier of a facility should use filters (preceded by surge arrestors) in preference 10 

isolators, because of the difficulty of preventing arcing when a large incoming voltage transient 
encour~ t r r s  ari open circuit. Figures 9, 10, 11, 12, and 13 provide general information on filter 
function. 

4 0 General yuidanrr for grounding. bonding, and shielding (GBS). Co~itrol of cornprornlz- 
lrlg C I I I R I I ~ I I O I I S .  E3ll',~HEhll' protrctlon. a r ~ d  HEI), RLq(:li ~aolatiorr depends fundamentally on 
[ , I  oprr (;BS hill.-IIUllh-410 p r o i  i J c ~ s  .r dth ta i l t~ t l  dibcua5iur1 o f  (;IiS t heor! a n d  prnct ~ c r .  hll1.-5'1'1)- 
188-12 1 rna~ lda t r s  the requ~renlentt- for lung-haul arid ta(~111,al ~otnrnur~~ci i l lons  fac~lities. The  
Inrest version of ttlrsc p ~ ~ l ~ i i c a t i o n s  s h o ~ ~ l d  hr r r i r r r rd  to Ior nrnplifl(.nt~on of the p r i n r i p l ~ s  
-;lderlyng the following discussions. 
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FIGURE 9. Typical signal or power-line filtering. 
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FIGURE 13. Uncontrolled arcing. 
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4.6.1 Grounding. Proper understanding of what "grounding" means i s  essential to engineeririg 
an  effective system. For signals, ground is merelv an agreed-upor1 potential to which 
signal voltages may he referenced. I t  is not necessary, rnay not he desirable, nor in some cases be 
--- possible, cause signa\ return currefits to flex. through the earth. The eniiinntrDtial vrn~lnrl nlane 7--r--- ----- B - - - - - -  I F - - - -  

or ground bus providing the signal ground reference, however, is returned to the carth electrode 
subsystem (EESS). This is done to provide a dump for induced high currents. Other sources of 
current are at some potential relative to earth. and these currents must be provided a low 
impedance path to the earth. Examples include lightning, EMP, and power system fault currents. 

4.6.2 Bonding. Bonding means connecting two conductors in such a way that the impedance 
through the connection is not appreciably greater than the impedance in the conductors them- 
selves. Welding is the preferred bonding method. Soldering is -- acceptable where the bond will not 
carry fault protection for ac power, lightning, or EMP/HEMP currents. Pressure bonds such as 

split bolts can be used with proper care, but are not recommended. Bolts require constant checking 
for tightness. 

4.6.3 Shielding. Shields are  used to at tenunte electrostatic, rnagr le t~ r ,  or E l l  frclds. ferrous 
metals are required to contain magnetic fields. Nonferrous metals are sufficient to  exclude u r  t u  
contain an electrostatic field. 'To he completely effective, a shield must br  c l o ~ d  and grounded. 
Shields should provlde protection to comply with criteria in IVACSEM 5204. 



4.6.3.1 Facility shields. R'hm a facility shield is required. i t  should bc dcsigncd and installed 
. . . . 

us,ng EMP guide],nes, as as those for contaliling compromisiiig eiiianaliolla. Consult the 
Ilefense Nuclear Agency for EMP guidance. 

1.6.3.2 Cable shields. Al l  cables in a facility (signal and power. RED and BLACK) should have at 
least an overall nonferrous circumferential shield. In addition, ferrous shielding should be used for 
high-level signals, or where indicated by TEMPEST tests. All cable shields shall be closed at both 
ends by bonding the shield circumference to the equipment enclosure (case, rack, ctc.). A 
circumferential bond through a connector is achieved by using a coririectvr which has a conductive 
shell that makes 360-degree contact with both the shicld and with the  mating connector. The 
requirement for an overall shield may be satisfied by complete enclosure within conduits, ducts, 
and equipment cabinets. 

4 .7  Genera! pidance on physical security. The purpose of phvsical security is to mahe access 
to a facility so difficult that a potential intruder will be (a) thwarted in attempting penetration, or 
(b) apprehended should the attempted penetration be success~'ul. 

4 . 1  Scope. i t  is not economically possible. nor theoretically necessary, for every faciiity that 
processes classified information to achieve the same degree of pllysical protection. H o w  much 
physical protection is prudent in any particular case depends on factors such as type of facility. 
n1r.cc;F;not;nm l o m r O \  AF ;rrFr\rmr,t;r\n rtnrurl / r r r n r . o c c o r 1  t b n  ro.> t f i r  A n c t i l n  in tn I  I;nanna C n v c n c  m a h n n l i  t i- 
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cal climate of the area, location of the facility. and existing physical security measures. 

4.?.2 Objcctlv~s nf physical wcearity. Physical sr t : l~r i t?  programs are designed tn prevent 
urlautl~orizad access to classified facilities, equipment, material, and documents, and to protect 
against espionage, sabotage, and theft. Physical security provides protection against human 
intciiigcnce (HUMINT) and images intelligence (IMiNT). By protecting vitai communications 
ar~d  s i ~ i ~ i l a r  cquipj~lellt. physical security also frrovidas protection against some aspects of signals 
intelligence (SIGINT) . (See JCS Pub  1 .) 

4.7.3 Facilit? becurit?. Securil) of a farilit! Iwginc h! ritahliihing a CA.4 w ~ t h i n  the facilrty in 
order to control access to classified inforrrlation. Figures 14 and 15 are representations of this 
concept. 

4.7.4 Audio security. Audio security is implemented to suppress the  possibility of classified 
ronversa t ions being intercepted by r l a n d ~ s t i n r  means. Sound rover systems, special treatment of 
administraiive telephones, and acoustic suppression techniques within buildings are the principie 
methods of audio security. 

4.7.5 Intrusion detection. Intrusion detection systems (IDS) use sensors to monitor specific 
conditions within a CS and to alert sncllrity personnel when an undesirable condition exists. 
Guidance for such systems is defined by service/agency directives. The  design may, in some cases. 
he incorporated into t h e  facility cable design a n d  may require protection as dcfincd in this 
handbook. 

S.T.hTrchr~icai securit,. i )uci lng.  w l r r  na?  s. o r  rirri. rc:i!.? 111 a i n c ~ i ~ t y  nm)- requirr proirction t o  

prevent the  introduct ]on of c landesr i r~r~  dt~viccs.  I f  ( lu(btc  111,i t  cwri!ain trarisn~ission media, trans- 
porting c9lassified plain text information, t ra \  erse nonstAcurr  arras,  then specific protectlor1 I S  

~ . :nda !ed ,  s?rch as a pDS. 



FIGURE 14. Facility security (exterior). 



4.8 Administrative telephones. The administrative telephone system in a facility must he 
installed so that signals emanating from RED processors cannot couple onto egressing lines, and 
classified conversations cannot be monitored during on-hook conditions. The design and installa 
tion must assure total separation of telephone signal lir~es lrorn all other signal lines. Disconnect 
devices, noninduct ive ringers, and speech suppression techniques should be used to prevent the 
telephone from being uscd as a fortuitous, surreptitious probe into the LEA. 



5.  DETAILED GUIDANCE 

5.1 RED/BLACK system design. RED/BLACK system design begins with definition of areas, 
barriers, risks, and system functions. Paragraphs 5.1.1 through 5.1.2.5 define such issues. The 

TPN Inrc-rF designer should consuit with the cognizant securiiy auihoriiy and ibe cognizant I olnrwr 

authority during this phase of the design to ensure compliance with current directives. 

5.1.1 Physical and electromagnetic (EM) barriers. The central requirement for a HEI)/ 
ar n r u  ,..,.A, A,,;, ;, eae..r:'r. ;..L~A..mm+;,,l) mrnr)mCEP~ a , , ~  ,,f c ~ ~ ; I ; ~ ~  n ~ e ~ t ~  hnth 
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personnel and equipment. Achieving this security requires that barriers of an appropriate design 
he erected to prevent the escape of information, injury to personnel, and damage or destruction to 
the equipment or facility. These barriers are of two types: physical and electromagnetic. 

5.1.1.1 P h y s i d  barriers. The facility must have at least one physical barrier at the perimeter. It 
may require internal physical barriers to limit access within the limited exclusion areas (LEAS) 
(see 5.7). Physical barriers must be designed to serve three purposes. First, protect the facility 
assets from physical harm. Second, prevent covert physical access to any classified information 
contained within the facility. Third, ensure that the EM barriers are not compromised (i.e., that 
the earth electrodes in the grounding system are not degraded or tapped, or that pickup devices are 
not introduced within the volume protected by the EM barrier). 

5.1.1.2 EM barriers. 

5.1.1.2.1 EM barrier functions. Within a RED/BLACK facility, EM barriers exist to contain or 
exclude two EM hazards. The barriers must contain any compromising emanations produced by 
the information processing equipment, and exclude any external EM disturbances, whether 
natural (e.g., lightning) or mnfi-made (e.g., C'.KD/UL7R"\, L J V I ~  / I I L I I T ~ I  ,J C\K U I V A  L m r v : n v o  ual A I G A  3 r l n c : m n a r l  u c z + r ~ ~ r c u  . a r ; n n  U ~ A L I E  t L ; r  L L L L J  

handbook will serve these functions because these functions are interrelated. 

5.1.1.2.2 EM barrier components. The EM barrier of a facility consists of a perimttter barrier and 
several internal barriers. The barriers exist to isolate RED power and  signals from BLACK power 
and signals, and to reduce the ambient level of Ehl transients and noise to a level tolerable within 
equipment. 

5.1.1.2.3 Perimeter EM barrier. A perimeter EM barrier is made u p  of the following 
components: 

a. Facility entrance plate. 

b. Power entrv. 

c. Utility entrance. 

d.  Signal entry. 

e.  Facility ground system. 

f. Earth electrode subsystem. 



5.1.1.2.3.1 Facility entrance plate. All facilities designed using this handhook should use a 
facility entrance whether or not a facility shield is installed. Ail conductors entering the 
facilitv shall pass through this plate. This plate is connected via a low impedance path to the low 
impedance earth electrode subsystem (EESS). This plate provides an ideal place to decouple 
compromising emanations from conductors egressing the facility and provides a low impedance 
L . .  f - -  1 - A  ,.I,,.r ,,-,,,,t;, I .  P / I  ,I,,t,,,,,,,r;, ,, .I, ,  
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(HEMP) transients to earth to prevent them from entering the facility. 

5.1.1.2.3.2 Power entry. The power enters the facility as described in paragraph 5.2. Terminal 
protective devices (TPDs), installed on all current-carrying conductors. are installed to provide a 
low impedance path for shunted current to earth via the facility entrance plate. This may often be 
best accomplished by bollding the ground electrode of t be TPT) directly to the farilit y entrance 
plate. The TPD must be installed in the power lines as near as possible to the entry plate to 
minimize the lead length which may carry high power transients (lightning or EMP) within the 
facility. Where motor generators (MGs) with nonconducting shafts are installed, the technical 
power is effectively isolated from conductors egressing the facility. An uninterruptible power 
supply (UPS) may also provide isolation between the sourcr of power and technical power load, as 
well as isolating differing classes of loads where a separate UPS serves each load. Installation of an 
UPS also provides continui!~ of operation in the event or sustained disruption of util itv power.  

5.1.1.2.3.3 Utility entrance. All utility pipes (water, fuel, etc.) shall enter the facility through the 
facility entrance plate. Metal pipes are circumferentially bonded to the plate. If the facility is 
hhirldrrl; plastic pipes sho11lt-I pass thro~iph the plate via a waveguide-beyond-cutoff which is 
circumferentially bonded to the plate. (A waveguide-beyond-cutoff is a metallic pipe which has a 
length that is five times its diameter.) Any large ducts, such as air ducts, which enter the facility are 
grounded at the entry point and have waveguide-beyond-cutoff honeycomb installed across the 
entire cross section of the duct at the p i n t  of entry. This is  i n  to security 
rcqtiirem~nts. 

5.1.1.2.3.4 Signal entry. -411 signal cables, whether used for data, timing, control, telephone, or 
any other purpose, enter the facility thruugh thc. facility entrance plate. A l l  cahles s h o ~ ~ l d  be 
shielded within the facility. The shields of all cables passing through the facility entrance plate 
shall be circumferentially bonded to the plate. (Shielded connectors are permissible where the 
mating surfaces make a 360-degree contact and the connector mounted on the plate is circumferen- 
tially bonded to the plate.) The signal conductors passing through the plate are either filtered or 
isolated, and protected by surge arrestors and other protective devices. i t  is important that the 
shunting conductor of the filters and surge arrestors have a low impedance path to the entry plate. 

5.1.1.2.3.5 Facility ground system. The facility ground system serves to attenuate both inter- 
nally generated emanations and external disturbances. but not to the extent that would be achieved 
by shielding the facilitv. The ground resista~rce should not exceed 10 ohms. (Design objective. 
hZ 11 .-STD-188- 124.) 

5.1.1.2.3.t) Earth clcctrodc suhs!,stem (EESS). Thc  EESS pro\ ~ d e s  a n  essential part of the lab 

~rnp thdanr r  path to earth for stluntlnp eart t~ r r f r r ~ n r t - d  di%turbarlces suc i~  a3 i ~ o ~ e r - l ~ ~ i t .  finil13. 

I l g h  t nlnn .  and EMP/HEMP. It tvplcally c o n s ~ s t l  of a rlrlg grou:~d around the facility . augnlented 
I,? an  array of varvlng length rods that are driven near the iaciilty entrance piate to provide i o ~  
impedance to earth. 



5.1.1.2.4 Internal RED/BLACK EM barrier. The internal EM barrier betueen RED and 
BLACK equipment consists of several components: 

a. The physical separation between RED and BLACK equipment, power and signal distribution 
facilities, and patch bays. 

b. Shielding of all signal cables. 

c. Encrypting or filtering all signal lines which connect RED and BLACK equipment. All cable 
be grounded to the equipctent,al plane via a low ~rr~pcuar~cc :---A ---- -..&L. pair1 i i f  every 

convenient point. 

5.1.1.2.5 Internal EM environmental barrier. The ambient EM environment in most informa- 
tion processing facilities contains transients of sufficient magnitude to disrupt the functioning of 
the processing equipment if allowed to couple into the internal circuitry of the equipment. 
Consequently, equipment is manufactured to provide some attenuation to such transients, most1 y 
at the point where external power enters the equipment. This built-in protection is enhanced and 
expanded to provide a full barrier by providing a closed shield for the equipment that is properly 
bonded to the equipotential ground plane. The closed shield consists of the equipment case. 
metallic power distribution facilities, and the required signal cable shield, all of which must be 
circumferent iall y bonded toget her. 

5.1.2 Facility design and layout. A sample layout of a medium-to-large facility is shown in figure 
16. Several principles to be used in laying out any facility are summarized below. 

5.1.2.1 Facility entry plate. Only one facility entry plate may be installed. If more than one were 
installed, t ren~rr~dous currents would flow between them during a lightning strike or EM\', 
reducing the effectiveness of the facility EM barrier. Therefore, the mechanical room should be 
located adjacent to the EM vault, as shown in figure 16. These rooms should be located at that 
portion of t h e  buildlng which is nearest to a good site for the array of ground rods w h ~ c h  must hr 
driven into the earth to adequately ground the entry plate. 

5.1.2.2 Power conditioning room. This room contains the UPS or MG sets, batteries for the 
UPS (one or more solid state online UPS), and the switchgear. and therefore should be adjacent to 
the EM vault. 

5.1.2.3 Main distribution frame (MDF). The MDF is the point of entry for signal cables into the 
technical area. The MDF should be located as near as is practical to the EM vault. 

5.1.2.4 Equipment areas. Based on connectivity considerations, BI.ACK equipment is grouped 
together near the MDF, RED equipment is grouped togcther some distance away (as dictated by 
separation requirements). and crypto-equipment is located between the two. In many installations. 
there may he more than one RED equipme~rt area (RE?Z). BLr\CK cquipment area ( B E A ) ,  or 
cryp[o-area. Thr layout  should group rclatcd equipment  to minirnizs cahlr lengtli ~ I I J  tl lrrrfnrr 

reduce thc probahillt~ of emanations and pickup of interrt~rerlrr. 
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extend under or above all RED and BLACK equipment, distribution frames (1)Fs). etc. It will also 
be connected at regular intervals to the EESS and at every convenient point to metallic structural 
members of the building. The facility design should include specifications for wlrere and how the 
plane will be installed and connected to the earth electrodes and facility structure. (See 
MIL-HDRK-419.)  

5.2 Power distribution. The  power distribution system must accomplish two objectives. First, i t  
must provide quality power, free of abnormalities which could cause loss of synchronization. 
discontinuity of switching functions. or physical damage to the system. (See MIL-HDBK-411.) 
Second, it must be designed to provide electrical protection of classified information. and the  
equipment processing that information from EMP, electrornagrrelic interference (EMl)/radio 
frequency interference (RFI), and TEMPEST hazards, as required. The design and installation of 
the power system involves two components - the power source and the iaciiity ioad. The design 
requires judicious selection of the primary and auxiliary power sources. UPS or other power 
conditioning equipment, secondary substations, protective measures, and the distribution system 
in order to attain the maximum overall system performance with  the  most cost effective design. 
rr-1 
I ne designer is cautioned to check local electrical codes when engineering fscilities in overseas 
locations. 

5.2.1 Source. The ideal situation is to have the prime power source for the facility located totally 
within the controlled space (CS). ?'his would imply a power generation station located within the 
CS.  Since thrs situation applies oniy to a rew facilities, other ciptions must be ezplorw. C~lidanre 
for power source installation is contained in MIL-HDBK-411. 

5.2.1.1 Self-generated power. The objective of self-generation is to provide isolated power which 
is distributed only to the facility and is not shared with o ther  acAvltles (see figure 17) .  This 
isolation can be realized using MG and no-hr~ah  generator sets. .An MG consists of a11 ar or dr motor 
driving a generator. I f  the drive shaft connecting the motor to tlie generator consists of noncon- 
ductive srctions. the MG not only provides clean isolated power. but may satisfy EMP/'TEMl'k:SrI. 
isolation requirements (see figure 18). A no-break generator set is siniiiar 10 an  hiG In that an ac or 
dc motor normally drives the generator. The generator includes an inertia wheel connected to a 
diesel engine. When prime power is lost, the inertia wheel keeps the generator supplying power 
while the engine is started and brought up  to operating speed. 

5.2.1.2 Uninterruptil.de power. Many facilities in recent years have used an UPS. These UPS 
are intended to provide stable, clean power for the mission. Any UPS system must be evaluated 
to determine the extent of isolation between the power line and the service loop. Where an UPS is 
1 U ~ L U ,  ~ L S U  a ~ p a ~  ,an-*-+. a ~ c ,  R F n  * L U U  U A L U  RT U U I I U I X  ArK fooAc l b u ~ O  U. a r e  u required, separate UPS may be considered (see 
figures 19 and 20). Some IJPS include a bypass mode which connects the load to the incoming line 
in case of UPS failure. 'l'his feature cannot be emploved wher~ the 111's feeds RED equipment. 

5.2.1.3 Base power. In  rriost instances. t h r  facility wi l l  be provided with  rommercial or bare 
power. Either sntlrce requires the most stringent controls to ensure isolation and prevent d i s t r i l u -  
tion of compromising emanations hy pow~er-line conductions (PLCs). Three c u ~ ~ f i g \ ~ r a l i n n r  of t \ i t ,  

source may be e r ~ ~ o u n t  ered (see 5.2.1.3.1, 5.2.1.3.2, and 5.2.1.3.3). 
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5.2.1.3.1 Dedicated service. A large facility would most likely hr served by a dedicated feeder 
trsrrsformer. This mav be 2 confiv~~r%tinn t"u..".. r.". rhrnvirling .-.-- three phase leads and a neutral 
conductor grounded at the transformer or first service disconnect. A f i f th wire is included as the 
fault protection subsystem (FPSS) (see figure 21) to provide a return path for fault currents. Some 
isolation may be available through the transformer. Filtering may be required if testing indicates 
insufficient suppression of PLC. Care must be taken during irlstallation and design to assure the 
loads are balanced across the phases to reduce neutral currents. 

5.2.1.3.2 Pole power. A smaller facility may be served by a single phase pole transformer. In such 
cases, two energized leads, a neutral conductor, and an FI'SS conductor are provided (see figure 
22).  A s  in the large faciiity, testing must be conducted to determine the extent of PLC and the 
preventive measures required. This application is served well by an  MG which isolates the  load 
from the source. Such M(;s should use a dielectric shaft between the motor and generator with 
separated housings. 

5.2.1.3.3 Shared power. A smaller facility may be served from the source for the entire building in 
which  i t  is located. In such cases, significant problems arise in controlling PLC and accounting for 
the distribution of power. Filtering is indicated if RED power is required. An M(; is also appropriate 
if RED power is needed. 

5.2.2 Power systems. Two power systems are usually established within each facility - non- 
technical power and technical power (see figure 2). 

5.2.2.1 hnntechnical power. Nontechnicai power is estabiished to provide heating, iighiing, 
ventilation, and other services that are not required for full continuity of operation. Nontechnical 
service is provided to prevent equipment upset in the event of drops and surges caused by other 
equipment cycling. Motor-driven fans. hlowers. and pumps are inherent surge sources. No special 
treatment is normally required, except that distrihution should be in  condiiit or armored cablc with 
t he  conduit or armor pounded.  Kontechnical power is provided separately from technical power. 
.4dditior1allyq the  distrihution should I,e d r p i g ~ ~ r d  SO 11iilt rlorltnrhniral power cannot be used to 
p o w e r  the technical equipment. The nerd to filter utility power should be determined on a 

case-by-case basis. The  designer or installer may have IIO control over the w a y  l~ontcchnical power 
may have beer] installed in the facility. i n  such cases. the design and installation of the remainder 
of the facility require that more stringent controls be established. 

K ? 9 ? rnnL-:--l --.-.a- TanL..;nnl ..c.ut-w ;c n v n . r ; J a A  t n  power that equipment g ~ n n n r t c  J.-.L.- 1 c c I ~ a ~ I ~ ~ A  )Iuw =a, A C L I I I ~ I L ~ I  YU W L I  1 3  yl u v I U ~ U  L \ D  rrwa L" 

thc: mission. I t  is distributed in areas as requircd and may be further divided into HED and BLACK 
power. RED power is created by filtering selected lines and controlling distribution (see figure 23) 
or by using MGs. Application of filtering is specified in paragraph 5.2.6. 

5 .2 .2 .3  Distribution. Distribution of power should be in metallic duct, wire way ,  or conduit. 
Flexible conduit mav be used for short runs from wire  ways or junction boxes to equipment 
( * r ~ h o r t "  means no longcr than nrccssary for vibration or minor placement adjustment). Care 
nlust tje are rc~sed  to ensure the electrical i r l t e ~ r ~ t v  a r ~ d  corrductiv~t) hetwern the  wire w a y / ~ u n c -  
tlnn I ) o x  and  eclu~prnent case. bemuse flrxlLlc r o n d u ~ t  often uses piast~c or nonconducting 
I~usilirlga i r i  fittings th31 jeopnrdizv (.ontinuit),. 'Uvt~rrr.  It CD and  BLACK powtAr arc estallirlred, 
earl1 shall be distr i l )ulrd beparatel!. Power is not run i r ~  ducts w ~ t h  any other cable. Nontcchnlcal 
and technrcai power should bc distributed in separate ducis/conduits (see 1.2.2.1 and 4.2.2.2). 
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5.2.3 Power panels. Power panels require no special instaliation other than placement. Panels 
shou;d, if be iocaieG wii:,in ;lie viciiiii:v. ;he eqiiipiiieii; Leiiig ![ RED pii.+ei is 
- - . - L l : - L  - - I  ------a- - - , , I ,  ,,, ,,,,. ;J,J C,, R C n  ,,A R1 A r k -  A;c+p;k..+;nn ~ A n + a , , ~ m ; f i n l  nn.A,ew 
C:>[aUIISIICu, scq)araIt: pa11c13 die ~ I U V I U C U  I U I  I ~ L U  a ~ r u  u ~ r l u . \  ULJLI  r u u r r u r ~ .  I ~ U I I L L L L I I I I ~ ~ I  p u w ~ r  

-will no: be mixed with :echn:cal power. Panels should be marked w i t h  appropriate use labels. 

5.2.4 Terminations. Equipment . . terminat ions should he consistent with equipment - - design. If t he 

equipment - - uses conventional ec plugs, plug boxes or plugmolds should be located within the  
enclosure or rack. In  all cases, the runs  from the power panels to the  equipmer~t shall be three 
continuous wires run in a single run (for single phase use). In  no case will the phase, neutral, or 
ground conductors be run in separate conduits or ducts to equipment. 

r n r n  P 
3 . ~ . 3  broun&ng. brounding of power i s  in  accordance ~ i i  h ?4::.-HI:HK419, !+A !I,-S'17!!-: P!-124, 
- - A  A L -  h T - ~ : - - - l  L+i--t-;fi.-.l C-JA l A ? r C i .  C - n n ~ C ~ n m I l * ~  +LA r + a * q + ~ m I  nnntiiintny t a r i I I  Ln mm-nivnAaA tn arlu L I I C  i l a i l u r l a l  LIGLLI 1r;crr w u c  \ l v u b l  I I ~ I  L A  I L U I U U L U I  W I L I  UL 6 L U U l l U b U  LU 

earth at the service transformer or first service disconnect. The grounding point should be, in 
erder GI p r e ~ e d ~ c e ;  (a) a network of earth driven rnds forming the facility EESS, (b) structural 
steal; (c) metallic cold water piping system, or (d) other continuous metallic system. The installer 
and designer are cautioned to  be aware of grounding problems in some commercial equipment. - - 

MIL-STD-188-124 states, "The nc neutral shall be insulated from the equipment chassis and case." 
Many items of commercial equipment arid older Governrnent equipment use the chassis for a 

neutral reference. In such cases, i t  is not possible to isolate the neutral and FPSS wire. The design 
engineer should group all such equipment on a single power panel. This technique is meant to 
reduce the safety hazard associated with tying these lines together. Grounding techniques are also 
discussed in FIPS PUB 94, along with suses ted  solutions for digital systems. 

NOTE: I. Filter cases bonded to 
FPSS 

2. This configuration ossurnes 
unf11tered non- tempest 
r n A  r GU n r n c n c c ; n n  PI U U C J J J I I I Y  nnm~;nman+ K Z ~ U I ~ I ~ I U I V I  

I I FILTER RED POWER 

I 1  T 



5.2.6 Filtem. The source of power and :he type of equipment used will define what filterlnu t3' if - --: anr ' 

is required. Practices in the past include filtering of all technical power. If all BLACK runs have 
been properly installed, and the conduits are properly grounded and adequately separated from 
RED runs, the need for such filtering is eliminated or greatly reduced. The designer should 
engineer the power installation so that if additional filtering is indicated by instrumented tests, a 
retrofit can be accomplished with minimal effort. Designers are cautioned that filteringpower lines 
to equipment containing filters must be avoided. Filters in series effectively operate as a single 
composite filter with entirely different characteristics, which may present other problems or may 
fail to operate as required (see figure 24 and 5.5). 11 the source of power is totally contained in the 
CS, power filtering may not be needed. If MGs or no-break systems are used, filters may not be 
needed if sufficient isolation exists between the feed and load to prevent PLC. This s~tuation would 
have to be confirmed with instrumented tests by a cognizant TEMPESTagency of the department 
or activity. If other power sources are used, then the type of equipment supporting the mission 
dictates the need for filtering. Ideally, each equipment processing RED information would be 
filtered. In such cases, no additional filtering should be required, and the technical power would be 
considered BLACK power. Such filtering is preferred because the filter then matches the equip- 
ment. All TEMPEST approved equipment meet the criteria. Filters are included in the design of 
some commercial equipment. These filters, however, probably will noi conform to the attenuation 
requirements of MIL-F-15733. Such equipment should be retrofitted, if  possible. Bulk filtering 1s 

indicated when RED processing equipment does not include filters, or contains filters which do not 
conform to standards. Such nonconforming filters should be removed. Bulk filtering involves 

- installing filters of appropriate size on the feeder lines to a power panel. ' h e  filters should be 
located at the point of entrance to the LEA. Power on the load side of the filter is considered RED 
power. 

POWER SOURCE: 120 VAC, 60 HZ 25A LOAD 

EQUIPMENT. 120 VAC, 60 HZ .SA LOAD 

FILTER TYPE: SINGLE STAGE 1. NETWORK LOWPASS 

DESIGN: IMAGE PARAMETER METHOD 

SOURCE Fi iTER (S j  EQU!PMEYT FILTER (El  

4 . m  L =  - 
ff(60 Hz) 

2.4 . loan CE = I 
LE = 

~ ( 6 0  Hz) r(60 HzN2.4 . 1 0 ' ~ )  

FICUHE 24. Consequences of double filtering. 



5.3 RED equipment installation. The goal of any RED equipment installation is to create 
physical, electrical, and EM barriers around equipment that processes classified information to 
prevent that information from being exploited by hostile intelligence service activities. 'fhe design 
begins by establishing an REA within the LEA. The space is established to contain the RED 
processing equipment and related support functions with barriers to  exclude all other functions. 
The ideal situation is to establish the REA adjacent to the BEA such that the LEA is contiguous (see 
figure 1). This may not be possibie for some iaciiities (see figure 25). i n  some instances. the 
cognizant security agency and cognizant TEMPEST agency should assess the iaciiity for the 
, , f ir , , r . . . ,  ,,,,..,,, ,,,..:-fi.J 4 - ,,,,,A r . . . ,  ,,A," C,.. -..-n-n,l. C 7 2 r,, ,,,..:,, u t c c L ; v C  rr tr ;n .u l  r;3 I r ; q u l l  cu 10 interface the 1 r ; a v c A v c  ua3. ~ 3 G c  p a l  tLfjlupt1 J .  4 .3 1 u I  I  t ; q u I I  c- 

ments of a protected distribution system (PDS). 

5.3.1 G~ntiguous LEA. Figure 26 depicts a typical small facility in which  an REA has beer1 
established by segregating all RED equipment away from all BLACK equipment. Where TEMPEST 
approved equipment is used, or the  equipment radiation TEMPEST zone (ERTZ) is known, such 
designs rely upon the  use of separation tables or the  ERTZ data to size the REA. Figure 1 depicts a 
typlcai iarge iaciiity. i n  this case, separate but adjacent rooms compose the LEA with each area 
ph ysicaii y separated. 

5.3.2 Equipment separation. The separation of equipment i r i  the LEA is depenrlerlt upon the 
class of equipment. e.g., TEMPEST approved. nonTEMPEST. low-level or high-level signaling. 
Figure. 27 depicts a single-line secure teletypewriter system usingrrEMPEST approved equipment. 
T K ~  equipmint layou;keeps dissimilar eq;ipment separated b i a t  least 2 inches (50 mrn). Signal 
and power runs associated with this installation are also separated by 2 inches (50 mm). Should the 
RED RL-hCK signalc c r m  st w.dpgrpp ~lnnlec tho c ~ n ~ r g t j ~ c  z ~ v  ho rm-lrrCed 1~ 1 inch (25 ---0 -- ' -- - --r-.-- --J -- * " -  

mmj. hii equipment shouid be iocated at  least 3 ieet (0.9 mj [rum the wails to aid in visuai technicai . . 
iiispectioii. Fiaiire 1, which depicts large faCcity, r-  I 1  - -  -- AL - --I - ----I.-- - -----A: - - 

I U I I U W S  L I I C  S ~ I I I ~ :  I I I I I I I J I I U J I I  s c p a r a i l u r l  require- 

ments. Typically. greater separation is used in the design due to specific installation practices such 
aa tr~irliti~urri cable L r t ~ d i l l ~  radius $US size of i r l t e r~or i r i e~ t i r~g  ducts and cortduits. An additional 
requirement is separation of long parallel RED and BLACK duct runs.  Where these runs  exceed 
100 feet (30 m )  , separation should 1 ) ~  increased to 6 Inches (150 nlln) over the length of the rurr. 
Figure 28 depicts a stnall single-line teletypewriter facility using nonTEMPEST, high-level equip- 
ment .  I n  thls type of installation, the cornrn~~ni ra t~onc  qecuri ty  ((:OMSE(:) eq l~~prnen t  e5tablishe5 
a bench mark for equipment separation. ,411 RED equipment, including patching and distribution 
irames, arc separated irom the COMSEC by at ieast 3 ieet (W.Y mi. Aii BLACK equipment is aiso 
separated from the COMSEC by 3 feet (0.9 m), resulting in a separation of 6 feet (1.8 in) between 
R F n  ~ n r l  R1 A c K  onn,;nmnnt ';oparalion ofs;gna! power ducts and condu;ts is as with !ow=!eve! A t U Y  U A l U  Y U I  A U A -  V v U . p 4 4 4 \ r . A b .  V C I  

TEMPEST equipment. See tables I and I1 for specific separation requirements. 

5.3.3 Special considerations. Sorrle systems are procured under restriction to use commercially 
available nondevelopmental items ( N D I ~ )  . w h e n  such a situation occurs, the engineer should 
design to the separation requirements of high-level systems, unless a known equipment profile 
exists. Consult the cognizant TEMPEST authoritv. 

5.3.3.1 lnirrfacr other equipment. Blanv NDI' use i h r  Eli\-RS-232C siandard io interface 
b , , t  ....., 1, l , . . l , .  c,tl,nr ' , r , , , , , , . n f ~ , , t  .y , lk, . l l ,  ,,.. This staridard allowe as much as 15 vol ts  on in:t.r!-ai.p lines. I l n l r s s  the  

d r ~ l l - r  i~ dc~rnonstratt.d to operdtr at Ir\?els def~ned in hI1I.-SrI'I)-188-1 14, high-level installation is 
~ r~d ica ted .  I S  t hc  d v ~  icc car1 cumpli w ~ t h  Ml1.-STD-188-11 I. the shorter scpnrations may br 
i t  ( I  I .  Tllis sllould be curlfirrr~rd by ir~st rumrrited 1 EhlPEST tests by the cogr~izar~t 
I LhlPEST agency. (See NACSIM 5201.) 



NON MISSION 
RELATED 
OFF ICE 

NON MISSION 
RELATEE 
O F F I C E  

COMSEC PATCH 
A N 0  TEST 

FIGURE 25. Noncontiguous LEA. 

+ 
I I ! i  I VII 

I LSIWAL II 
C W U I T  

RED EOVlPMENT AREA -1 - - - - - !I-,- - - - - - - - - - - - 
nt APV 

ADMINISTRATION 
AND 

n MAINTENANCE 
CICI !- w - ~ ~ ~ i ~ ~ ~ ~  $ ! L C  L O C  A 

CI"LCI 

SFCURITY SCREEN 

;A '  IONS 



RED I BLACX 

%-SNITCH ' X-SWITCH 
A-B SNITCH 

\ I 
\ I \ / 

FlGURE 27. Small facility (TEMPEST). 

FIGURE 28. Small facility (nonTEMPEST). 





Cord t y l x  patch panels 

BLACK end proteqsory, wi th wire liines 

egressing control led accrss arpa withlout 
isolator o r  f i l ter .  --- - 
RLACK enid processors w ~ t h  wire l ines 

egressing cont ro l led  acr:ss area via isola- 
to r  o r  f i l ter .  

C t y p ~ o - . m ~ : i l l a r ~  equipnnrnt . 

I i n ~ t  designated a3 rnoqd~rn t i 4  to wire 

l ine  lea*ring control led larcess area. - - 
U n i t  dcaiglated as modtern b u t  n o t  t ied t o  
wire l i n e  leavinR control led access area. --- - 
Electro~netrhanical. line rrlays. dulplex 
r e y w t e r . ~ .  etc.. t ied  to wir? l i r ~ e  leaving 
control led access area. 



5.3.3.2 Electromagnetic interference (EMI) /electromagnetic compatibility (EMC). Any 
installation design should include an EMC analysis as part of the design process. Certain commer- 
cial items must comply with Federal Communications Commission Regulations, Part 15. Subpart 
J, for EMI. This should be taken into consideration when conducting the EMC analvsis to 

determine what benefits this requirement may have in rcducing the threat of exploitation of the 
system. 

5.3.3.3 Interface among RED equipment. MIL-STD-188-114 defines interface requircrnents 
for equipment in a low-level environment. The standard recognizes, however. that interfaces 
among equipment in the RED area that constitute a system may not be required to comply. In these 
cases. the engineer must consider the technology used in the interface. Other than EIA-RS-232C 
interfaces (see 5.3.3.1). interfaces having signal levels below 6 volts pose a low risk, while those 
above 6 volts should be afforded extra safeguards, such as individually shielded pair cable and 
metallic race way or conduit. Such measures should be taken, as indicated by instrumented 
TEMPEST tests and analysis. 

5.3.3.4 Low-risk technology. Some equipment may use laser and xerography technologies to 
produce copies of classified information. That portion of the device is inherently low risk due to 
the nonexistence o f  emanations. The risk area is the electronics driving such equipment. If the 
electronics uses technology at levels of 6 volts or less, a low risk may be achieved. (Consult 
NACSIM 5100.) 

5.3.3.5 Converted equipruant.. Eqiiipmc~t ex:-?s in the Departmcn t of Defense (DoD) inventory 
that was procured with high-level components and subsequently retrofitted for low-level opera- 
tion. If such equipment is used in a system, the designer is cautioned that some of this equipment 
was onlv partially converted. Converters were installed in the signal lines, but no change was made 
to the internal electronics. If converted equipment is uscd, it should be separated as if i t  were a 
high-level device, unlesl i t  ir known that all electrical components were properly converted. 

5.3.3.6 Video devices. Equipment using cathode ray tube displays present a source of free space 
emanations. Such  devices may require shielding around the display, particularly across the face of 
the display. Shielding glass and metallic housings are commercially available to accomplish this 
containment of emanations. 

5.3.3.7 Magnetic disk memorien. A common commercial installation practice in systems with 
magnetic disk memories is to remove the cabinet sides of a group of units and bolt the chassis 
together as a single unit. This practice should be avoided as the arrangement negates the shielding 
effectiveness of the cabinet. Each unit should be installed as a stand alone with separate grounding 
and bonding. 

5.3 .3 .8  BI.ACK equipment installed in RED arear. Certain operations require installation of 
BI.ACK cquiprnent in RED arras,  such as emergency action consoles in (iommand and Control 
facilt t~rs.  1 r 1  surh rasrba. thr BLACK cquiprnent will i ~ r  s ~ p a r n t e d  Iron1 RED equipmtbr~t h! 3 frrt 
10 0 mI ~f th r  H1..4CK rql~jprnrnt 1s lob lcvrll o r  Gfeet (1.8 m) if high I r ~ e l .  H u w r v v r ,  Hl.i\CK VOI( . ( .  

equipment will r rqu i rc  h ithrt I l .tl m) srpnrntiorl regardless r r i  t h ~  I~ I - r l .  (5ec 5.8 f o r  othcr  

telephone requrrements.) (See tables 1 arld I 1  .) 
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secure telephone networks and instruments in use within the DoD. Due to this variety, it is 
difficult to develop a standard procedure which would apply to all elements of the secure voice 
community. 

5.3.4.1 Secure telephone switches. Secure telephone switches such as AUTOSEVOCOM are 
used to provide switching capability for secure voice terminals and to provide interface capability 
between various types of equipment. Physical security precautions should be commensurate with 
those for other REAs and adequate for the level of classification of calls processed by the switch. As 
a minimum, the area should be designed as an REA. When a secure voice switcl~ is collocated with 
secure or nonsecure data systems, it is recommended that the switch be installed in an area which is 
remoted from the other system(s). Ail signal and control lines should utilize cabie which uses an 
overall nonferrous shield with the shield circumferentially grounded at both ends. All wire lines, to 
include signal, control. and power, should be installed in ferrous-type conduit. This is necessary to 
provide maximum protection, and to isolate RED/BLACK line3 and digital and analog systems. An 
- - ~ * ; r ~ - t - n t ~ - ~  G Y U A Y V L L ~ ~ L L ~ ~  ground p!ane be used for a!! grounds excent r the FPSS, which 
be connected to the ground bus of the servicing power panel. Separategrounds should be ruri for all 
pieces of equipment witti the cor~ductors being continuously run, i.e., not spliced. RED and 
BLACK equipment should be separated in accordance with table I. 

5.3.4.2 RED voice ~ys tems .  A RED voice system is an unencrypted voice network with physical 
protection and distribution such that it may be used for classified communications. RED voice 
~ysterns may be 11rerl with in  an 1.EA as an internal secure telephone network within a RED enclave. 
When this type of system exists, all cables should have a nonferrous overall shield. All cables, to 
include signal, control, and power, should be installed in ferrous conduit. No unencrypted 

l ines  slnould penetrate the LEA barrier. I :- - -  - L I  -L 
..-A ---- - - 6  _.I_ _ _  1,lnes wrilcri must coIlrlecL i0 uirisr secure 

telephone svstems or the dial central office should be connected to n secure voice switch or other 
ellcryption device prior to the point of egress of the LE.4. 

5.3.4.3 Secure voice terminalb. Approved secure voice terminals, such as a TSEC/KY -3, may be 
installed in  or external to LEAS. When installed in I LEA, where other communications 
equipment is used, all cables should be installed in ferrous conduit. 'l'he terminal should be 
separated from other electronic devices in accordance with table I. Only those telephone instru- 
ments and cables designed for the specific system should be used. 1f the telephone instrument is 
remotrd from the terniinal, the interconnecting cable should be installed in ferrous conduit. 
Terminals that are installed external to an LEA should be installed a minimum of 6 feet (1.8 m) 
from other electronic equipment. Conduit for wire l i r~rs  is not required if other electronic devices 
are not used in the same general area. Grounding may be provided by structural steel. 

5.4 Signal distribution. l 'hr nhjsrtive of signal distribution is to take a signal from one point to 
nr.r\tLnr ensnL n m n r r n n r  tLmt tLn c i n n - 1  ic n r r t  ;ntorfararl with, dGes n=t  cause int,erference, 2nd is 
n I i u L l l C l  1 1 1  J U L I I  a IIIU~IIICI 1 1 1 ~ 1  LLIG 3 1 ~ a l a l  13 L I U L  I I I L ~ I  A ~ L ~ U  W ~ L L A  

not  misrouted. The designer and iristaller must consider: 

a. U'hat t ppe of signal is being distributed. 

b. P ;ha t  type of cable les t  supports that signal. 



c. What special treatment is required for that signal. 

d. What effects can degrade that signal. 

e. What effects can that signal cause. 

5.4.1 Treatment of sigusl types. 

5.4.1.1 Analog signals. Analog signals in a facility can be grouped in six categories. (Including 
quasi-analog signaling as defined in FED-STD-1037.) 

a. Quasi-analog signals supporting wire-line modems. 

b. Analog signals originating in radios. 

c. Analog signals in administrative telephone systems. 

d. Quasi-analog signals in secure voice systems. 

e. Quasi-analog signals supporting video systems. 

f. Quasi-analog signals associated with broadband iocal area networks (LANs). 

5.4.1.1.1 Wire-line modems. Quasi-analog signals from wire-line modems are the most common 
such signais encourriei ed in e fiiiiliij.. Tht d i d r i b ~ t i m  01 these signals., which are typical 1 y 
BLACK, is the least complex. Typical routing is from the modem to an analog frame and patch bay, 
to a DF, to the facility entrance   late. Cabling between units typically uses twisted pairs and may 
have each pair shielded. All cables should be filtered at the facility entrance plate. All cabling 
should be contained in metallic wire wavs, ducts, or conduits. Where analog signals are RED, 
separate distribution and patrhingfacilities are required in addition to pl~ysical security measures. 

5.4.1.1.2 Radio. Radio transniitters should not bc located within the LEA. H o ~ v v e r ,  in sl,ccialized 
facilities, the excl~islon of radios may not be operatiorially possible. Such  radios may be used for 
voice or data transmission. Treatment of signal distribution for radios begins with proper separa- 
tion of the radio from all other equipment. In applications involving voice communications in 
Command and Control facilities, it is assumed that microphones or radio telephone handsets will 
be located in an operations area which may be an REA. In such cases, the cables must be distrrbutrd 
from the radio rack to the REA in dedicated conduit, with separation similar to that for administra- 
tive telephones. The cables should also be filtered at the REA. Microphones and handsets should be 
equipped with push-to-talk. push-to-listen switches. In applications involving data communica- 
tions, it is assumed that the circuit will be secure, and the input to the radio is digital and probably 
encrypted. In such cases, the input distribution is the same as any digital circuit.  'J'hr output of the 
radio, regardless of its use in an LEA, is treated to prevent HFI/EMI. At  the entrance plate, the 
cablr should b~ filtered with a barldpass filter appropriate for the frequency of ( l ~ r  radio. 

5.4.1.1.3 Administrative telephoneb. Adrnlni5trative telephorle signal d ~ s t r i t l u t ~ o n  1r1 a11 LEA 15 

separate from a!! o l ! ~ r r  d i s t r ~ h u t l o n .  A l l  rabies enter  at thr facilit\ ~ I I I  rari(*r piatts where f i l t c - r i ~ ~ ~  
and EMP treatment is applied. This applies to telephanr for ko~cc  communicationc only.  not 



trlcphonc lines used for data communicstions. Telephonr lines used for dedicated, full-period data 
, . . . 

communlcat ,ons  be treated as analoR lines. Froni the [aci!ity entrance plate ,  ail cables are 
run in conduit to the areas where the end instruments are located. The conduit should be extended 
to the desk, rack, or table on which the instrument is located. Overall shielded cable should be 
uscd. For other requirr~~ler l ts  see paragraph 5.8. 

5.4.1.1.4 Secure voice. Analog extensions of secure voice systems should be run  in separate 
conduit from the  security equipment to the  end instrument. Cables should be shielded. Analog 
runs on the BLACK side of the security equipment should be as  described in paragraph 5.4.1.1.1. 

5.4.1.1.5 Video. Video systems in an LE.4 display the most diverse conditions requiring trcatment. 
Two categories of video equipment are discussed here - video display units (VDUs) used as 
terminal devices and televisions as part of briefing and display systems. Video equipment, used as 
terminal devices in the  generic sense. are  directly connected to the terminal device controller and 
require no instaliation criteria. Some units, however, will use an rf modulator in the controller for 
interfacing to the display unit. Such connection would be made with coaxial cable, with the VDU in 
the immediate vicinity of the controller. In  some cases, the VDU/keyboard is remoted from the 
controller. The video cable should be run in conduit. I f  conduit cannot bc uscd, triaxial cable 
should be used instead of coaxial cable. Specialized facilities may use a closed circuit television 
svstem for briefing and display schemes. This system would be interconnected with coaxial cable or 
fiber optic schemes. Distribution is in dedicated conduit due to the high frequencies involved. 
Triaxial cable should be considered for additional shielding. Because of the inherent radiation of 
4 t v r T I  tLn r - v r t  m r .,., , . ,.%, ;.. ..., ., . . s, ..., ., ,. e... ,ho~!d opc:o:c n: bnscband instend of broodbo~d, wit!: exterm! 
channel switching. If baseband cannot be used, then the use of triaxial cable o r  a fiber optic scheme 
is indicated. 

5.4.1 . I  .6 'Locai area neiworks (ilANsj. Hroadhand and hasehand i,ANs are impiemented using 
coaxial cable to ~nterconnect  the nodes. Fiber optic cable (FOC) may be substituted for coaxial 
(bahle. Sirlcz most LANs will come from commerc~al sourcbra, additlorla1 treatrrlerlts are rlrceasary. 
Ethernet. for example. requlres a s p e c ~ f ~ c  tvpe of coax~al cable w h ~ c h  is normally installed in 
overhead plenums. Connection of nodes 1s accompl!shed using vampire taps. This design allows 
easy reconfiguration. In a secure environment, this feature is lost since the cable should be run in 
conduit for physical security. with pull boxes installed at the  points required for taps. Where 
possible, fiber optics sliould be used instead of metallic schemes. 

5.4.1.2 Digital signals. Digital signals are found between processing equipment in a facility. 
These signals may be interfaced in either a balanced or unbalanced mode. Balanced interfaces are 
always distributed with twisted pair, while unbalanced interfaces, by equipment design, may be 
distrihut ed with single wire or twisted pair. 

5.4.1.2.1 Balanced nipnals. Balanced voltage digital signaling requires a dedicated current return 
for each signal line from thc recelver back to the transrnlt ter. The arrangement depends upon a 
d~ffcrentlal  twtwet:n the tuo  11ries to cit'terrnlrle slgrial state. O f  concern for the designer and 
:n..;!~!!er i s  !he !re.?!mpn! of a!! n a l r c  I ".a ' :n !!k '~ s ! ? ~ !  nat rh ! r?o ! '*" ' !?ri!i!ies. !!!+'s s!~r?!!!d no! he w i red  !or 

t)rised rrturrls, h u t  should include proylslon for all pairs. I,lhc.s~se, patching facilities also should 
~ ~ ~ c l t ~ c l t .  provisior~s to patch all pairs. (See figure 29.) 
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5.4.1.2.2 Unbalanced signals. 6 nbalanced voltage digital signaling depends upon a voltage 
relationship of a single line referenced to a signal ground. This may be implemented by a single 
signal ground wire in eaclr cable between two devices, a return link for each signal with all returns 
terminated on a common bus at each end. or each dcvicc referenced to a station ground system. A 
separate return Tor each signal is preferred, because this arrangement reduces crosstalk between 
pairs, and increases the distance which a signal may be driven. It further permits single-ended 
drives to interface baianced receivers. (See MIL-STD-188-114.) Signals between devices should 

be refercnce: s";sjy io  ikre sisii"ii sys irrrr .  

5.4.2 Installation. Cable installation techniques contribute significantly to reducing RFI/EMI in 
a f a r i l i t v .  Twn r a h l ~  type5 are predominafi! with variations - twisted pair 2nd coaxial cab!e. - .- ".... J "' ----- 

5.4.2.1 Twisted pair. Twisted pair wire is the most common medium used. It is normally installed 
with multipnir cables. Whether to use one  overall shield or individually shielded pairs depends on 
the application. Marly applications can be satisfied with one overall shield. Typically, the use of 
individually shielded pairs results in approximately 3 dB additional attenuation. Twisted pair may 
be terminated with crimp on solderless connectors, soldered to terminal posts, or wrapped around a 
post in tight spirals. U'irr  wrap is the best t r chn iq~l r  for terminations because the post bites into 
the wire. creating a more positive bond. Solder is the least acceptable method due to the high 
pruLaLiiiiy oT cold solder joi~lis w h i c h  ir~creases tile resisiarlce O; ihe bond. 

K A 9 9 1 1 P f i n w ; , l  fioL1, ;, t .c-nT1 in nr\rrl;nnt;nnr ..,Lnrn Link F r n r s ~ ~ n n n i n r  m r n  r n m l r ; r n A  
J.T.L.L ~ U ~ A A L I I  L ~ W I C .  WaAIa i  L a u a C  13 U ~ C U  IAI a p y l I b a i i u L a a  WLILI  c ILLELL ~ L G ~ U G L ~ L I G ~  a n  L A GYULIGU. 

Coaxial cable, with its center conductor equally spaced from the outer shield throughout its length, 
e x h i b i t s  wine bandwidth  due t o  reduced skin effect and reduced distributed capacitance. Coaxial 
cable should he terminated only with appropriate connectors. 

5.4.2.3 Variations. Triaxial cable is coaxial cable with an additional shield. I ts termination should 
be in accordance with manufacturer's instructions. Tn~inarial  cable is twisted pair, encased in a 
dielectric foam. covered w i t h  a braided shield. I t  may b e  used where balanced drive at higher 
frr:rlllenc.ies is required and  w h r r e  a high l,rohahilit\ i,f'l.:klI exihts. (J~iadraxial calrle is twinaxial 
c.atbie with an additional shieid. 

5.4.3 Terminations. 

E; A '2 1 1  a n  I A n x r  c in r rn l  raLla a n i t r ; n n  o r o r ; l ; i x r  chna l l r l  n ~ c c  ihrnnanL n F a r . ; l ; t x r  u . - r . u .  I A a b m m m m y  - m m r m a n m x , b  ~ m a m x , .  1 1 1 1  7 L ~ I E L I ~ I  I , ~ I ~ I X ,  K , I I L ~ ~ I  1 1 1 6  a L U ~ , I I I L  7 DILUUIU yaa3 LIII w u 6 1 1  a I ~ C I I L S L  v 

entrance plate. The facility entrance plate serves as the point where undesired signals are shunted 
to ground, where shields are grounded to dissipate irldured (currents, and where TPDsare installed; 
Filters on signal lines are circumferentially bonded to the plate in order for shunted currents to 
have a low impedance path to ground. Some signal lines may not require filtering at the entrance 
plate if  filtered at the last equipment, provided the  plate has not been installed for EMP purposes. 
The facility entrance plate then serves as the point to bond the shield to a low impedance path to 
gro~inri. I:ihr:r optic lirlri s h o ~ ~ l d  fjrnetrate t h e  shield t t ~ r o u g h  w a v r g u i d e ~ - L ~ e ~ ~ i J - r u ~ d .  A 
~.;!~.eg~id~'-l~~~~rid-(~i~tc)ff i i  ~izc(1 at a 5 to 1 ratio of IcngtIi to ~~iilxirnum cross-scctior~al di rncnsio~~.  
- -. 
r l ' ~ l , i ~ ~ a i i ~ .  atttxr~uatior~ o f  1.'30 d 1 1  t e : i r i  t , t ~  a ( ~ h i e v ~ ~ 1 1  ;it f r t : ~ j \ ~ f ~ ~ ~ c i e s  well h e i ~ , ~  cutoff .  Cutoff  f r y -  

citirlnc.> i h  c a l cu la tc~d  ;it ~. ;a \ .e lcr igt l~~ c.qiial to ~ ~ i c ~ f i  tht. l~il-y+.st dimension of a rectangular w s v c -  
guide. Thus .  0.5-inc*il conduit has :I. c u t o f f  Irequc>nc\. of appro*;rn:itri! 1 GHz. xlhiir a i -meter  h! 



2-meter personnel tunnel has a cutoff frequency of 75 hlHz. Each c o n d ~ ~ r t o r  entering and exiting 
the facility must be equipped with protection devices to shunt the high voltages, high currents, and 
high-frequency pulses caused by power faults, liehtninp, or HEMI'. Metal oxide varisters (MOVs) , 
gas-filled spark gaps, and carbon blocks are used in various combinations to achieve protection. 
Low-voltage protection devices are also installed on the facility entrance plate. 

5.4.3.2 Distribution frames (DFs). I)Fs are used to provide a means to configure internal 
equipment for various applications. Typically, DFs connect egressing lines to modems, modems to 
COMSEC devices, and COMSEC devices to terminal equipment. A DF must be sized to accornmo- 
date every signal line and its return and to provide a point to ground the shields to the equipotential 
ground plane. The shield grounding scheme must allow for the shortest possible exposure of 
unshielded pairs. This scheme must aiso provide a minimum impedance path to the equipotential 
ground plane. Where possible, the DF should also incorporate shielded pairs to effect crosscon- 
nects. DF technology includes taper pins, connectorized backplanes, solder lugs, insulation 
displacement techniques, and wire wraps (see figure 30). Taper pins are simple to terminate, but 
tend to corrode rapidly, resulting in poor bonding. Connectorized backplanes do not provide 
sufficient backs)lell contact to assure shield integrity unless the shields are terminated separately 
In some manner other than the backshell. InsuIation displacement techniques relv on spri:lg 
tension to grasp conductors but lack a large surface area contact. Solder lugs arc prone to cold 
solder joints. Wire-wrap methods are the most reliable termination techniques due  to high 
mechanical reliability and large surface area contact. DFs should he contained in metallic cabinets 
in RED areas. Separate DFs are needed for each application (i.e., a RED digital DF for the RED 
equipment to RED patch bays to COMSEC; a BLACK digital DF for COMSEC to BLACK patch 
bays to modems. etc.). I t  DFs are housed in metaiiic cabinets, the caLirlrcts shoilld he sized l a g c  
enough for maintenance access. 

SOLDER WRAP 

BARRIER STR lP 

FIGURE 30. T~rminat ion techniques. 
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5.4.3.3 Patch panels. Patch panels are used to substitute equipment or lines when failures occur. 
- . . -a LA .-lA-:--AA 4, ...11,..7 -11 .-,"..;-,A .-;,-.,IF t n  1-L- tr.-.nECDrrad $..Am r \ m a  a " . . : w . - a n b  rr.. Piiidi panels I I Iu3L uc U c ~ I ~ I I c u  I U  CXIIU w a11 I ~ U I I  GLI 3 1 ~ 1 1 ~ 1 3  L V  uc L I  Q I I J L C ~ I  1 cu A I  U L J I  U I ~ C  C Y U I ~ I I I C I I L  U I  

!ine !c rnn!her equipmen! G r  line with !he effnr!. Lch pa!c!ling pusi!io!! mns! sufficien! 
contacts to transfer not only the signal lines. but ail returns (see figure 29). The designer should 
consider all signals to he halanced and provide the appropriate patching. For RED patching where 
like items of equipment serve different communities of security, separate patching for each 
community is required. These panels must be physically separated to prevent patching from one to 
another (see figure 3 1 ) .  It is preferred that different patching media be used (see figure 32). i f  
,,,..,...r:,- -L..,:,,I A:CC,,,n,, ,,n--r I-., ..,,A * L A -  A~,.m:-:l,-.- ..,i-imm ---L -,.bAL 
~ ~ ~ ~ I U L I U I I  ailu ~ I I ~ ~ I L ~ I  U I I L C I  CIILC LUII I IUL uc U ~ C U ,  L I I C I I  u13311111~al W L I  1115 UI  CLILII ~ U L L L I  ~ V ~ I ~ I U I I  

may be used (see figure 33). The dissimilar wiring should take a form that effectively inhibits 
circuit operation when an operational mispatch is made. For instance, if a signal line used to 
initiate a crypto-resynchronization were l o  be reversed wit11 a clock line, should a mispatch occur, 
the crypto-equipment would be continually in resynchronize mode, but could not operate due to 
the lack of the clock signal. Dissimilar wiring should be used only if other methods cannot be used. 
Small facilities should use crossover switches in lieu of patch panels (see figures 34 and 35). 

. . C A 2 A Clr-.:-rna-# n s - m : r r m . : r r - e  I ; lm . r ;nmamt  t a r m . . r n t n n m r  nrmrmnt * L a  r4ac: ,rrrar  ;n.-.anlla.. 
d . Y r J . ' t  bYUIp.I lCII& .GI I I I I I l Q e A U I I V .  J d ~ U L Y L l I G A 1 L  L C  1 1 A A I l L L U L A  L C  L C  U G L L L  411U 1 1 1 3 L 0 1 L G L  

w i t h  a variety of possible termination techniques. Termination may be on harrier strips wi th  crimp 
connectors, w i r e  wrapped to backplane pins, fanned and soldered to printed wire boards, or on a 
wide variety of connector plugs. However, sorrle general rules can be applied. The designer and 
installer must be aware of typical interface schemes in order to understand the termination scheme 
and take actions to overcome the shortcomings of particular interfaces. Digital interlace schemes 
-..- L- -. I---- A .... f-11-.. .- .  L,.l--..... 1 . .A\&,- -  A:-:4.,l , : - - - I : - -  ..-k...l A -..-.I&..-- A:-:&...[ -:--I:-- 
caI1 ue ciasscu as I U I I U W ~ .  ualairccu v u l r a 5 c  ulfjltar ~ I ~ ~ I I U I I I I ~ ; ,  U I I L ~ ~ I ~ I I ~ C U  V U I L ~ C :  U I ~ I L ~ I  ~ I ~ ~ I I U I I I I ~ ;  

(see figure 36), and loop current (see figure 37). 



FIGURE 32. Dissimilar patch~ng. 

- - - - 
T X D A T A  -/ 'a 

I t 
V V 

7 I 
->-- -- I I ,-* 

T X  CLK '* 
I ' V Y ' I 

-+ 
- I I ,-- 

T X  C T R L  - 
I t 

V v 
I 

-*+ - I 
RX DATA -' 

I ,-- 
I 

V V 

I '++ ,--\ I 1 /--.+> 
RX CLK - 

I f 
w v 

f I ,--- \ I I ,--- 
RX CTRL - t V V t '*+ 

T X  DATA - /-- \ 
V V 

I 
/---- 

I ' 
I 

T X  CLK x v v I *\ ,*+ 
/ 

T X  CTRL ' '* 
I t V V 

RX D A T A  d- --- I I ,-- 
I ' V v '*- 

I 
I I 

R): C L K  

- :  1 *\ ,*- -1 >: 
R X  CTRL -' ' 0  f V V T 0' '++ 

FIGCRE 33. Dissimilar wiring. 



COMSEC 

PATCH 

MODEMS 

- --- 

RED\ J BLACK 
v 

BLANK 

FIGURE 34. Small facility cross switching. 

TERMINAL 

rn 
COMSEC 

MODEM 
I -  

I 
I LINE 

1 I 
FICUHE 35. Small fnci!ity cross swilching (schematic). 



- 
SOURCE BALANCED SIGNALING 

I 7 
I / I / 

1 - - - - 
SOURCE SINK UNBALANCED SIGNALING 

-- - - - 
t ~ C I U R E  36. Signaiing iniel laces. 

I 
TRANSMITTER 

DRY CONTACT SIGNALING 

I 
RECEIVER 

- 1 

-r I 
I ! I 
1 1 
I i 

TRANSMITTER RECEIVER 

WET CONTACT SIGNALING 

F 1 P l T T ) r T '  9-  1 - A -  ", r i ~ , ~ l n c  3 1 .  LUUP LUI I C I I L .  

5 7 



5.4.3.4.1 Balanced voltage digital signaling. The preferred signaling method is balanced 
voltage digital signaling. Balanced voltage digital signaling relies on detection of a specific 
difference of potential between two points, regardless of the relation of either line to a ground 
reference. Balanced voltage digital signaling's most significant characteristics are reduced cross- 
ta lk  and greater distance at higher speed. This is achieved by a constant difference of potential 
between conductors over the length of the cable. 

5.4.3.4.2 Unbalanced voltage digital rignaling. Unbalanced vol tagc digital signaling differs 
from balanced in that the signal line difference of potential is to a common signal reference point. A 
poor installation, or excessive distance between the source and sink, often results in a significant 
difference of potential between the signal and the reference. 

5.4.3.4.3 Loop current. Loop current has been predominantly used in tclctypewriter or telegraph 
applications. Loop current interfaces should be treated as high level (see 5.2.2). Currents of 20 or 
60 milliamperes are  common. A loop current circuit consists of 1 loop which is alternately opened 
and closed to allow current to flow, or alters the polarity of current. Two types of current loops are 
prevalent - dry contact and w e t  contact. I n  dry-contact signaling, the  current source i s  in the 
receiver. Thc transmitter closes and opcns thc circuit, providing a complete path for the current. 
In  wet-contact signaling, the current source is in the transmitter. Tlra rnost coninion loop-current 
signaling schemes are neutral (single current) and polar (double current).  Polar is the more 
prevalent of these schemes. 

5.4.3.5 Commercial standards. The designer and installer may be faced with commercial 
interfaces which may or may not allow the use of individual returns. The more commonly used 
commercial interfaces include Electronic Industries Association's (EIA) RS-449 and RS-232C. 

. . 
n ~ ~ ~ *  I.1V3h LV1lllllcI r.,,,,,,,, LIQ! m,,, tnvrnnac &are c a ccmmm p:ch!em ~ h i c h  jeopardizes shielding and c e ~ ! d  be z 
potcn~ial  TEMPEST prohlnm. Connector hachshells t vpicall? art: plastic, which does not provide a 
means of closing the shield. R'hile some metallic backshells mav he available. most cannot be relied 
upon to h r  RFI tlght. Furtller, the n~r r l~an ica l  mating schenlec often do not provide s~~f f i r i en t  
bonding to pcrnrit adequate electrical shield intcgr~ty. I n  general. the designer may find commer- 
cial equipment to he a source of KFI, unless procurement specifications clearly dictate that 
adequate measures be taken by the supplier to correct such deficiencies. 

5.4.3.5.1 EIA RS-449. 'l'his interface conforms to the basic assumption of this handbook in that 
ail data and clock signals have individual returns.  The interface is implemented using a 9-pin 
connector (simplex, send only) and a 37-pin connector (full duplex). The 9-pin connector may not 
be provided. The interface has a significant shortcoming. Pin 1 is designated to terminate the cable 
shield. As typically implemented, pin 1 takes the shield currents into the equipment in order to 
shiint those r:;rrcnts to ground via the trV ----. \rl FPSS. In  some equipment, this may be the chassis. 
which may also be the neutral reference. This may result in noise on the power or neutral currents 
being ir!rroduct.d or! the shield. T!!e s!!ieldi then. sllould n o t  he terminated on pin 1 .  If the 
cquipmcnt is provided with a mctallic backshicld. and the shicld is circumferentinlll; bonded, a 
h h i f ~ l d  pruur~ding wirr  sllould b ta  attached to the  har~kshrll and run to the  equipotential plane. 



;-4 1 9 C l  A R9.999r Thic ~,nholanrarl intnrfrrr I S  thr r n r l r p  prpVl!pR! in!rrf2ce i n  u . u . c I . &  r m u - - w e - .  s u ~ a v u a o a r b u u  a s a ~ b a  r o ~ b  --a- ----- - 
commercial equipment. The electrical characteristics are similar to the unbalanced interfaces 
defined in MIL-SrD-188-114. A single signal ground/common return is provided on pin 7 ,  which is 
ident~fied as circuit AB. This is contrary to the p idance  of this handbook, which advocates 
separate return paths (see 5.4.3.5.4). Cables should bc manufactured on site to provide a separate 
return for each signal using twisted pair cable. At the connector, the returns are tied together. then 
terminated on pin 7. An alternative is the use of a commercially available RS-232-to-RS-449 
adaptor plug. Cables are available to support RS-449, thus negating the need to make new cables. 
The standard also presents a problem with proper signal grounding. These items of equipment 
typically do not provide a signal ground stud that connects the equipment to the signal ground 
reference. The EIA standard states, "A protective ground is provided in the  interface cable, 
terminated on pin 1 identified as circuit AA. Pin 1 is further bonded to the equipment frame. It may 
be further connected to external grounds as required by applicable regulations. Most often this is 
connected to the fault protection subsystem. The signal ground/common return whlch establishes 
the signal reference is brought to ground only in the data communications equipment. Provision is 
made to connect circuit AB to circuit AA, which may be removed on site." (See figure 38.) This 
portion of RS-232C presents very serious problems. First, a fault current on one chassis may flow 
inio the second chassis, causing damage io ihe equipment and cable. Secorid, bigrial r e t u r n ,  b i n g  

coupled to the FPSS, presents the possibility of HE11 data appearing in the BLACK area. The 
standard further states circuit AA is optional, while circuit AB is mandatory. To overcome this 
situation, the following retrofit actions are suggested: 

. . 
a. If iiiciii: AB is nrspped t:: circcit A.4, remcue the strap 

b. In the cable connector, terminate the circuit AA lead on the circuit AB pin. 

YOTE: Equipment designed to commercial standards t i r i l l  some Government equipment is 
designed for environments in which the  only available ground is the FPSS. Typically, the 
e q ~ i p m e n t  chassis may serve as the neutral power reference and signal refer'~~ce. Such conditions 
may violate codes and standards. Further, the FFSS is bonded to the frame. In such situations, it is 
impossible to properly separate the grounds. As a minimum, the protective ground must not be 
taken between equipment via the interface cables. 

5.4.3.5.3 Other interfaces. Other interface schemes exist which have not become de facto 
standards. The designer should use the knowledge of the problems in the EIA interfaces to examine 
other interfaces to determine and correct any problems which may be encountered. 

5.4.3.5.4 Mixed interfaces.  An installation may include equipment with RS-4-49, RS-232C. arld 
MIL-STD-188-113 balanced and unbalanced interfaces that must LIY interfared together in various 
combinations. F i ~ u r r s  39 arid 40 dppirt h o w  these interfacry may he armmmodatrd. R7hether 
i)aian(:rd or unbaianccd voiiafe diaiini signaiing is used. a dedica~ed sipri.ii r ~ i u r r ~  chnll id iw 
provided for each clock and  data sigrrti1. F'lliIr t t r i q  i q  r r q ~ i ~ r e d  in halanccd voltage dieital sigr~:illr~g. 

i t  is not typical in ~~nha lanced  voltage dig~tal signaling of KS-232C. The rationair for d t d i c s t r d  
returns is threefold. First. by using twisted pair wire, the potential for crosstalk is reduced hccausr 
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FIGURE 40. Mixed interfaces (specific). 

the magnetic field created by the current in the return cancels that on the signal line. Second, 
where multiple signals are in a single cable. the multiple return currents are not concentrated in a 

single conductor. Third, the use of a separate return assurvs t h e  source and sink reference t h r  same 
ground potential. In scbrllr instances. greater speed. distance. and improved performance ma!. 
result. MIL-STD-188-3 74 contains extensive detail on considerations to he taken when  terminat- 
ing mixed interfaces. 

5.4.4 Cable distribution. Cable distribution engineering and installation should be done in a 
sequence from the terminal equipment outward to the egress of the LEA. This method assures all 
required lines are in place, RED/BLACK boundaries are maintained, and all lines are accounted 
for and properly treated. Cabling is classed in three groups: cables between equipment in the RED 
area, cables from RED equipment to COMSEC devices, and BLACK cables. 

5.4.4.1 Routing. Where signal cables have at least one overall shield, cable ladders and trays may 
be used to routc cables. Where unshielded cables are used, totally enclosed ducts, wire ways, and 
conduits  are required. Thc use of lrnshielded cable should be avoided. Where positive barriers 
t w t w r r n  RED and BLACK runs are deemed necessary. and extra yhvaical protertion is requircd. 
totall\! enclosed duc t s .  wirt. ways, and ronduitc are appropriate. K'hcre HLl) and BLACK race *.a\ i 
m u i t  r u n  pnr;illrI or cross. rare wars will br separated per tahir I .  RED and BLACK caLlr5 are nr-vrr 
run in the sarne wire bays, conduits, ducts, or cable ladder.. Hk1U and  Bl..ACK stgnal5 will not l ) i .  



mixed in the same cable. Certain control signals associated with a channel are generated in the RED 
area and must be routcd to the BLACK area to control some channel functions. If such signals are 
routed i l l  tile aalrlr caLle as HE11 data, then the signals should be considered RED. Some isolation 
method must be incorporated at the RED/BLACK boundary for these sigrials (ser 5 . 5 . 2 ) .  

5.4.4.2 Sensitive compartmented information facilities (SCIFs). Where Sensitive Compart- 
mented information (SCI) is processed in a joint classified fzcility, RED SC1 cables and other RED 
cables may use the same wire way or conduit. Such signals will not be jointly routed in the same 
c.ahle. 

5.4.4.3 Yondevelopmental items (NDIs). Where NDIs are used as RED processors, the design 
of 411rh items may not accommodate the use of sh~elded cable. In  such cases, the designer and 
installer must exercise extreme cautiorl iri  n~air~~ainir lg  separation of HE11 cahles. 1 1  may he 
necessary to distribute cable between NDI equipment separate from all other cables. 

5.4.5 Filters and isolators. All lines egressing a facility may require filters or isolators at the 
point of egress of the LEA. Within the LEA, filtering might be used in the equipment design to 
prrven t RFI/EMI. The designcr should be aware of the possible existence of such filtering. In  no 
case should a lir~r tit. rnultifiltered hetween two points (see 5.5). 

5.4.5.1 Filters. Filters are  p pic ally housed in RFI tight cabinets. Cavities within the cabinets have 
proetratioris iriward to the  equipment, or outward toward the transmission media, but not both. 
The filters are firmly bonded to the walls to assure electrical integrity. Provision must be made at 
the entrance of the cabinet to bond and terminate the cable shields. When selecting filters. the 
s .  -.. . . . . . . I  . .  1 .  I 

dcrigiii-r miisi iissiiir the ii lter impcdanic is iGi i ip~: ib: i  .viVith the cq~:pmcfi! d : : ~ i ~ g  t he  ?:!!e: (see 
figure 411. The filter cabinet must be firmly bonded to the equipotential ground plane. 

FIGURE 41. KFI filtcr cabinet. 
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5.4.5.2 Isolators. isolators may be used nt the point of egress or m a y  be vsrd to establish the 

HED/BLACK boundary, if so required (see figure 42). At the point of egress, optical or photon 
coupled isolators may be used. When used in a shielded facility, a drive module is coupled to a 
receive module via a FOC that penetrates the shield through a waveguide-beyond-cutoff. The 
isolators may be housed in RFI cabinets bonded to the shield to further guarantee the shield 
integrity. In order to limit the number of penetrations of the shield, channels may be multiplexed 
to drive the fiber optic isolator. then be demultiplexed after exiting the facility. Within the facility, 
a RED/BLACK boundary may be required for signal lines which must traverse borh areas but do 
not pass through COMSEC devices. For lines which are used for control, have a low-frequency rate 
of change, anddo not have critical rise times, relays may be used. Where higher speeds are needed 
along wi th  fast rise times, electronic relays or photon coupled isolators may he used. The ideal 
placement of this isolation capability is within the same area as the COMSEC equipment. The 
installation design must assure that the isolation mechanism cannot be bypassed. 

5.4.6 Special considerations. 

5.4.6.1 Patch and test facilities (PTFs). All facilities will incorporate some method to trouble- 
shoot defective equipment on a circuit. This may be as simple as a single jack field in a common 
equipment rack of a small facility to multinle r patch racks with automated test and monitor 
capability in a large facility. 

RED 

OPTICAL ISOLATION 

I 
MECHANICAL ISOLATION 

FIGURE 42. isolator techniques. 
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5.4.6.1.1 General. Tlie prirne purpose of a PTF i s  the restoration and rerouting of circuits. The 
cgr&xg! :-ic is continui!y cf apcrg!inns, The p2!ch!Rg inc!lldc pmvislefi fQr eYerv / wire v v u w  

on 2 circuit to be switched mother circuit. There must be no means of patching directly from 
the KEU side to the BLACK side. or among different HE11 compartmented patches. In  order to 
accomplish this restriction, four schemes may be used: physical separation, dissimilar patching, 
dissimilar wiring, and dedicated switching. - 

5.4.6.1.1.1 Physical separation. In larger facilities, identical patching equipment may be used 
for RED compartmented and noncompart men ted digital signals and BLACK digital signals, 
provided each group is separated from the other by a distance greater than the longest available 
patch cord. Traditionally, manuiact urers have not made cords greater than 6 feet (1.8 m) in length 
(see figure 31). The design should not inciude interbay trunking between compartmented and 
noncompartmented bays. 

A A 1 1 9 I t It -o.. nnt Lm ,n~~;hl -  to prQv;de a A - " . , ~ t -  =P,,,,+;,, in rl.'r.V. A A .L U A O D . . l . l A Q A  ) . m B b A L b L Y .  L  S A 1 U J  A J V L  U b  t'Vaa.ULu uuuy U U L b  -rUa - b s V b b  

f2ci!i!u. In !his s i ! ? l r ! i ~ n ,  dissiFIli!2r p2!c!les s!!ou!d be nsed !Q I- nreven! - I--------- natrhinu 13 - -  into nthrr ------ 
communities (see figure 32). 

5.4.6.1.1.3 Dissimilar wiring. - If - physical separation cannot be achieved, and dissimilar patches 
cannot be used, then each community should be wired to the patches in a unique manner. When 
designing the dissimilar wiring scheme, the goal is to cause the equipment to become inoperative 
should a mispatch occur. For instance, if a clock line and COMSEC control line were reversed, 
51irh a 5  ~ync- in i l i r i r ,  a rniv:,rt,:Ii wo1.11rl put the clock on  the control !ine, causing t he  COMSEC to 

m n .  r P m m  

continuaiiy attempt to resynchronize. Without the ciock, the LUM~CL could not operate (see 
figure 33). if multiple communities exist in a facility, dissimilar wiring may become too cumber- 
some to be 

'..A 1.1.4 Dedicaied sw..i!chiEm sinole r * l , s - t r a n r l  f s r . i l ; t i p r r  E J l r j t l l A  n r j t  I I E P  n n t r - h r c  a! a!!, hE! .., T . ". l b. "'b" """"""' """""U """"' "" " \  r-----' 
should u ~ c  A - R  switchcs and x-switchcs to swap  equjpmrnt fscc figurcs 34 and 35). 

5.4.6.1.2 Troubleshooting. TrouLleshooting capabilit! in a PTF may be as simple as plugging 
test equipment . - into a line or monitor jack, or as sophisticated as remote switching of test 
equipment into a line. l'est equipment may include oscilloscopes, distortion analyzers, data 
scopes, bit error ratio testers, and pattern generators. If a switching matrix is used, separate 
matrices are required for RED and BLACK. Equipment used to trap and display data must not be 
capable of reintroducing that data into a circuit. If the equipment is to be used for both RED and -- --- BLACK testing, positive controls are required to prevent crossing ncu and BLACK signals. i t  may 
be necessary to certify this equipment using criteria for cryptographic equipment. 

5.4.6.2 Local area network6 (LAN6).  LANs are often described as privately owned optimized 
n - t u n v L c  L B L L  r v  u. na. nffrr;ng V L ~ L ~  . . A  re!;able h;gh-speed communlcatjons c!!annc]s connec t lng  information n v n r e c c -  r* vubuu 

ing systems in limited grographic areas, such  as offices, buildings, building complexes, posts, 
b.lsr5, carrlyi, and  statlorrs.  w ~ t h  5 ~ 1 ~ - h  S ~ F V I C C S  a5 word  proCeSs1rIg. data procrsslng. r l r c t r n n ~ c  mall. 

and database m a r ~ n g e r r ~ r n t .  LAUS are be(.orning ust.d ir~(arensingly becauar of the  highly f l e x ~ t l e  
nat u r r  of r o n f ~ e u r a t  L IOII .  and serr  Ires  w111ch car] Lr ! ~ r o \  ~ r i r t l .  1.5s ma! IIY ~ r r ~ p l e r r ~ e r ~  ted u s i ~ l g  

private automatic branch cxchangcs ( P A B X ) .  broadband vuaxlal cable systems, and baseband 



coaxial cable systems. FOC may be used in place of coaxial cable. Before a LAN is designed and 
installed, the responsible agency must ensure the host software is capable of supporting the levels 
of security required. Commercially available software typically does not support multiple security 
levels. Thus, all users must operate at the same security level. It may be possible with emerging 
technology to create a hierarchy of hosts and LANs connected by gateways which allow higher 
level users to access lower level hosts, but prohibit lower level users from accessing higher level 
hosts. DoD and service directives and regulations should be consulted to define the parameters 

fGr trGsted 

5.4.6.2.1 PABX LAN. IANs may be implemented via PABX where the nature of use is short -term 
connection. low-speed operation, and Low-volume data transfer. The PABX may serve a particular 
area, building or complex, or it may he the base central office. Data rates up to 9.6 kbps may he 
supported. With the advent of digital branch exchanges, speeds up to 56 kbps may be achieved. 
When a PABX is used to implement a LAN, a secure network can be designed by including 
approved encryption devices and techniques in the system. A PABX-based LAN consists of on-call 
point-to-point links. This allows a terminal to establish a link to only one other point at a time. 
When a link is thus established, it can be secured for the duration of the connection. Terminals 
and hosts can then be designed using the techniques of this handbook with clear RED/BLACK 
boundaries. When such features as electronic mail are part of the system, it is assumed the 
receiver is responsible for accessing his mail box to retrieve nlassages or obtain other information. 
Thus, the design would exclude autodial capahilit y hy the host and autoanswer capabiiity b y  the 
user. 

5.4.6.2.2 Broadband LAN. Broadband LANs use frequency-division multiplexing on a coaxial 
cable to establish a communications network. The technology is similar to that developed for cable 
television. Typically, the bandwidth of a broadband system is 300 to 400 MHz. Such LANa are 
intended to support low-speed data. video and voice on a single physical medium. Bands of 
frequencies are established for each type of ser\fire. For instance, a band might be established 
between 10 to 25 MHz. This hand could be furthcr divided into 4000-Hz suL~channels. Broadband. 
then.  should be viewed as any other transmission medium i f  each subchanncl is used by only one 
user. Transmission between the host and user would be encrypted and modulated, t hus  t h e  

medium is transparent to both. If multiple users share a subchannel, then the entire system must 
be RED if processing classified information. 

5.4.6.2.3 Baseband LAN. Baseband LANs use baseband signaling on a single physical transmis- 
sion medium. Data rates of 10 Mbps are achieved between nodes. U p  to 1000 nodes may exist on a 
LAN. Some nodes may exist as terminal servers, each supporting multiple terminals. Such LANs 
also use multiple levels of protocol or function layers. At the present time, baseband LANs present 
significant challenges and risks in secure applications. All users have perpet~ial connection to all 
other users. The most significant problem, then, is how to establ~sh privacy between anv two 
users. Although drvelopr~ten~ is underway, such a technique does not exist. Tllerefor~, In order for 
a I~asehancl 1,.4&' to Le srrurc, i t  must be installed In a PDS. 411 uqers on t h e  ha3chand LAY must 
operate at the  s n n ~ e  sccurit? ]ere1 l 'h!sicnl  securlt? rnrasurc. mus t  be quit? t r r lnyrr l t  s1rlr.r tlrl 

RCI)/'HI.ACI; 1,nrrirr r x ~ s t s  to protcct thp network.. Hasrbnnd 1.4Yr s h o ~ l l r l  hr krpt 3 5  crnall nc 

poss~ble, and should not use gateways to other 1.4hs. 



5.4.7 Fiber optics. The use of FOC has been touted as the ultimate bonded medium for 
transmission of classified information because of its inherent property of neither radiating - nor 
absorbing energy (RFI, EMI). While FOC is electricaily immune, it does require physical 
protection. If FOC is used as a plain text medium bet ween controlled access areas (CAAs) and 
crossing uncontrolled access arcas (UAAs). the FOC must be installed in a PDS (see 5.7.3). 

5.5 Filter and i~olator requirements and installation. 

5.5.1 Fiitera. Fiiters are  used to pass signals or currents at certain frequencies to the  load, while 
shunting unwanted frcqucncies either to ground or back to the source (see figure 43). Filters may 
be pass,ve or active. nee-:-.- r:ia--- --- ---. - - - - . - - I . .  ..-- J r-- DFT / r n m  ..--.-A i r -..- r ~ S S I V C  1 1 1 i e r s  a ~ - c  I I I U S ~  ~ U I I I I I I U I I I ~  ubcu 1 u 1  1 1 1 . 1 1  L ~ I V I I  LVIILI  V I .  I' VUI  ...--- ,r -,,, :,., CI~, , ,  ,,.. L, ..,,A. I ,.,.,,,, L L  ~.,..,,-i~~~~ ,,. la-,, F;,.,,...,, M I  
L ~ ~ ) c I >  u1 f)anr vr: I I I L C I  s l r r a j  uc uacu. r u w p a a 3 ,  r i 1 6 r ~ t ) a a a .  UaLLuyaaa, VI  U O I I U ~ L V ~ )  \ J ~ G  L L 6 U 1  L T T J .  

Passive filters use an inductive impedance and 2 capacitive impedance to achieve the  nltrnncr r-a rv=- n n ~  -"- 
impedance is in  series with the load, while the other impedance is in parallel with the load. The 

impedance shunts the undesired frequency. Filters are constructed in three network 
configurations: L or half-section, T, and Pi (see figure 45). The L net work is the simplest, wi th  the 
impedances connected as single components. The T network splits the series impedance in half, 
wiih half before and half af ter the shunt impedance. The Pi network splits the shunt impedance in 
Iialf, w i t h  half hrforc and half after the  series impedance. The networks may be stacked to satisfy 
particular applications. Voice frequency (VF)and power filters can be purchased off the shelf, 
while fiiters for other appiications are custom-made. 

SOURCE FILTER LOAD 

FIGURE 13. Typical filter operat~on.  
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LOW PASS 

FIGURE 44. Tilter action. 

L NETWORK 

T NETWORK 



5.5.1.1 Lowpass filters. lawpass filters pass signals or currents below a specified cutoff fre- 
quency and attenuate frequencies above the cutoff. In lowpass filters, the series impedance is 
inductive, while the shunt impedance is capacitive. Lowpass filters are most commonly used as 
power-linc filters and L'F filters. 

5.5.1.1.1 Power-line filters. Power-line filters are used to remove transient signals and RFI 
inducted on the lines from other sourccs, and to attenuate frequencies i r ~  the power system 
originating in the on-off cyclingof motors. Power-line filters, if required, should be installed in the 
individual equipment rather than filtering the source or the  power at the first service disconnect. 
'This bulk filtering at the first service disconnect has distinct disadvantages in facilities, because 
thc fil tcr chosen by the designer must be selected based upon the maximum load on that service. 
Since the calculated load may be quite high, and the instaiied load may vary across the  r a n g  of the  
ampacity of the filter, i t  is difficult to construct a filter that adequately attenuates the undesired 
frequencies. Further,  the larger the ampacity of thp  filter, the  more difficult is its physical 
con!ruction. Filtering %:thin the equipmefit in reducLd phys;ca! size and 6 vx f ir  11.- &11c, 

filter components to a relatively constant load. If RED equipment is used that is not TEMPEST 
approved, filtering mav be needed. The preferrrd method is to install filters at the equipment, 
rather than bulk filter all such equipnrent (see figure 46). In  no case should bulk filtering and 
individual filtering be used on thc same equipment, since douhle filteririg results in a composite 
filter of different cl~aracteristics which results in  increased power consumption and reduced 
frequency cutoff (see figure 24). The waveform photographs (see figure 47) depict the  effects of 
double filtering in a multiphase power system. The line side photos are the critical bus output of a 
rotating UPS. The  load side photos are of one load center out of fourteen. The wave deformation at 
90 degrees and 270 degrees is a synchronizing signal added by  the UPS control circuitry. All 
equipment on this particular load center are TEMPEST approved devices using power-line filters 
within each equipment (see figure 48). 

5.5.1.1.2 Voice frequency (VF) filters. L'F filters, having a range of 300 to  400@ Hz. are used in 
facillt ies to filter audio signals for t e l e p h o n ~  lines and  modems. ' l 'hes~ filters are used to prevent 
I? FT frnm llpsrt!ing equiplllrll! to c o l l t a i l l  RF! Fencrated i n  3 [2ci!itv so that l t  is not 1 I I  1 . I  "..A 

outsidr t11c facility. \'F filtcrirlg 1 5  normally accomplishrd at tlir ~ ~ o i n t  of egress from the LEA. The 
use  of 1uwPass filters is sat~sfactory for volce band lines. but may not be satisfactory for  
quasi-analog modem lines. Modems using amplitude rnodulation or phase-shift keying should use 
bandyass filters with a center frequency equal to the carrier frequency of the  modem. The 
rationale is that in the event a potentially compromising signal should be coupled into a line at VF, 
the lowpass filter would not attenuate that signal. 

5.5.1.2 Highpass filters. Highpass filters are characterized by a high impedance below a cutoff 
frequency, passing all signals above that frequency. These filters may be used to remove signals 
induced by power lines from signal lines. While this filter is not normally used for TEMPEST 
purposes, the facility designer may find i t  ncccssary to use i t  for E:Ml purposes. 

5.5.1.3 Bandpass fi l ters.  Randpass filter3 arc charactprized L I  a l o w  irn))edarlcr at a sl,ec:ilied 
i ) ; l r~d  of frrq\ir*r~l*ir+ wi111 :I h i ~ l ~  i n ~ l w . l a r ~ ~ * t ~  a t  t-requt>nr-ier t~c low a n d  above that band .  S ~ l c h  Tilt er?  
a i l .  1yr;ic31]; u-cd iii ccuirjifiofit ~ t ~ ; ~ l  i h , .  f'rt~~l;ii~;iia;..di;isic,n i i j i i ] r i l - i ] c x i i l g ,  sucti 3 s  voice [rc:qiicrjci- 

. k  . 1 t 
trlrgraph terminals. to breakout i r~dividual  channels. 
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5.5.1.4 Ban&:op fillers. Bandstop filters operate opposite to bandpass fi!!ers in that a hiwh -*eU 

impedance is present over the specified band of frequencies, while a !ow impedance is offered 
above and helow that band. Bandstop filters may be used to block selected frequencies lor EMI. 

5.5.1.5 Filter parametera. Regardless of the type of passive filter used, the facility designer must 
consider certain characteristics in selecting filters. The ideal situation would be to design and 
procure filters for each application. However, time and cost normally dictate the use of general 
purpose, readily available filters. Parameters to consider are: insertion loss, voltage drop, over- 
current rating, and maximum temperature rise at rated current. For power lines and VF signal 
lines, the following values are typical: 

Insertion loss Not less than 100 dB, 14 kHz to 1 GHz 

1 1  1 h: . voltage drop not  greater than 1% at full load 

Over current 140% for 15 minutes 

Temperature rise Not greater than 25'C above ambient at 100 A (proportionally lower for 
less current) 

Leak age Not greater than 0.5 mA bet ween the case and ungrounded conductors 

For highpass, bandpass, and bandstop filters the designer should select filters with an insertion 
loss of !V! dE for snrtented freqrrencirs. A l l  other parameters apply as stated. 

5.5.1.6 Filter installation. Filteringat the point of egress is accomplished in the EM vault (if the 
facility is so equipped). or on the  facility entrance plate. The filters are circunlferentially bonded 
to the plate. Within the facility, filter cases for signal liries are bonded directly to the equipotential 
ground plane. Power-line filters are bonded to the equipment chassis and the FPSS. 

5.5.1.7 Neutral filtering. The need to filter a neutral conductor in a facility may be deper~dcn~ 
upon the adequacy or its ground system and the physical plan! of that facility. 4 decision to filter 
the neutral conductor should be delayed until the facility is installed in order to evaluate the 
ground system. Measurements of neutral voltage to ground should be made at different points 
between the source and the load. If a difference of potential of less than 1 volt is consistently 
. . A  r l , ,  ,,.. *,,I  C:l*,,:,, -,., ",a La ;...,4;nntaJ 14- a r r r r + r r . r + ; 9 1  ev;a+c prrA ,.pnn,-,+ hP 
IUUIlU, L I l G I l  I l G U L L Q I  1 1 1 L C l  l l l t j  A l l a y  U U L  UG I r I u a b n L c u .  a r  a 61 u a b b l  y u r b r r L m a m  u n a p r a  a s a u  u - l a r m w c  u r ,  

corrected, then neutral filtering may be indicated. Strict compliance with the criteria in MIL-STD- 
188-124 and the guidance in MIL-HDBK-419 should eliminate the neutral filter requirements. 
This handbook assumes such compliance and assumes dedicated source power as described in 
paragraph 5.2.1.3.1 (i.e., that the power service transformer and first service disconnect are 
totally within the CS and that appropriate physical security has been applied to the CS). Small 
facilities that are installed in existing structures (e.g., wire rooms in emhassies, consulates, etc.) 
cannot be crpccted to meet the above assurr~ptions. I n  these cases. neutral filtering is indicated. 
%'hen neutrals of p o l v p t ~ a s ~  systems are flltcred, the neutral filter must  he capahlr of pas>lng 11lr 

third harmonic of the combined frequencies of the  pllaac5 (r .g. .  4 3 ~  Hz for  3-pli  50 Hz. 5-1-0 Hz for 
3-ph 60 H z ) .  



5.5.1.8 Active filters. Active filters use operational amplifiers with externally applied resistances 
Q n i 4  n . r . , ~ t . ; ~ c ~ r ~ t n u c  fit-. o,L:n.tn c l t a r ; r ~ m  w;tLnn.t the p\lys;ca! bulk and ferromamnetic of LC P 1 1 U  b a ~ Q L J L Q L l b G 3  L V  Q b l l I L  V L  L a L L L A  #LA 6 " a L L 1 " U L  6 
passive filters. Active filters exhibit high input impedance, low output impedance, and high gain 
over the useful bandwidth. The designer may elect to use active filters when space prohibits the 
use of bulky passive filters. 

5.5.2 Isolators. Isolators differ from filters in that isolators appear as open circuits beyond the 
cutoff frequency. Isolators may be as simple as a relay or as  complex as fiber optic systems. 

5.5.2.1 Relay isolation. Low-speed signaling may use simple relays to provide isolation. The 
signal from the terminal device provides the  voltage that alternately opens and closes the relay. 
The output cotitacts rnay alternate betweet! open and ground, may provide a path for a voltage to 
ground, o r  may switch between two polarities. While high isolation can be achieved, the mcchani- 
cal nature of relays limits speed. The possible arcing of contacts may produce undesired signals or 
- ,  4 4 , 1 - -  - -  b - L. f - - :  ' b e .  A--:- c--  - - - A - - 1  - : - - - I  
I l l r y  u l a l v l  r  r l l c  r J r L r ; r r u r ; u  J J g r l a l  ~ t e ~ y ~  ' i m y  p 1  u v c  c l l c - L u v c  111 L I I ~  10u111  j u e s 1 p 1 1 1 u r  C u l l l r u l  S I ~ I I ~ I  

lines originating in the RED areas that must be distributed to the BLACK areas. Speciallv 
constructed electronic relays are commercially available that operate at speeds compatible with 
2400 bps transmission. and with 100 megohm isolation between input and output. 

5.5.2.2 Optical isolation. Opt~cal  isolators use a light source and a light detector to transmit a 
signal across a space. T h e  driver circuits typically are  designed to ignore voltage levels above or 
helow a voltage of interest. This ability to ignore unwanted voltages provides the  blocking of 
c ; r v m - l c  L I ~ ~ A A U I L I  novvn1d b U ~ A U U  t o  L V  tba L A U  .'emivad u 4 I u e;mm3!.  4 A b . A  f-JP!iCS! is312!0r5 m l y  be construc!ed !he source the 
detector aligned and separated by a fixed space, or may use an FOC to connect the two devices. The 
FOC scheme is often found at the point of egress of the LEA. Isolators are commercially available 
to handle data rates to the megabit range. Isolators that use FOC are preferred for shielded 
4 :  . . L : L - -  L L L . - -  L : L - -  J - - \YIL 
1 a t . 1 1 1  L I C ~  w 1 1 1 1  I I I T  I ~ I L  ~ ~ S I I I E  1111  O U ~ I I  L I I C  ~ I I I ~ I ~ I  I r I r o l I g I l  waveg~~~cics -r )ryo~~u-rurorr .  w nere a 
shield does not exist. isolators using fixed space separation of the  source and detector may be used. 

5.6 Grounding. bonding, and shielding (GBS). It is essential that appropriate GBS practices 
be followed to provide adequate TEMPEST protection. 

5.6.1 Grounding. Grounding is the measure taken to provide the  electrical connection to  earth 
through an EESS. T h e  facility ground system consists of the EESS, the signal reference subsys- 
tem, the FPSS, and the lightning protection subsystem designed using MIL-STD-188-124 and 
MIL-HDBK-419. Figure 16 depicts a facility grounded for TEMPEST and EMP. 

5.6.1.1 Earth electrode subsystem (EESS). The EESS consists of a bare No. 1/0 AWG 7-strand 
copper wire h~iried a minimum of 1.5 feet (0.45 m) below the earth surface and not less than 2 feet 
(0.6 m) nor more than 6 feet (1.8 in) from the building drip line. Copper-clad steel ground rods 
~~ivasur ing  0.75 i11ch (19 nlm) bv 10 fcrt (3 nl) are to be irlstalled not more than 20 feet (6 m) apart. 
Thc rods arc hondcd to thc roppcr wlrc hv  wclding or brazing. Thc EESS is a closed loop which 
s ~ r r o u n d s  the facilitv. The design o l l e c t ~ v e  for t h p  ground resistance of the ELSS should not 
exceed 1 0  ohrnz .  For a d d ~ t ~ o n a l  deslgn c o n s ~ d t ~ r a t ~ o n s .  see hl1I.-Sri'1)-188-12-1 and X I !  L-H! )H_k:-3!C). 
l,oc.al electricai csodck In okersca. art.35 should al?c) he c.ons~tl+lrt.d. 



5.6.1.2 Signal reference subeystem. The principle function of the signal reference subsyst~m in 
a facility is to provide a common ground rcference throughout the facility which is the same for all 
equipment. Secondary functions are to provide a path to earth for induced staticand noise,and to 
serve as a ground plane for high-frequency signals between equipment. These functions are best 
provided by an equipotential ground plane which is installed under, over, or beside all of the 
equipment in the technical area. A horizontal plane is much more effective than a vertical plane in 
capacitively coupling high-frequency signals to earth. The plane should be bonded (welded or 
brazed) to the main steel structure of the building and to thc EESS at multiple points. 

5.6.1.2.1 Construction of the equipotential plane. Several methods are commonly used to 
construct an equipotential plane, including solid copper sheeting and grids of copper wire. A sheet 
of copper can be placed under floor tile or carpet. A grid of wire can be installed overhead in an 
existing installation, or embedded in floors, walls, or ceilings in new construction. Commercially 
available copper grids with silver-soldered, brazed, or welded joints may be used so long as thc 
aperture is not more than 4 inches (100 mm) and the wire size is at least NO. 6 AWG. An overhead 
grid may be fabricated on site using No. 1/0 AWG stranded copper wire for wall mernhers and No. 
2.4WG standed wire for cross members. The cross members should he installed in a 4 by 4 inch 
(100 mm by 100 mm) aperture cross-hatch pattern. Thc cross members are bonded lo each 
crossover point and at the ends to the wall members. 

5.6.1.2.2 Connections to the equipotential plane. All equipment signal grounds are bonded to 
the plane using the shortest practicable runs of No. 6 AWG stranded wire. All connections to the 
 lane should be welded or brazed; where this is not feasible, adequate cabie ciaalps uray be used. 
The plane is bonded to all adjacent structural steel and is connected to the EESS at multiple points 
around the perimeter of the facility using No. 1/0 AWG stranded wires. All equipment racks, 
cabinets, and cases will be grounded to the plane using short No. 6 AWG stranded copper wires 
bonded to the plane and bolted to gounding studs which are welded to each rack or cabinet. 
Equipment cases are pounded through the rack/cabinet ground, or are equipped with  individual 
grounding coriductnrs to the plane. If  a case ground is not providrd. a ground terminal should he 
installed as near the power entrance point as ~ossible. G b l e  shields are circumfereritially hondrd 
at both ends to case grounds or ground buscs which are connected to t h ~  plane. Cable ladders and 
ducts are grounded at each junction. When cable ladders are installed, a No. 6 AWG copper wire is 
installed on the underside of the ladder, and all rack/cabinet grounds are bonded to the wire using 
pressure-type connectors. Thc ladder should be bonded to the  quipotential ground plane at the 
point where the bonding conductor is the shortest. Cable ducts carrying dc power or signal/con- 
trol lines will be grounded by the same method. Cable ducts carrying ac power will be grounded to 
the ac protective ground bus in the power panel. Practical techniques for equipotential planes in 
new and existing facilities are available in FIPS PUB 94. Other grounding and bonding require- 
ments are contained in Article 250, NEC. 

5.6.1.3 Fault protection subsystem (FPSS). .All equipment wi l l  he quipped with a conductor 
serving as the FPSS. (See NECand MIL-?TI)-1 HR-124.) The FPSS trrminates on the powrr grcttinci 
terminal of the equiprner~t and  the ground bus in the power panel. If thr ecltiipmrnt does not hay? a 
gn,urid terminal, one should Le addcd to  t h e  ~ q u i p n ~ e n t  rase as near thc power entrance polnt of 
thc equipment as possible. Extrerrre caution must bc exercised to ensure the  ~lllase. neutral, and  
FPSS conductors are  not reversed. The neutral and FPSS conductors are hondcd together at thf 



firsi service disconnect or service transforrncr. and further borlded io the EESS. This is the on17 
intentional grounding of the neutral conductor that is permitted by MIL-STDs or local codes. In  
shielded facilities, the FPSS conductor does not penetrate the shield. At the shield, the conductor 
will be bonded to the shield on the inside and outside. No aperture is made for the conductor. 

NOTE: This handbook, in consonance with MIL-STD-188-124, emphasizes that the FPSS and 
power neutral conductors will be tied together only at the first service disconnect. Some equip- 
ment has been designed with the equipment chassis as a neutral return. Since the FPSS is also 
bonded to the chassis, currents in the FPSS are possible. 

5.6.1.4 Lightning pro tec t ion  subsystem.  Whcrc lightning protection is required, it shall be 
designed using MIL-STD- 188-124, MIL-HDBK-419, and the Natiorlal Fire Protection Code No. 78. 

5.6.1.5 B u i l d i n g  s t r u c t u r a l  members. All steel structural members of the facility will be bonded 
together and grounded to the EESS. 

5.6.2 Bonding .  Bonding is the electrical connection between two nirtallic surfaces established to 
provide a low impedance path between those surfaces. This may bc bctwccn two or more items of 
equipment  , equipment and the aquipotential plane, or the equipotential plane and the EESS. The 
preferred method of bonding is welding or brazing. 'l'his provides a strong bond which should not 
be affected by intense heat created by lightning or EMP/HEMP. Bonding may be accomplished 
through the use of pressure connectors (see figure 49). Pressure connectors should be inspected 
freqiieiit!y to eiijiiic adcqiiacy of bozding. Ground co~ductorr,  zs j '  be soldered if there is lit!!- risk 
from surges which may cause the  solder to  melt. Soldering should only be used if other methods 
are  not feasible. Soldering is never used in the FPSS or lightning subsystem. All structural steel 
membcrs of the building should be bonded together. This is done by welding ail seams and joints. 
The members may be bonded by iristalling a juniper wi re  constructed of No. 1/0 AWG wire and 
crimp-type connectors. Ttlc connectors should br welded to the members. However, the connec- 
tors can be bolted or rii~eted if welding is not feasible. If pressure curirrecturs or rivets are used,  i t  is 
important  that connections are tight. providing a strong mechanical bond. Further, such mechnn- 
ical bonds should be accessible for periodic inspection. The steel members are connected to the 
EESS by using No. 1/0  AWG stranded copper wire. The cases of all power-line filters are bonded to 
the  facility entrance plate. This is accomplished by circumferentially welding the case of all filters 
that penetrate the facility entrance plate. and connecting s No. 1/0 AWG stranded copper wire 
between the filter case and facility entrance plate if wall-mounted filters (generally power) are 
used. In  addition to NEC bonding requirements for building metallic networks, where the 
rquipotcntial plane is installed, all other metallic networks penetrating the plane (air-conditioning 
ducts, power conduits, structural beams, etc.) or adjacent to the plane should be bonded to the 
plane. f here dissimilar metals are to be bonded, corisuit MIL-HDRK-419 for additional protective 
measures. 

5.h.3 Shielding. Shielding consists of those actions taken to reduce the coupling of clcctr~cal or 
rrrsgrlet~c fields inlo or out of clrculta tllroueli rllr use of Ehf Larrlers. The methods of sh~eldlng 
rrlai v i i r ~  deper id~~ig u p u r ~  the. t \ p r  u l  eqt~lprl~cnt usrd .  ~ l h \  s ~ c a l  ( .onstru(.t~or~ ol  the i ac l l~ t ) .  and 
an!. requ1rcmPr1t for IIESII' hardt.11111g. CaLIc wh~c-lr lias  onfe ferrous c~rcumferential shield 
should be used for RED signal and control l ~ n e s  and  I S  also recorrlrner~drd for BI.ACK l i r~rr .  The 



shield of all cables used within an REA, BE.4, LEA, or C A A  should be grounded at both ends. Cables 
for equipment or systems designed to operate in the high-level mode will be installed using 
ferrous-type conduit with compression or threaded fittings or ferrous-type cable duct. All RED 
signal and control lines, RED power, BLACK signal and control lines, BLACK power, and all lines 
which are not a part of the communication system (door bells, administrative telephones, firc 
alarms, etc.) should be encased in separate conduits or ducts. Physical separation of all elements 
should be in accordance with table 11. All conduits or ducts that are in close proxiniity should be 
parallel. When crossovers are necessary, all conduits or ducts should cross at right angles and with 
appropriate physical separation. All junction or  terminal boxes which are part of a PDS used for 
TEMPEST control should be equipped with an RFI-gasketed cover and must have all apertures 
closed by conduit or ferrous-type aperture covers. Al l  ducts should be grounded as indicated in 
paragraph 5.6.1.2. Conduits, if properly installed with appropriate coupling devices, will provide 
an adequate shield. All conduits and ducts should be marked every 3 to 5 feet (0.9 to 1.5 m) to 
distinguish between RED and BLACK runs. Normally, the less prevalent runs should be marked. 
Wire lines that are not a physical element of the information mission system will be identified as 
BLACK. This includes utilities such as smoke detectors, thermostats, etc. TEMPEST approved 
equipment which uses low-level balanced voltage digital signaling, shielded cable, and has adequate 
built-in power and signal/control line filters, may not require use of conduit or duct. .4s a 
minimum, however, nonferrous shielded cable should be used. Use of conduit or duct  is dependpnt 
upon TEMPEST tests and local environment. 

1 PIECE CLAMP FOR 
CABLE TO FLAT BAR 

CLAMP FOR TWO 
PARALLEL CABLES 

TO FLAT BAR 

STEEL TONGUE CONNECTOR 
FOR WELDING TO 

STRUCTURAL MEMBf US 

CLAMP FOR CABLE 
TO FLAT BAR 

FOR M E D I U M  AND 
LARGE PIPES STRAP CONNECTOR 

k'IGIJRE 49. Pressure bonding techniques. 



5.6.3.1 Facility shielding. Certain facilities, under certain conditions (see NACSI 5004). may 
require a shield to contain free space radiation or suppress the EM environment at that 
location. To determine the amount of shielding, an EMC survey and analysis should be performed. 
This analysis should consider power density predictions or measurements. and equipment suscep- 
tihility/radiation evaluations. Once the need for shielding has been established, the  shield should 
be constructed usingguidancc in MIL-HDBK-419 and specifications of NACSEM 5204. Most such 
shields will be six-sided. 

5.6.3.2 Two-sided shields. In some facilities, a two-sided shielding concept may be used. This 
would occur when TEMPEST approved equiprncnt is used exclusiucly. In reality, the shield is . . while  the facility ctilsirijciion is only two-sided. The facility entrance plate and the 

equipotential ground plane comprise the two sides. Equipment cases, racks, cabinets, conduits, 
and ducts comprise the remainder of the shield. If such a configuration is used, the designer and 
installer must pay close attention to good engineering and installatior1 practices. These include: 

a. Positive electrical integrity of all cases, cabinets, racks, conduits. and wire ways through 
vigorous grounding and bonding. 

b. Shield integrity and preservation by treatment or elimination of apertures. 

c. Ensurirlg ail covers, and doors are installed and in place. 

5.6.3.3 Utilities. All metal service pipes (e.g., water, steam, gas, sewer, fuel, air) (see figure 50) 
be bonded !he EESS prior to entrance into the facilitv. This can be acc~mnlichcd bv r----- , 

attachinga No. l/U AWi; stranded copper wire to the pipe with an adequate clamp (see 5.6.2), and 
then connecting the wire to the EESS. Where a facility entrance plate is used, these pipes should 
he routed through the plate and circumierentially bonded to it. 

5.7' Security. Any facility which processes, transmits, stores. handles, or otherwise manipulates 
classified information must he afforded security commensurate with the level of classification of 
such material. The principles of t h p  srr~lrit\.  for area5 containir~g classified material are 
contained in D o n ,  service, and agency directives and  regulations. Tllc guidance contained herein 

. . . . 
esiahlishes a cornfiioii f a c i l i i y  for fai:iiiiies e ~ c i r o i i i c a ~ ~ : \  processiiig i~ fo i . i i i a~ io f i  

to the RED/BLACK concept to provide the  security to protect against signals intelligence 
(SICINT) and images intelligence (IMINT) exploitation. Some of this guidance further decreases 
exploitation by human intelligence (HIJMINrI'). 

5.7.1 Physical security. A facility is divided into spaces and areas where varying degrees of 
security are established and wliereir~ specific operations are permitted to exist (see figures 14 and 
15). The concept may be visualized as a pyramid, where each level of the pyramid takes classified 
inforrx~ation iurther away from access by uncleared or unauthorized agents. Each level then is a 
barrier to thc next. These levels from bottom to top represent the unrontroiird access area (UAA), 
the controlled space (CS), the limited exclusion area (LEA), the BLACK equipment area (BE.\), 
and the HED equipment area ( f {  [ ' :A).  

5.': 1 1 LjncontrnIled access arcs (Li-4-A), T!!c ul?!I I!!&! area externa! or !n!r.rna! tn a !rrc!!!tv 
t o  K J I ~ C I I  I I U  u o r ~ t r o l s  101- a c ( ~ s s  3rtbapp11r~l. l 'vpi( .al l \ ,  i t  r r i c r i  la tile grnrrol area outside n f a r i l i t ~  
prrimrter to which the local populat~on has accrbs5. w h e t h e r  that IJV parL111e lots. wheat f~elds.  or 
c.orrldors. I t  is representative of the ground on which the pyramid sits. 



5.7.1.2 Controlled space (CS). The CS is the three-dimensional space surrounding facilities that 
process classified information within which unauthorized or uncleared personnel are (a) denied 
unrestricted access, (b) escorted by authorized p~rsonne!. or (c) under continos! physical or 
electronic surveillance. (CS was previously known as the physical control zone.) Typically, i t  is 
established by a physical perimeter barrier, such as a fence or wall, around a facility. It should be 
established so that the entire space is under constant surveillance. For facilities occupying a small 
area within an existing building or a ship, the CS may end at the walls of the room or space, unless 
the local authority can establish control on the rooms and spaces surrounding the area. It is 
represented as the entire pyramid. 

5.7.1.3 Limited exclusion area (LEA). The LEA is that room or area to which security controls 
have been applied to provide protection to RED information processing systems, equipment , and 
wire lines equivalent to that required for the information contained therein. In  such areas, access 
by unauthorized or uncleared personnel is stringently denied. Within an LEA is a BEA and an 
REA. The LEA is represented by all the space within the pyramid. 

5.7.1.4 BLACK equipment area (BEA). The BEA is that portion of a facility which contains 
equipment that interfaces the information mission equipment to an  external transmission media 
after appropriate encryption safeguards have been applied. This area normally contains patch and 
test equipment and communications equipment. It is represented as the lower portion of the 
pyramid. 

8fEEL BINOLE POINT ENTRY PLATE 114' THICK 

NOTE ALL EDGES OF PLATE ARE AT 
LEAST 1 FOOT FROM NEAREST CABLE. 
CONDUIT OR PIPE PENETF)ATK)N 

TWO SIZE I10 A W Q  CABLES 

FlGURE 50. Facility entrance plate. 



5.7.1.5 RED area (REA), REA is that spncr *itbin the  LEA dcsignaied for  the  
installat ion of communications and information processing equipment that is in tended to process 
plain text classified information. I t  is represented as the upper portion of the pyramid. 

r v  
%I. 1 -1.6 O~her  wear and cuntiiderationb. IIA additior~ l o  the above spaces and areas. I wo 

subclasses exist which may dictate the size of a space, or may idcn tify a need to apply protection to a 
space as a precaution. These are equipment radiation TEMPEST zones (ERTZs) and controlled 
BLACK equipment areas (CBEAs) . 

5.7.1.6.1 Equipment radiation TEMPEST zone (ERTZ). The EHTZ is that area or zox~t. 
established as a result of dctcrmincd or known equipment radiation TEMPEST charactcrist~cs. 
The zone includes all space within which a successful hostile intercept of compromising emana- 
tions is considered possible. An ERTZ normally would be associated with equipment in an REA. 

5.7.1.6.2 Controlled BLACK equipme~lt area (CBEA). A CBEA is a BEA, not within an LEA, 
. :, -CC--AeA n - b m - . .  n n m t - n l  n t  n enn,,,;t,t 1<...01 n n m , - n n c a ~ r n t n  ur;tk n r r n r o t i n n n l  r n n m n ; r n m n n t c  
W 1 l l C ; I l  13 d l l U I  UUU L l l l l  V L U I I  11 U I  a1 C I  3 L L U I  IL' I 1  V L 1  l r V l l l l l l C I I L J U l  U L L  W 11 1 1  W t J b I  U L ~ V I I U I  1  b Y U 1 1  \ I 1 I I L l l L J .  

Examples of CBEAs are technical control facilities and radio relay sites supporting LEAS. Such 
facilities are typically afforded such protection to prevent HUhl lNT cxploitat~on. equipment 
destruction. or network sabotage. 

5.7.1.7 Design. When a new facility is designed, dose coordination between the system engineer 
and physical plant engineer in conjuriction with the operational planners, is needed to assure all 
-,.-,. 1 Lquil  --.A L" p.1, L - . ~ : ~ . .  ale! ~ c i i i i i t y  mia;i;:c; C G ~ I  SC i ~c l i i d id  in :he dc~ign .  A:, iEciciisc in ice! C S ~ G ~ C  may 

negate the need and expense of shielding or encapsulation of equipment to contain emanations and 
prevmt exploitation. Appendix H discusses the  prinriplcs of physical srcurity in facility design. It 
is intended to g i ~ e  the designer an o\~err i rx .  of physicni security and is not meani to override DoD, 
service,  or agency directives, regulatioris, or policies. 

- - .,. , .2 Emisqions security. E:rnisslvnc s ec~u r i t \ ,  a s  dlirtis.td hr>rc.,  art. thosc merasurths t aken  In the 
d r s ! p  and  ln ta ! !a t l~n  of a faclllt\  'llhese measures. 

a .  Contain cornpromising ernanations to the extent possihlc. 

L. Reduce tllose errianations. 

I:. Prevent exploitatiur~ of those emanations. 

d. Prevent the introduction of clandestine devices and fortuitous probes into a facility. 

,. -. * - 
Emissions security also encompasses ot ci\lr.. 

5.7.2. i Emanations coniainmeni. IXv'rlertl 111d1caied t ?+ACSI 5001, the desigrier should utilize 
a q u ~ p ~ r l ~ r ~ t  wIli(311 ljah Jjeer1 TEXIPES'T apf) roi r ( l .  Suc11 r q ~ r l l ~ r r ~ r r l t  ha3 L~ertl d r s ~ ~ r ~ r ( l  arid cer t l i l rd  

c11hr.r tot all\ coni,url~ng ~ t <  rninndt iorls. o r  hci\  trig c,nrsrldt rons  of 5ut-11 I O N  ~11agrlitl1clri as to bc 
r l  n o n r ~ p l o l t ~ i l ~ l r  U I I ~  prolwr at lvr l t lon to n o ~ ~ r l  mrlnrer1ng practirrs .  HEl)/BLAI:k 
' r t  ! !  o i I 111gh I t  4 ( o ~ I i i r j f > ! j r r  ;! \ r r \  Ink ! P \ P !  n f  r!,k. 1 ""^" e .' I " 

car) 1 I .  1 llere r1ori'TT:411'E5'1' e q u l p r ~ ~ e ~ r  t m u s t  t w  u ~ d ,  r he e n g ~ n e e r  should  research 



instrumentation sweeps of facilities using sirnilar equipmcnt. Such sweeps should providr infor. 
mation to establish the ERTZ of t hat equipment. U'here the ERTZ is unknown or of uncontrollable 
size, countermeasures to reddcc or contain those rmanatinnc are indicated. Such methods Inav 
include encapsulation of the equipment, use of racks and cabinets. placing of equipment in screen 
rooms, or  shielding of the facility. NACSl5004 and NACSI 5005 should be consulted to determine 
the anticipated threat. That threat defines the level of required protection. 

5.7.2.1.1 Encapsulation. Encapsulation of equipment to contain emanations involves surround- 
ing the equipmcnt with a stand alone RFI enclosure. Such encapsulation must include provision 
for the entrance of signal and power cables and provide adequate ventilation. Total encapsulation 
may not he practical if operators must have ready access to controls and indicators. 

5.7.2.1.2 Cabinets. Equipment which is rack mountable should be mounted in cabinets. This 
method is effective if the front panels of equipment, when properly mounted. provide an adequate 
degree of RFI attenuation. Equipment should make bare-metal contact with the cabinet. Ail 
unused front rack space should be closed bv hlank panels. Closed-door operation of the cabinet 
provides further protection. Adequate warning is required that a TEMt'EST hazard m n )  exist when 
the door is open or panels are removed. 

5.7.2.1.3 Screen rooms. Where a quantity of equipment requires rcady operator access tu 
controls and indicators, such equipment may be placed in a screen room within the REA. Screen 
rooms are commercially available to provide attenuation and containment of emanations and 
provide proper treatment of signal and power cables requlred to operate tile equip~rlelri. 

5.7.2.1.4Shielded facilities. An entire facility may be shielded to contain emanations. While this - - 
method reduces or eliminates numerous prnblems in designinga facility, i t  may be quite expensive 
and may not be necessary. As pointed out in paragraph 5.7.1.7, the size of the CS may be such that 
by using other methods, shielding may [lot be required. Thc decision to shield must Llr made  after - . . 

careful study of theequip i~ent  being uscd. the adequacy of ottrrr r~ le thods .  the physical piant, and 
the potrntial threat, coupled wi th  cognizant agerlcy regulations and policies. Shielding i s  t:asirr t r )  

accomplish and has better protective capability when done concurrerltl! ~ i l h  nrw construction. 
Shielding in r~ew construction typically attains 100-dB or better attenuation, while retrofitting 
typically achieves about 60-dB attenuation. Additional measures may then be required. Facilities 
designed and harderled to HEMP threats are shielded to prevent damage to ccpiprnent. That 
shielding also provides TEMPEST protecliorr to the facility. 

5.7.2.2 Other exploitation prevention. The use of TEMPEST equipment and protective nrea- 
sures for nonTEMPEST equipment may be offset by emanations from ir~terconnecting cables. 
Signals mav be induced on cables passing through an ERTZ. These cables may egress the facility. 
To rerlurr this hazard, proper attention to cahle protection is required. The use of sf~ield~rl  cables 
and metallic wire way5 pruvidcs such protection by providinpar~ E5l I~arrit-r brtwrcn thc cable and 
the raclia~ed cilr:alc. 

- - 
3 . .  .2.2.1 Sl~ieltlc-d caI)lr. A11 s p a 1  c*al~lei in a farilitv - 1 r c 1 1 1 l r l  hnvr  a1 Ien=t one o\.t'ra\J ~ h i ~ l d .  ' l ' l ~ c s  

rlsr of individually shielded pairs withir~ a cahlr  should bc considered i t  signal i , l ~~ r : t c - t r . r~ s t~c~~  4 . 1 1 '  

clock and data lines and support iv~ tests indicate 3 high likclil~uucl CIS r'ro:stalk. Frotn a ~~rotrc.tiori 



viewpoirlt .  iridividuallv shielded pairs m a y  not offer suff icient  increase of protection for the cost 

involved. As a matter of engineering practice, cables should be sized to accommodate n single 
channel or a single interface group between equipment. 

5.7.2.2.2 Metallic wire ways. Metallic wire ways and conduits provide shielding for cables 
contairled therein. Separate wire ways and conduiis arc used for RED and BLACK cables. Where 
such wire ways must run parallel, separation should be as indicated in table 1. Where RED and 
BLACK wire ways must cross, crossings should be perpendicular. Wire ways sllould be unpainted 
to provide electrical continuity. and all sections and covers firmly bonded, grounded, and in place. 
i n  the REA, cables between equipment may be double shielded if the  volume makes wire ways 
i ~ n ~ r a c t i c a l .  

5.7.2.3 Fortuitous probes and other exploitation. Where emanations have been reduced to 
acceptable levels, other exploitation schemes must be used by hostile elements, such as taps or 
probes. Since probes may take on any form through any conducting media ingressing or egressing a 
facility, controls m u s t  hc placed on all pipes, wire ways, conduits, and conductors. 

5.7.2.3.1 Cunductur*. All signal and power lines irlgressillg and egreasirlg a facility sl,ould do so 
through a single cable and power entrance vault, with acccss restricted. Further,  an accounting of 
all conductors is necessary. Most facilities are installed with extra conductors to accommodate 
upgrades. All such conductors should be grounded at every DF. In  no case should unused 
conductors be crossconnected to conductors going to subsequent DFs. Spare pairs which are in 
I ~ l a , * r  h r t w ~ r n  a REA and a CREA tn r r rn~ l i r  r-ir,allitz shnlllrl h~ grnl~ndrrl when not in 11s~. This 
g r v u n d i r ~ ~  provision can be prorided in the patch panels. 

C 7 C) '2 O D:-ac A r \ r r c l r m : t e  nmA - r ; - a  waue T n  rqneh;aIrlaA F-fi;I;+;mC I i n  n n n J ~ ~ ; t c  ant4 ";re 
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ways should be equipped with a nonconductire section at the point of egress of the LEA. The 
srction ir~terr~al to the  I,LA should he h o n d ~ d  to the  facility ELSS. rJ'hesection rxternal to the I.E.4 
strould also be bonded to the EESS. I n  shielded facilities. all pipes. conduits, and wire ways are 
c i r c ~ m f e r e n t i a l l ~  borbdcd to the facility eritrarlce plate. (NOTE: Ductitlg - and - -  pipir~g - for heating, 
\ent~lat ing.  and air-cond~tiorling equipment rcccivc tllc samr trcatmcnt.) 

5.7.2.3.3 Surveillance. All wire ways and conduits should be installed so as to be in constant view 
except as follows: 

a. When passing through walls. floors, or ceilings in the CAA. 

b. When permanently installed within the walls, under the floors, or above the ceilings provided 
that: 

(1) The condition of the installation is monitored. 

(2) .4ccessibilit! is only from within t h e  CA.4 or LE.4. 

!:<I Hr*quirt:rrrr~its for 3 F'D5 art. 111ct. 



5.7.3 Protected distribution systems (PDS). Situations exist which require RED cable distri- 
bution to exit one LEA, traverse one or more lower levels of securit y ,  and ingress another LEA. I n  
such cases, additional security measures are required to protect the information being distributed. 
Guidance is contained in NACSl4009. Such protection must make penetration into the distrihu- 
tion media so difficult that it discourages the pcnetrator, or makes discovery and apprehension a 
certainty. The amount of protection depends upon the level of classification of the information, 
the level of security in the area(s) crossed, and the responsiveness of the security force. l'he PDS 
should be exposed to surveillance. All joints and covers should be welded. Pull boxes and accesses 
must be kept to a minimum. Where access to pull boxes must be retained, covers should be 
equipped with approved locks and intrusion detection devices. Cables contained within thc PDS 
should have wire supervision which alerts security personnel should a successful penetration 
occur. Surveillance may also require lighting the entire run and monitoring it with closed circuit -- - - -- - 
TV. To design a PUS, one must consider the geographic location, political environment, zone of 
control, size and complexity of the PDS, available surveillance, accessibilitv, and degree of 
vulnerability. The designer must work closely with the local security and intelligence agencies to 
define the threat to which the PDS must be designed. For instance, some locations may require less 
protection, while other locations may require stringent protection. or may not allow the use of a 
PDS due to a highly hostile local environment. Where intrusion detection systems (IDS) are used 
for the  facility, such systems should be extended for additional monitoring of the PDS. 

5.8 Telephone systems. Telephone systems are an integral part of the communications comniun- 
ity. This type of service may range from a single telephone line to a fully expanded electronic 
privaie auiuiuaiic branch cxchozge (EPABX). -4n EPARX may consist of secure or nonsecure 
voice, facsimile or data, with additional capability of voice conferencing, redline service, off-hook 
(hot line) service, dial intercom, or public address system access. Due to the probable extension of 
these systems beyond the CS, stringent TEMPEST control measures are mandated. 

5.8.1 Administrative nonsecure telephone systems. (lurrent technology and tariff,/industr! 
deregulation ha re  produced a myriad of equipment and systems which m3) bt. in t r rconnrc ted  by 
the public switrlled network. Service to a facility may be Government owned and operated. or rrra! 

hr provided by the common carrier or a third-party vendor. The variety and c.unlplrxit! of 
commercial telephone systems make the task of providing specific instaliatlon guidance difficult. 
Every installation must be examined in light of the particular environment involved. There are, 
however, basic steps which should be followed t o  provide security zigainsi a technical penetration 
of any telephone system. The more complex a system is, the more difficult it is to prevent a 
penetration. The best way of eliminating the problem would be to exclude telephones from areas in 
which classified information is discussed and/or processed. This approach is unrealistic in the 
maiority J of situations encountered. Although i t  is o s ~ a l ) ~  possible, and recommended, to exclude 
telephones from secure conference rooms, a working area is a different matter. Communications 
must be povided. Restricting the number of telephones to an absolute minimum is essential. 

5.8.2 R i h k b .  Tclrphones In areas where c l n s s ~ f i ~ d  informatiorr 1 5  dlzcrlssed or processed constltotr 
exploitable \ u l n c r a l ~ ~ l i t  \ .  Three drst~r~c't risks arc. ~ n v o l c e d :  H ~rc tnpp~ng.  c ~ o ~ n p r o r ~ ~ ~ ~ ~ 1 ~ ~  ~111:irla- 

tiolls. and nlircol)ilorrl( coupl~ng. 



5.8.2.1 Wiretappin=. I !  telephone conversations are potentially subject to interception. The 
path followed by telephone lines often presents several terminations where conventional wiretap- 
ping is possible. Also, the increased use of microwave links readily provides a means for hostile 
agents to intercept telephone conversations without detection. A conventional wiretap approach is 
virtually undetectable without physically examining the entire wire path, an impossibility in 
today's environment. Due to the  high probability of intercept, classified discussions are prohibited 
over telephone systems which are not protected by authorized encryption techniques. This 
restriction applies also to the discussion oC classified information over telecommunications 
systems where such systems are integrated into the facility's telephone equipment, even if all 
stations are within the  secure perimeter. 

5.8.2.2 compromising emanations. l'elephone lines may carry machine emanations from 
nearby equipment that processes classified information to uncontrolled areas. Appropriate coun- 
termeasures t~ address this threat la!! within the purview of the TEMPEST prnpram -D- ----- 

5.8.2.3 Microphonic coupling. - Telephones may bc used as part of a clandestine eavesdropping 
system even while on-hook (hung-up). Telephones in the on-hook condition are found to fre- 
quently pass room conversations occurring in the vicinity of the instrument to unprotected areas. 
This may he the result of accidental or intended modification, or because of a design characteristic 
of the telephone inst run~rnt  or its associated eq~iipment.  

5.8.3 Installation criteria. The installation of telephones within sensitive discussion areas . . - L , - . - l A  L., :- ,,,--rln-,r, ...:*L C A l l n . r r ; - m  r r r a + e r m n  toncs 4';,.n.ra C l \  Fnr .rn)-rln/w;rp m f i r r + r n l  ;cnlnt;fi" 
5 1 1 U U I U  Ve: 111 ~ L L U I  U~ I ILC  w r r l r  LIIG l u l r u w r l 1 6  LI L L G I  la \DGG 116ul c, o r )  a u a  b a u r L /  W I I  t, \ . ~ J I S L J  urn, A ~ L J L U K I U ~ A ,  

handsets, and signal. 

A- ELECTRONIC 
DISCONNECT 

FIGURE 51. Administrative telephone installation. 
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control of all wire and cable. 

5.8.3.1.1 Cable/wire entrance. All telephone wires should enter the facility at one point. Each 
conductor should be accounted for accurately at the point of entry. The accountability will 
identify, through labeling or log/journal entries, the existing use of every conductor. This 
accountability also applies to excess conductors that should be terminated at the point of entry and 
connected to appropriate connector blocks. In  facilities that process classified information, lines 
may require filtering or optical isolation. 

5.8.3.1.2 Multiline service. When multiline telephone service is used within sensitive discus- 
sion areas. the associated key service unit (KSU) should be installed within the area or in an 
adjacent area that has equal security protection. This simple step will enhance security by reducing 
the number of conductors that enter a facility. For example. in a facility having four incoming 
lines, only the conductors connecting the KSU to the local telephone office will penetrate the 
controller area. If 6-button telephone sets are used, 12-pair cable is required from the KSU to the 
set. The reduction of penetration points is obvious. 

5.8.3.1.3 Distribution. Within an LEA, telephone lines should be routed from the entrarict. 
connector biochs in conduit and shouid be shieided cabie. Teiep'none signai iines are not distrib- 
uted in ducts with other signal cables. Where possible, telephone cable should be installed in 
conduit from the faciiiiy wire ciosei, or ihe  KSU, io  a poini as ciose io the telephone sei as is 
operationaii y possible. 

5.8.3.2 Isolation. Telephone instruments should be isolated from all incoming lines when not in 
..n- 

. . 
YaG, i.e., in the oil-hook condition. The recommended me:!;ods of achieving isolation are manual or 
automatic disconnect. 

5.8.3.2.1 Manual disconnect. The simplest and most economical means of isolating a telephone 
instrument from outside lines is to flt each instrument with a I D ~ U E  c J  arid iack arraneement so the 
telephone can he disconnected manually at all times when not in use. This met hod is also the  most 
effective one, but only if the user remembers to pull the  plug. Such plug and jack installations 
should be arranged so they are convenient to use and incorporate an audible alarm to warn users to 
remove the - plug - -  upon completion of calls. T h e  internal ringer of the telephone is permanently 
disconnected. An external buzzer or other audible device is used in place of the ringer. Figure 52 is 
a diagram of the recommended method. When multiline service is required, the plug and jack can 
be incorporated by using a single-line instrument and a separate key strip with a plug and jack 
installed between the instrument and key strip (see figure 53). 

5.8.3.2.2 Automatic disconnect. The Western Electric Company model 270 automatic telephone 
Jisconnert device (ATDD) is designed to provide automatic disconnection of single- or t wo-lrnr 
t ~ i e p h o n r  instruments artd is available only to Government agencies. l t h o ~ l g h  ~t IS morr  cxpen- 

. - A -  

sive t h an  a a n d  jack arrarrgcrnent. the model 270 1s user transparent. I t  requlrrt n o  a r t ~ o n  il! 

the user to ~ni t ia te  or terminate a telephone call. The model 270 discorl~~cct s t%-~ t rh  1 5  a150 

compatibie w i t h  he) trirphone systems when  tnstaiicd L r l ~ r c n  a kc! strip and  a :it:gic-ill~r 

instrument rn the same manner describcl for ~ h r  manual plug and ~ n c k  arrangement I r l  ltsragraph 
5.8.3.2.1. This will require the installation of a model 2'70 sw~tch  for each ~ ~ i r p h o r l r  ir~sirumeni.  
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FIGURE 52. Manual disconnect method. 



5.8.3.3 Handsets. In cases where a hold feature is either through the use ol  a mt:!ti!in~ 

telephone set or a separate line selector key strip, no special handset is necessary. When a hold 
feature is not available, a security handset such as the WECO G-IOA, G-IOB, G-IOF, or equivalent, 
is essential for audio protection in those situations where the instrument is left off-hook and 
unattended for short periods of time while the user obtains information, filcs, etc. 

5.8.3.4 Signal. Since most standard telephone ringers have microphonic characteristics, the 
signaling of incoming calls within sensitive discussion areas should be accomplished in accordarlce 
with one of the following options: 

a. In facilities where the KSC is installed within the secure perimeter, no special signaling 
apparatus is required if the KSU includes a local ring generator and is wired for common 
audible signaling. Any ringer or buzzer may be used. This type of installation requires a 
backup power source if telephone service is required during commercial power outages. 

b. In facilities where KSUs are not used or are not installed in the secure area, the ringer or 
buzzer should be modified with an approved isolator kit. 

5.8.4 Single-line rerviee. The trend within DoD is to provide single-line service. With this type 
of service, each user or subscriber is provided a dedicated line and instrument. Service may i r~c lude  
special functions such as call forwarding, call transfer, and conferencing. When such systems are 
utilized within a CAA, it is recommended that any special function capability be limited to that 
oren, since extension of E F T V ~ ~ - C  may he detrimental to the TEMPEST integrity of the facility. All 
considerations are to be made in light of operational impact. 

5.8.5 Electronic private automatic branch exchange (EPABX). The EPABX is emerging as 
the telephone system of the future. An EPABX may he designed to scrve as few as 50 subscribers or 
may function as a dial c:erltral office serving a specific community oC itherest with trunking 
capability tn other exchanges or local offices. The Tclel~honr Securit?. Parrcl, in n report to the . t community. Computerized Telepi~onr Systems“. 30 J u n e  1983 (see appvt~dix D ) .  i ssurd instrrrr- 
tions and  stal~dards lor implementing computerized hrar~cli exchanger in areas whrrc classified 
discussions take place. Those standards, coupled with good RED/BLACK engineering practices, 
assure a low-risk installation. It is imperative that systems/derices used in an area requiring 
RED/RI.ACK consideration are provided adequate filteringand isolation from other equipment or 
systems. 

5.8.6 Key distribution systems. A key distribution system permits a greater number of users to 
share limited line caparit y .  An example of t  his is an office with 20 employers and 4 telephone lines. 
Each employee may have access to all lines, plus intercom capability. I t  is recommended that all 
instruments coupled to a key distribution systcm be limited to areas within the  C 4 4 .  lnstallation 
(.riteria arc as follows: 

i,. Tllr KSI' shotlld liir h i g h - c ~ c u r ~ ~ \  . Lrt . t r lq \hnn~ unit r K ' 1 l 7 t  line c a r d .  

c. A11 instrurrrerltl; starved h \  t h e  KSI- milst he wi th in  thc LEA. 

d .  The equipment must be irlstalled arid rrlaintained by cleared l..S. personnt.1 



5.8.7 lntercornmunication syrtrmn. Intercommunication svstems installed within LEAs pre- 
* a - 4  - . .A :n  n--..-:t.v LsvorAc c;rn;lar thnrn ml=tnrl  tn t o l n n h n n ~  SylStems, Unless necessgrv fnr 3 C l l l  OUUlV  3 G L U l  l L  J I I O b U I  U J  J 1 1 1 1 1 1 U A  L A a W G L  L b I U L b U  t U  L L I b  YabVLAu I " '  

efficient operation, intercommunication systerns slrould not be installed in LEAS. The design of 
many intercommunication systems allows audio in the vicinity of any station to be Intercepted at 
any point along the connecting cable run. The speakers in p b l i c  address systems may also 
function as microphonic transmitters. I f  determined to be essential, all components of the  system. 
including connection cables, should remain within the established secure perimeter. Under no 
circumstances should intercommurricatiun systerns that use ac power lines or rf energy as the 
transmission medium be used. Intercommunication systems must be tested to ensure the compo- 
nents do not generate rf emissions which may be intercepted and exploited. 

5.8.8 Specialized telephone equipment. The installation of specialized telephone equipment, 
such as  telephone answering devices and speaker phones, is discouraged within LEAs. Such 
systems add to system complexity and increase the potential for undetected exploitation. In cases 
where operational need overrides the security ramifications; specialized telephone equipment 
should be installed using the  provisions of paragraph 5.8.3. 

5.8.9 Approved equipment. Wi t l i  the rapidly changing t erhnology in the telephone industry. 
!he designer should consult D!AM 50-3, t hc local cognizant TEMPEST authority+ or the cognizant 
security authority for current approved telephone equipment and  procedures. 



6. NOTES 

6.1 lntended use. The purpose of this handbook is to provide basic guidance to engineers and 
installers of military departments and agencies in the design and installation of systems and 
facilities which accept, store, retrieve, manipulate, graph, archive, integrate, arid communjcatc 
classified information. When selective] y applied, its principles support RED/BLACK and TEM- 
PEST programs of the military departments to reduce the risk of clandestine exploitation of 
classified defense information. Its principles may also be applied to lesser degrees to systems 
processing unclassified information which may be sensitive due  to provisions of public law. 

6.2 Subject term (key word listing). 

Electronic security 

Grounding, bonding, and shielding 

Physical security 

Power 

HED/BLACK concept 

TEMPEST 

6.3 Changea from previous iesue. This revision correlates to the previous issue in concept onlv. 
The content has been subjected to extensive change and reorganization to reflect emerging 
technology. Of particular note, however, is the change in philosophy for grounding systems. The 
previo~ls issue used n single-point g r o u r ~ d i r ~ ~  scheme that was adequate for the technology that 
rx lstrd.  That scheme is no longer appropriate. For those situatio~ls where  the user must interface 
to an existing single-point ground system. consult the guldance in ?llL-HDBK-419. G r u u n d ~ n g .  
Bonding. and  Shielding for Electron~c Equipmer~ts and Facilities. 
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APPEXDIX A.  TKANSPORTAHI .E; F.4CILITIES 

10. Geiiers!. This appe~d ix  p ro~ ldes  minimum guidance on the installation of trausportahlr 
information processing facilities. Although many concepts are similar to those of fixed installa- 
tions, there are some unique requirements for transportable systems. The guidance provided will 
apply to all transportable systems requiring RED/BLACK consideration and protection, and 
should be cornplied with except when additional treatment is recommended as a result uf  TEM- 
PEST testing. Such additional treatment will be determined by the cognimiii TE?i!PEST author!!) 
on a case-by.case basis. See figure A-l  lor a typical transportable informit!ion processing system. 

-- -------- D--A~--  rnp t .~ncnnrt .hlp systems may ha ?rovided bv generators. base power. ZU. rower B~BUCCCO.  A u w .. ubburv. .--.- 
or cammerc:g! soErces. Unlike base or commercial power. generators dedicated to one operational 
system provide adequate isolation from other systems. However, generators may be used to 
provide power for more than one she l ter  and for various types of equipment and  systems. In this 
case, the use of isolation devices may be needed. The recommended method of accomplishing this 
is to use appropriate filters. 

20.1 Three-phase generaiorr. These eommonlv used generators supply 120/208 \'ac 3-phase 
4-wire power. A ground terminal is provided on the chassis or frame of thy generator. To ground 
the neiitia! cond..ctor 2nd prnvide t he  fault protection subsystem (FPSS). this terminal should be 
cnnnected to t ! ~  earth electrode subsystem (EESS) and the ground terminal of the she1 ter using a 
No. 2 AWG stranded copper wire.  The conductor connected to the shelter shouid be spirally 
wrapped around the  power cable in the same direction and with the same. spiral spacing as the phase 

- 1 1  and neutrai conduciors. w l l e r l  yulyp!irse e q i i i p m i ~ :  is used, i r  is i-por!ant lo Fnsurc that parh 

conductor is properly terminated at the generator and powei paiie! (see fig-re A-2).  
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8- PHASE 

FIGURE A-2. Power source configurations. 

0 . 2  Sillpie-phase generators. This typc of gcncrator provides 115/230 F'ac singie-phase power 
and will  normally provide the FPSS conductor in the cable. 1 1 1  additiorl, the ground terminals ol 
the shelter and the generator shotild he connected to the shelter's EESS. 

20.3 Base ur eomrncrcia! yuwer. Wlkr!! base c!r ron!mrrcia! nnrer r"' is used. additional treatment 
of t he  ~ u l ~ s y s t e r n  becomes necessary, such as instiillatiorr of power-l ine isolation devices. (See 50.1 
for filtering and isolation.) The FPSS conductor might be provided by the power source, but it may 
riot be below 25 ohms resistance. The ground terminal of the  shelter should be connected to  the 
shelter EESS to provide an earth resistance of 10 ohms or less. This ensures that a difference in 
potential does not exist between the  FPSS and the equipment rack, cabinet. and case ground. 
f'ower lines should be kept as  short as possible to reduce vulnerability to lightning or electrornag- 
netic pulse (EMP)/high-altit ude electromagnetic pulse (HEMP). 

p.-. -..--- --.. 
30. RED equipment installation. I.CMYLb I approved KLU equiprnent lor transportable 
romrnunicatior~s systmis the lowest  level of risk. However, TEMPEST approved equip- 
mcni  m a y  noi h e  avallahlc or may not meet the operational needs. %'hen rioiiTEMPEST approi.eb 
equipment is used. special treatment, s u c h  as i t is~al lat inn of power- a r ~ d  signal-line filters or 
r r .  i r e  'rhr nerd for a d d ~ t ~ o n a l  prott>cetlvtb nlrasurrs shou ld  IJC dctrrnrined by the 
rSopn~zal l  t TEl11'k:ST 3ut h o r ~ t  Y .  



30.1 Equipment separation. When a shelter i ~ ~ c l u d e s  RED and  BLACK equipment. physical 
separation must be provided, but placement of equipment depends on the design of the shelter. 
Ideally, RED equipment should he separated from BLACK equipment and other electronic devices 
by at least 3 feet (0.9 m). If situations exist which will not permit a 3-foot (0.9-m) separation, then 
maximum possible separation should be provided. &'her) installed in  tents or buildings, RED 
equipment should he a minimum of 3 feet (0.9 rn) from outer walls and windows or doors. Personal 
electronic devices (radios, tape players, computers. etc.) should not he permitted in areas where 
RED equipment is installed and operated. 

30.2 Terminal devices. Terminal devices may be installed in various design configurations arld 
may be operated in shelters. vehicles, buildings, or tents. Since it is not practical to install conduit 
in the field, or in temporary locations, other protective measures should be taken. Terminal 
devices should be installed so that access is controlled. It may become necessary to screen 
equipment in order to prevent i t  from being viewed by personnel who are not properly clcnred. 
Encryption devices should he installed at the terminal location to prov~de secure communicatiorl. 
Cable with an overall nonferrous shield should be used for signal and control lines. The shicld 
should bc grounded at both ends. Cables should be kept within the controlled space (CS) and 
should be checked f r equcn t l~  for tampering. Encrypted signal lines may exter~d beyond the 
bo~~nda r i s s  of the CS. These cables should be clcorly visible while traversing the uncontrolled 
space. 

30.3 Voice terminals. Ideally, only secure voice terrninais would he used for classified telephone 
.,,cc:, ~ l a r l l s .  However ,  nofisecurc voice iermifials ilia) be i ~ s : s ! !~d  as 2 !ocz! nP!wer) :  fi?r dicr!rssion of 

classified information if the network is approved by the cognizant security manager. When 
nonsecure voice terminals are used in the configuration. all wire lines must be kept within the CS. 
Network design should prevent direct off-net calling from nonsecure terminals. Calling outside the 
network should be pvssihle only through manual interver~tiorl on the switch. liser education about 
t h e  capalilities and l imitat ions of nonscc-urt. terminals is critical w h e n  using this i y p  of network. 

4.0. Signal dibtrihlltion. Cablrs with an overall nunferrous shicld should be used for all signal and  
control ltnes for transportable s y s l r m s .  ' f h r  shields should be groundrd at both rrids to provide 
adequate shielding inside and outside the shelter. When unshielded cable must be used outside the 
shelter, i t  should be used for BLACK signal lines only and should be separated from HED lines by a 
minimum of 6 feet (1.8 m) if operating conditions permit. If a 6-foot (1.8-m) separation is not 
possible, maximum possible distance should be provided. 

40.1 RED and BLACK patch panel isolation. Ai t hough space may be limited, RED and BLACK 
patch panels should be installed with adequate isolation between them. They should be installed 
with enough separatior~ so that it is not possible to patch from one to the other with a standard 
length p a ~ c h  cord. RED and BLACK panels st~oulrl b e  ~nstcillcd in separate equiprrrent cabinet5 and 
separatrd by 31 leas! 3 feet (0.9 rn) . 

50.2 Imlation of REI)/HL.4C:K signal and control lines. REL) and R1.4(:h ~rpnal  a n d  'ontrol 
I ~ n e i  s h o u l d  bp s~i';ir.itrd h? at least 3 feet (0.9 n l ) .  I f  r t ~ t ~  I <  not feds11,lc. separate thc.111 :I- f d r  n- 

possiblc f(l.:D a n d  BIACK s p a 1  and c o ~ l ~ r n l  line? ~ h o i i l d  bra c o n t n ~ r ~ r d  i r l  sr.pnrntc ,-n!,lc* u!i~(sil 

huvc an  overall nox~f~r rous  sllirld and should he ~ n s t a l l r d  o~rr l~t~ar i  when conditions perrnlt. 'I'!r~k 
r a n  ht~dorlv L! ~ns t a l l~ng  them on poles. I I I  trrr,. 01 t.011struct1np "4" f r a m e  for  s u l ~ p o r t .  5omr 



systems have been des~gned to use multipair overall shielded cable containing both RED and 
BLACK lines. Avoid this practice whenever possible. If RED and BLACK lines are contained in the 
same cable illside the. sllelter, filters or isolators should be installed at the point of egress from the 
shelter. 

40.3 Digital and analog cables connected to patch panels. Digital and analog cables should 
enter the patch panel cabinet bv using methods that would prevent the cables from running 
a d j a c e ~ ~ t  lo or crossing each other. This is effective in reducing the possibility of crosstalk. 

40.4 Sensitive Cumpartmented information (SCI) and non-Snaitive Compartmented 
Information (non-SCI). Shelters which are certified for SCI and non-SCI traffic should have 
patch panels which are isolated by communities. Panels should be clearly identified to indicate the 
community. Panels that employ a different wiring configuration and have unique patch cords 
should br  used in order to eliminate inadvertent patching from one to the other. 

40.5 Filters and isolators. External filters or isolators may bc required on RED and BLACK 
signal lines which are contained in the same multipair cable. All signal and control lines should 
terminate inside the shelter. Signal lines which penetrate the shelter skin should do so through 
filters or isolators installed at the point of penetration. Filters installed in series with built-in filters 
rriay result i l l  charrgir~g the operating cllaractetistio of the filter and could modif) the bandpass 
frequency, reducing the desired signal reject ion. I f  equipment contains filters, optic isolators are 
recommended at the point of egress. 

40.6 External RED and BLACK signal and control lines. Some transportable systems are 
designed to have RED signal and control lines which are external to the shelter. Separate RED and 
BLACK cables with an overall nonferrous shield should be used for signal and control lines with 
separate connectors at the facilitv entrance plate. RED sigrltll lirtes exterrirrl to the skrelter should l e  
kept at least 6 feet (1.8 m) from BI,ACK signal lirres and all power cables. 

SO. Power- and ~ignal- l ine  igolation. I'ower- and signal-line isolatior~ tor transportable systems 
is dependent on  the type of equipment uscd and the shelter design. 

50.1 Power-line isolation. Most transportable shelters are not equipped with separate power 
distribution panels for RED and BLACK equipment. Devices that use the high-level mode of 
operation without adequate filter devices should have power-line filters installed as near to the 
power distribution panel as possible. Equipment that is TEMPEST approved, uses low-level 
signaling, and has adequate power-line filters sllould not have external filters installed. When 
cxternal filtcrs are uscd, RED and BLACK power lines should be separated by at least 3 feet (0.9 
m). Conduits, cable ducts, or cable race ways should be used when possible to provide further 
isolation. 

50.2 Signal-line isolation. K b ; l )  a n d  111.41 :k: s~gnnl l ine< stloi~ld not he i n r l ~ ~ d e d  I n  the  same 
rntlltit~air cable. HEL) and Bl.."r(,K Illre. >l~c,ul(l 1)e xpnratvd t)! at least 3 feet (0.9 rrll througt~out 
111c 3tlelter. E ~ ~ U I ~ I I I ~ I I ~  tlrat optlrdtt.3 111 tile lrrgIr-lt~iel r l ~ c r d t ~ a ~ l d  Jou3 n u t  1 1 d ~ t .  adequa~t .  s ~ g ~ l d l - l ~ l ~ t '  
tiltc.rs should \ l ave  external f~l ters  ~ r ~ ~ t a l l c d .  Lc~u~pmt- t~ t  t i l , ~ ~  1. TE311'ESI' approvvd, opcratcs 111 

t h~ I O H - I C Y F I   mod^, and has adequate filter< lnstnlled should not require external f~l ters  or isolation 
f i r -  v I C ~ S .  



60. Grounding, bonding, and shielding (GBS). Grounding of transportable facilities is 
dependent on the type of operatior1 and the terrain. Short-tcrm operation and rapid deployment or 
frequent relocations may require the use of n single earth electrode. Operation in one area for more 
than 1 or 2 hours, however, would permit the use oCa more extensive and effective ground svstem. 
All transportable shelters should have at least two ground terminals at diagorlrl corners of the 
shelter. Systems operated in the same geographic area should have an EESS and should be 
connected to the EESS of other shelters so long as the length of the interconnecting ground 
conductor is 12 feet (3.6 m) or less. Longer conductors should not be used as this would increase 
the vulnerability to lightning or EMPIHEMP. Various ground systems may be used for transport- 
able systems. 

60.1 Metal shelters. Shelters construc,ted of metal material should use the inner and outer skin as  
an equipotential p u n d  plane. This requires all seams to be continuously welded so that the 
resistance of the seam is not more than the resistance of the conductive panel. This will create a 
circumferential, low impedance, conductive path to ground. Multiple ground terminals should be 
welded to the outer skin so that multiple ground conductors may be connected between the shelter 

--An -,. 
and the 12~33. When instaiiing the ground terminais, aii paint or other prolective substances 
should be removed prior to i~~stallntion to provide a good nlechanical and electrical bond. R'elds 
should be circumferential to assure proper and e f f~c t ive  bonding. Internal grounds should coria~st 
of threaded terminals of 1 inch (25 mm) by 0.25 inch (6 mm) copper ground h l ~ s ,  welded or bratcd 
b.. ..LC- D-cn- & n  : - . . * n i l n b i n -  ek- -Lim "k,,,.1A $*-a fir qm., ~ r , ~ , , l a + ~ " ~  - * ~ ~ ~ ~ q l c  +Lo* - Q , T  
L u  LllC J f i l I I .  1 I JUl LU I I J ~ L L 1 l l a L I V I I (  L I l C  3 K I l 1  311UUIU L l L  1 1  C r L  U 1  Q L l J  1 1 I J U l O I 1 1 L b  1 1 A U L b L  1 0 1 s  L L L O L  LALQJ 

increase resistance in the ground network. Then, the ground terminal should be circumferentially 
welded. 'l'he Inner and outer skins shouid be Lor~clacl iu ihe shelter fiamc a: mu!:ip!e p i n ! .  ?e 
provide electrical continuity. A1I welds should be treated with a conductive, protective coating to 
prevent corrosion and deterioration. The skin of the shelter should be hondrd to the transporting 
framr (if the shelter is permanentlv affixed l o  the frame) by welding ground conductors (solid 
strap with a stress bend) to the skin and frame at multiple points to assure that a difierrnce In 
potential does not exist. 

60.2 Norlconductive stlcltcrs. Shelters constructed of nur~conrf~~rt ive material should have a 
copper mesh screen installed between the inner and outer skin to form an equipotential grour~d 
plane. The screen should be installed in the floor, ceiling, and all walls of the shelter and should 
cover all surfaces except apertures for air-conditioners and cable entrance plates. Air-conditioner 
mounts and cases shouid be hnnded to the screen. Cabie entrance piates shouid Le circumieren- 
tially welded to  the screen and connected to the EESS using a No. 2 AWG stranded copper wire. 
Since the screen in the door must be detached from the rest of the screen to permit the door to open 
and close, multiple flexible conductors should be bonded to the door and main screens. 

60.3 Earth electrode subsystem (EESS). An effective method of providirlg the earth ground is 
to use a circumfcrcntial EESS that consists of multiple copper-clad steel rods installed around the 
shelter. The rods should he 5 feet (1.5 m )  long and 0.75 inch (19 mm) in diameter. At least two 
grossd rndc sho!!!d he ins!~!!ed t-i! dingona! cnrncrs af the s!!r!trr: Additions! rods may br installed 
if thr  shelter size pprmits. I t  is irnportarr~. h o w r v r r .  that a minimum distnnvc of one rod length arid 
a maximun~ rlistanrr of t w o  rod lengths i~ maintain~d hetween rods (.re iigurr A - : O .  For r l le l~cr-  
which are too s~nall  to permit proper spacing w h r r ~   sing rods at each co r r~e r .  one  rod w i l l  

installed at the front corner and another rod st the diagonal rear corner. TItr pur!ro.e 01' using 
rnultiplr rods is to provide more than one conductive par11 through which ground currents ma!. 
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TRANSPORTABLE SHELTER 

FIGURE A-3. Preferred transportable grounding method. 

f l o w .  Therefore, a No. 2 AWG stranded copper wire must be installed between the outer skin or 
frame of the shelter and each ground rod. All rods should be bonded together using No. 2 AWG 
strarlded copper wirp and appropriate pressure connectors. The EESS resistance should be 10 
ohms or less. 

60.4 Alternative grounding. Another way to provide ground is to use a star Rrourld which 
of rodn. One rod be illstalled as the center the remaining six 

installed around i t  at 1.5 times the rod length from the center and from each adjacent rod in the 
star. All rods should be interconnected using No. 2 AWG stranded copper wire and pressure 
c-nfieclors. The be connected the EESS b w  ~ n n n e o t i n ~  mnalt;p!eground conduc- 

J V V - - - - V u - - ~ a  b = m m - m C a  

tors between the shelter and the outer rods. If only one ground terminal is provided on the shelter, 
the ground conductor should be connected to the center ground rod. When more than one shelter 
is used in the same area, all shcltcrs may be connected to the  star ground. If the distance makes this 
impractical, each shelter should have its own EESS (see figures A-4 and A-5). 

60.5 Grounding under adverse conditions. Adverse conditions may exist which would prevent 
USP of ~011vcn l io l~a1  grounding methods for transportable systems on granite, coral, rocky areas, 
dewrt arcas. or coastal regions. To compensate for this. a copper mesh screen, riot less than 10 feet 
q u a r e  ( 3  meters square).  is laid on the earth surface (see f ~ g u r e  '4-0). The screen should LC 
~ * o n s t r u c t ~ d  oi' Ko .  12 AWG stranded copper wire wit11 operturrs uf not more than 4 inches square 
( 1  00 millimeters square). All crossover points should Lt. Lrarrd to provide effective low-resistance 
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FIGURE A-4. Typical star ground. 
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FIGCRE A-6. Mesh screen and drive-pin positioning for grounding under adverse 
conditions. 

bonds over the surface of the screen. Installation in granite, coral, rock. or hard-packed desert 
areas is accomplished by  drilling holes 10 to 12 i r~rhca 1250 to 300 mm)  deep using a 0.675 inch 
( I7  m m )  star drill.  The  hoies should be spaced 2.5 feet (0.75 m) apart around the perlmeter of the 
screen. Fluted drive pins that arc 12 to 14inches (300 to 350 mm) lorig and 0.688 inch (17.5 mm) In 
d i a~ l l r t c r  should hr rlrivrn in to t h e  holes and bonded t o  t he  screen with pressure connectors (see 

. A 7 1  A C+,, :,,r,ll:,, rk,  rk,  ,- , . .-A , L , . . \ A  k ,  ,,..,--A ... ,a I-,,& 1 :-,L. / Q C  --.-\ 
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of sand and should be treated wirh a thin layer of magnesium sulphate (epsom salts) and water. It 
may not be possible to remove the drive pins once they have been installed. When installing the  
screen in sandy soil or i n  coastal regions. drive pins should not be used. l'hr screen should he 
buried approximately 6 lnches (150 rnm) below the earth's surface and covered with sand. It 
should be periodically treated with magnesium sulphate to ensurean effectiveground. All ground 
conductors should be bonded to the screen using appropriate pressure connectors. When drive 
pins are used and the operation is completed, the  pins should be driven into the ground after the 
screen is removed. 

60.6 Treatment of apertures for EMP/HEMP. All  apertures must be treated to ensure a 

rr~r~ l~ t l r t r  chirld. A l l  c loorc  should tw c o l ~ p l r d  to the s k ~ n  b! ~nstalling jumpers. At least three 
jumpers should be used. ?'hey s/rouId be welded to the d ~ o r  and wall s k ~ n .  A1r-cc)rrd~tioners should 
/lave metal mesh screens i~iatalled ~liaidr all p a r i r l ~   hi( h hsvtb filter aperturrs in them and in thc 
duct  Into the  shelter. Screens should be c u t ,  ~nstallcd, and circurnferentially welded as depicted in 



FIGURE A-7. Fluted drive pin for anchoring mesh screen. 

figures A-8 and A-9. Only metal mesh filters should be used and should not he rrnloved except for 
cleaning. The facility entrance plate should be metal and should be ~ i i c t imfe ic f i t i a l l~  weldrd to the 
skin of the shelter. All connectors which penetrate the entrance plate should be metal and should 
be circur~ifrrentially welded to the plate. .All  connectors should be equipped w i t h  mctal- threaded 
caps scrcwed onto the co~inectors when not in use. 

60.7 Grounding for EMP/HEMID. Power fault grounding i s  critical for lightning and 
EMP/HEMP protection. Only the circumferential EESS described in paragraph 60.3 should be 
used. Multiple ground conductors should be installed between the shelter and the EESS to provide 
more than one path for ground currents. 

h0.8 Use of air terminals. In areas that have many electrical storms, it may be necessary to install 
air terminals (lightning rods). Air terminals should be constructed of solid copper, bronze, or  
aluminum rods to prevent them from exploding, igniting, or otherwise being destroyed. Solid 
copper or bronze rods should be at least 0.5 inch (12.5 nlm) in diameter and solid alunl in~~rn rods 
0.675 inch (17 mm) in diameter. Air terminals should be installed by welding threaded mounting 
plates at each corner of t h ~  roof of the shelter. The rods should br threadcd to make the ~nslallation 
and removal  ~ a 5 i e r .  4 i r  terminals should ex~t.rld at least 10 inches (250 rnni) above  t he  h ~ g h r ' i t  
~ ~ o i n t  of the shelter. T ~ I P ~  should he i n t ~ r r o n n c c t ~ d  installing a \o. 2 AKC s t r a n d r d  copptAr 
wire around the  perinlrtrr of the roof of the shelter and  connecting i t  to  rac,t, t e r ~ l r ~ n a l  x i t i i  3 

pressure connector. A No. 2 AWG stranded copper wi re  should he ro l lnrc t rd  between each  air 
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FIGURE A-8. EMP/HEMP protection screen for air-conditioner apertures. 

PROPER METHOD OF CUTTING SCREEN 

IMPROPER METHOD OF CUTTING SCREEN 

FIGURE .A-9. Method of cut t ing mesh screen. 



terminal and the EESS (see figures A-10 and A - 1 1 ) .  When antennas are used. or when shelters 
are not equipped with air terrriir~als, one ran be ~rov idcd  by installing an air terminal on a pole 
which is higher than all conductive metals and connected to t h~ LESS using a No. ? An'(; stranded 
copper wire. 

60.9 Surge protectors. Surge protectors are needed to protect internai wiring and equipment 
from power surges created by lightning, EMP/HEMP. or power-line transients. They should he 
installed on all power, signal, and control lines that penetrate the shelter skin. There are various 
types of surge protectors available, such as metal oxide varistors (MOVs), gas filled spark gaps 
(gas tubes), zinc oxide nonlinear resistors (ZNRs), and ~lnipolar and bipolar silicon-avalanche 
diode suppressors (SAS). Due to their rapid response time and durability, MOk7s, ZNHs. or SAS 
should be used at the shelter entrance plate to shunt the initial surge to ground. Due to the 
current-carrying limitations of this type of device, gas tubes should also be installed near the 
shelter entrance plate. Although the response time for gas tubes is much slower than for other 
devices, the current-carrying capability is high and should effectively s h u n t  peak surge currents to 
ground. 

70. Physical security. Maximum physical protection should be provided for transportable 
systems whether they are operated in a field or garrison environment. This is the responsibility of . . tLo , . - m n ; m n n *  c - n . . r ; t v r  m m m a m a r  a m r l  t L a  lfinnl nrrmma.rA. A r  9 r n n n r m n n m  CL; chns~lA ha o~tnhl;chnA 
L A I C  LU 1 1 1 ~ ~ ~ 1 1 ~  act 111 IL y 1 1 i a i 1 a f j C 1  a i s u  ~ I I G  I U V ~ I  ~ W ~ I I A L ~ ~ ~ I U  I X J  o I I A A A A I ~ ~ I U ~ I I ,  ulr JIB\IUIU ur ~ a ~ u u r a a r r ~ u  6 
that provides adequate access control and effective radiation protection. The perimeter of the CS 
should he protected in such a way that access is limited to those who have an operational interest in 
the transportable system. Access to the shelter should be controlled by use of doors that are locked 
r 1 r ~ , 1 1 1  -, the ifisidc and eq-ippsd with one-wav viewers 
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NOTES: 
1. A MOUNTING PLATE S H O U L D  BE 

CIRCUMFERENTIALLY WELDED f 0 

EACH CORNER OF THE ROOF OF 

THE SHELTER. 

2. THE DOWN-CONDUCTOR SHOULD 

BE CONNECTED TO T l E  AIR TERMINAL 

JUST ABOVE THE MOUNTMQ PLATE 

USING A PRESSURE CONNECTOR 

FIGURE A-10. Air  terminal and mounting plate for transportahle shelters. 
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FIGURE A-11. installation of transportable shelters. 

80. Qdrninistrativr telephones and intrrrom systrms. Administrativr telephoner and inter- 
com systems should bc installed a minimum of 3 feet (0.9 m )  from RED equipment. These svstems 
s l~ould be tested to determine ernatlatior1 characlt~ristics and s h o u l d  he eqllipped with isolation 
ilevices that prevent clcctroniagnctic (EM) coupling of RED signals to the ndnrinistrstive lines. 
%onsecure telephones should he equipped with electronic discont~rct dek  ices or optic isolators and 
~ ~ u r ~ r a r l i a l i ~ ~ ~  rirlgrrs. Extreme caution must be exercised to ensure that acoustic coupling of 
classified information does not occur. Intercoms which operate between RED shelters should be 
interconnected with  fiber optic cables (FOCs) when possible. I f  FOCs are not available, shielded 
cable should be used. The shields should bcgrounded at both ends. Filters should be installed in the . . - --- 
line to prevent EM ~ ~ ~ p i i n g  of KCU signais to the line. 

90. Design and verification. Transportable shelters should be constructed in accordance with 
. . C I L .  L . .  I . . .  1 -  . - . a  . .  . 'FL, S-11,. .. :,, ,,,,,A ..,,, ,L .,.. 1A l., ,,,, 1:,A ... :el, spcclllcaL1urls pruv~ucu uy LIIC ut-s1g11 acrlv~~y. I Ilr Iollrlwrrlg p1r)r;euu1c3 SIIUUIU uc LUIII~IICU W I L I I  

when designing a svstem. 

W. ! t:c?nht,rt~rtior? materia!. She! t e rs  shnu!d be c o n s t r ~ c t c d  nf mcta! ms!eric! wit!! c~nti_r?uous!v 
~ r l d r d  .(>am3 to pro \  i d r  n d ~ c l u . t t r  tjondirlg and s h i ~ l ( l i n ; .  I f  the  s l l r l tpr  i~ p ~ r m a n e r ~ t l .  n f f ~ x r d  to 
( 1 1 , .  I r c t ~ ~ k p c l r I ~ [ ~ g  frd111t2. t l iv , L i i ~  - t ~ o ~ ~ l ( i  \ I t *  t ~ ) t l d ~ d  to i11e f ramc a! rnt~ltlplc p o ~ n t s  t o  prov~dc . . 
r f f r c t l v r  prorlrld cont~rluit; .  1 hit i i  ai.cornplishv(1 h! ~ r ~ b t : ~ l l i r ~ g  solid steel strap'  quipped w i t h  

stress t ~ r n d s  between the skin and the frame.  Tlresc strap\ ~ 1 1 ~ l v l c l  Ibe v i ~ l d c d  t i )  ensure a strong 
bond. ,411 apertures should  he treated by ~ns ta l l a t~on  of screens (scc 60.6). 
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ways for HED signal and control, BLACK signal and control, RED power, and BLACK power 
cables. Race ways should be separated by at least 3 feet (0.9 m). 

90.3 Doors. Doors should be made of metal material. They should be bonded to the skin of tlre 
shelter with flexible conductive straps and should incorporate RFI gasketing. Iloors should bc 
constructed so they can be locked from the inside. One-way, wide-angle. through-the-door viewers 
should be installed to provide a means of positive visual identification prior to opening the door. 

90.4 Shelter grounding points. Multiple grounding points should be provided on external 
surfaces of the shelter to provide multiple ground current paths to earth. A t  least two ground 
terminals should be installed at diagonal corners of the shelter. All cable entrance plates should be 
equipped with ground terminals. The inner and outer skins of the shelter should he bonded 
together with multiple terminals provided on the inner skin. 

90.5 Entrance panels. Power and signal entrance panels should be separated by the maximum 
allowable distance. When a shelter is designed to have RED and BLACK lines penetrating the 
shelter skin, separate RED and BLACK panels should be provided with at least 3 feet (0.9 m) of 
separation. The ideal configuration would be to have Rk:D and BLACK panels on opposite sides of 
the shelter. 
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10. Physical security requirements and installation guidelines. A balanced security pro- 
gram must have a firm physical security foundation that is coupled with adequate electronic 
security measures to protect and secure classified information, processors, and facilities. It makes 
no sense to expend resources on electronic security if hostile intelligence service elements have 
physical access to the classified information/documents. 

20. Ph~gic;! security ? F ~ , P . P ~  dpgiwn- 13-- - A - P ~ ~ S ~ F J I !  security program should be formulated and 
implemented using a total organization/facility approach. This approach is organized in-depth and 
contains mutually supporting elements of a physical and electronic nature. Coordination between 
physical security specialists, security managers, and facility engineers is necessary because i t  
prevents security gaps or duplication of responsibilities and performance. 

20.1 Total facility approach. A total organization/facility approach to physical securitv is based 
on: 

a. Thoughtful and continuing analysis of existing protective measures. 

b. Careful evaluation of the necessary and practical measures to maintain security at a viable 
level. 

c. The securip; R ~ P ? C  ~ n d  ~OCB! cnnditinns of each facilitv. 

d. The understanding that as physical security measures become more stringent. the opera- 
tional capability may decrease. 

20.2 Mutualiy supporting eiements oi physical securiiy. iviutuaiiy supporting eiemenis of 
physical security arc those elements which augment the effectiveness of physical security mea- 

sures. Mutually supporting elements of physical securit~ include: 

b. Clear zones. 

c. Protective lighting. 

d. Access z o ~ t r o !  f~zitities. 

e. Intrusion detection systems. 

f. Perimeter defensive positions, if appropriate. 

g. Armed guard forccs. 

h .  Comrnunicatiuns. 

Selective integratiorl of any or all of thew elements can provide satisfactory facility security. 



30. Facility design considers tions. Available resources must be used in the most efficient 
manner possible to achieve adequate protection and security of a classified information processing 
facility and its contents. All security measures should be used to cornplement and supplement each 
otl~er. A lack of inlegration of security measures may result in a waste of money, equipment, and 
manpower. More importantiy. the security of a facility may be jeopardized. Emphasis should be 
placed on the operational requirements of the facility to determine the type and extent of physical 
security measures needed. The following pertincnt factors should be considered, in sequence, by 
the facility designer/planner : 

a. The importance of the mission or assignment of the facility to the operating agency. 

b. The area to be protected, including: the niltvre and arrangement of the  activity; c!aasification 
level of information, data, or activities within the facility; the number of personnel involved; 
monetary or strate@c value of material and equipment located therein; and existing threats. 

c. Integration of operating and maintenance requirements. 

6. Thc poiitlcai, icgai, and economic environment. 

e. Feasibility, effectiveness, and desirabilitv of the various methods OF providing adequate 
nhvciral nrrrt~rtinn r-- J rA v B u u - = w - ~  

f .  Costs of material and equipment to be installed, as well as the availability of funds to ensure 
~ ~ ~ W ~ I I Y ~ P  ~ w n ~ e c t i n n  for all critical areas and activities. 

40. Security threats. Security threats are acts or conditions that may result in the loss or 
compromise of classified information, loss or destruction of equipment or property, or disruption 
of the facility's mission/activities. Before an effective physical security program can be developed, 
t h e  threat of interference wi th  farilitv operations and the potential for compromise must be 
determined and evaluated. The recognition of all risks is essential if adequate security measures are 
to be desigrwd to abate or elirr~inate   he facility's vulnerability. 'l'he severity of security threats 
depends on such variables as the type of facility (SCIF, ADP. communications center. cryptofacil- 

. . i c y ,  e t c . ) ,  phys;ca! layour of the faci!;ty, m;ss;gn, and construction. In addition, the nan-.rnh;n.l 
bLU6' 

location, the capability and possibility of hostile intelligence service exploitation, and the stability 
of law and order are also important factors to consider. Security threats can be categorized into 
t w o  types - natural and human. 

40.1 Natural security threats. Natural security threats are those threats that are: 

a. Normally not perpetratable by human means. 

L.  Norrrlailp not prevcntahir hli phvsicai security means. 

( .  C,:cpahlr of affecting physical securit!. uptlmtiorls a d v e r s e l ~  h!- negating existing physical 
~ ~ * ~ . j 1 r ; 1 1  L a ,  1 L .  n r , , a - t ; , * ~ ~ c  (i.?, ~ * < , ! ! a r ~ ~ s ~ J  r b e r ~ r ~ b ' * ! t h r  [pri$.r5 'H:!!!\. i l lo j lCri l ) ! ! : .  j ; r ~ l ! f . c t i y i l  ! iph?ine ,  

. t" L ' \  
I,.-\ U I , \  ' , , 8 . .  

poor i t .  power outages. e t c . ) .  



Natural threats require unique interim protective measures like additional guard forces. Exan~ples  
of natural threats are floods, storms, fog, high winds, earthquakes. snow and ice, rock or mud 
slides, and forest fires. Any facility prone to these natural threats requirrs preplnnned measures 
that will counteract the adverse impact of various natural threats. 

40.2 Human security threats. Human threats to physlcal security are the result of a state of 
mind, attitude, weakness, or character inconsistency on the part of one person or a group of . . . . - -  U..--- * L r A n + c  ; m n l r l J A  nn.rar+ nr f i . r m r t  art,= n r f i . f i m m I c c l n n  nr n m l c c l n n  ThPPP thrpStc n r p  ))GI 3U113. 1 l U l l l Q l l  L l l l  La13 I L I C I I U U L  bu V G I  L UI V V ~ A  L a b r a  v s  b v . . . o . . . - . u - v . .  v. v . a . . u d . v - . .  - - S W W V  -.-- ---- -- - 
intended to disrupt, destroy, or compromise the mission or activities of a facility. Physical security 
measures are primarily designed to dcter these threats. Exaniples of human threats are sabotage. 
espionage, terrorism, human intelligence (HUM1 IV'I'), disaffcction. disloyalty, and apathy of' 
personnel. 

50. Planning. Planning for the physical security of a facility must be constant, practical. flexible 
to the mission, and responsive to the needs of the facility cornmander/director. 

50.1 Objectives. Effective physical security planning must be concerned with, and be designed to. 
the probability that the most serious incident that could he perpetrated against the facility will be 
perpetrated given the critical nature of the information processed and stored there and the local 
threat. PIarining must also take into account the personnel, material, and equipment available. 
I'hysical security measures should be inlpiemented for the continuity of all security operations. 

60. Con trolling personnel movement. Perimeter barriers, intrusion detection devices, slid 
protective lighting provide physical safeguards; however, these alone are not enough. A posltive 
personnel movement control mechanism must be designed and established to facilitate and 
expedite authorized entry. 11 must preclude unauthorized entry by those nlay try to circum- 
vent the control mechanism. Planning and designing personnel access control points for control- 
ling prrsonnel movement through the various restricted areas is a concern of the facility enginrrr 
and physical security specialist durlng thc facility design. Personrlrl srcurity clearances arid 
identification prorrdurea are a concern once the facility is operat~onal. 

60.1 Restricted areas. In  restricted areas, entry is subject to special control for security reasons. 
Restricted areas improve security - by . -  providing in-depth security measures. These special controls 
increase efficiency by providing degrees of security compatible with  operational requirements. 
The use of restricted areas makes it possible to have security commensurate with operational 
requirements. Instead of establishing control measures for the facility as a whole, varying degrees 
of increasing security provisions can be provided by designating CONTROLLED, LIMITED, and 
EXCLUSION areas. As a result, interference with overall operations is reduced and operational 
efficiency can be maintained in a less-encumbered manner. 

NOTE: The term RESTR1CTk:L) AREA IS. in effect, a legal designation ( I n t ~ r n a l  Security Act of 
1950). wllerea. the terms CONTHOI.LED. LII1ITEn, nrld k:NCLL:SlON are odministrat~vr suhdi- 
vlslons of ~I IP term that differrntiair the degrrr of rc.strictlon or control rpquirr(l to prevent a 
compromise of clil~5if'icrl ~nformation.  



66.1.1 Types of restricted areas. The degree of security and control required Tor a facilit? 
depends on the nature, sensitivity, and importance of the security interest. Restricted areas are 
established to provide: 

A 11 ~ f ' f ~ l . t  i u r  application of necessary security measures, such as exclusion of unauthorized -. .-a. --.vv.. - - 
personnel. 

b. Increased access controls over those areas requiring special protection. 

c. Conditions for compartmentalizing classified information. critical material, o r  equipment 
with minimum impact on operations. 

Restricted areas or portions of restricted areas, may be further administratively designated as 
controlled, limited, or exclusion areas. These designations allow varying degrees of access restric- 
tion, movement control, and protection to be applied, as needed. 

60.1.2 Exclusion area. An exclusion area is defined as a restricted area that stores or processes 
classified information and material. Access or proximity to the area constitutes. for all practical 
purposes, access to tile classified information and material. Access to exclusion areas should be 
restricted to personnel cleared to the level of the information being stored or processed and whose 
duties require access and a need-to-how.  

60.1.3 Limited area. A limited area is defined as a restricted area that stores or processes classified 
information and material. It is an area to which only authorized (cieared) personnei shouid be 
permitted free access. Uncleared personnel may enter a limited area only if escorted by authorized 
personnel at all times. 

60.1.4 Controlled area. A controlled area is one that usually surrounds an exclusion or limited 
area. I t  is normally ~stahlished tor administrative control, safety, or as a buffcr zonc to increase the 
security of exclusion or limited oreas. The requirements for access to a controlled area are less 
rest ricut i v r  than tilose of tilt: iinlited and exciusion areas. Authorization for access to and movemeni 
within a controlled area may lncludc pcrsorlncl with official business or quasi-official business, 
such as concessionaires or building and grounds maintenance personnel. 

60.1.5 Controlled spnce (CS) .  CS, for TEMPEST purposes, is defined as the three-dimensional 
space surrounding classified information processors that is intended to contain any compromising 
emanations radiated by the equipment. CS may be the  physical confines of operational facilities, or 
if emanations exist beyond the facility's walls, floors, or ceilings, may include large areas of the 
build~ng that houses the facil~ty,  or the installation on which the building is located. CS may be 
designated as an exclusion, limited, or controlled area. Personnel need not be cleared to the level of 
coltrpromis~ng rnlanatlonq present to arcrsh a CS. For example, a sensitive compartmented 
information facility (SCIF) is designated as an  exclusion area. The equipment contained in the 
$(:IF ma\  radiate o u t i i d r  ttlr exc lu s~c , r~  drea lrlto a n  area deq~gnated  .a5 a controlled area ( i . ~ . ,  a 

p i i rL.~r~~ 1 0 1  n i t l l ~ n  a frnccd a r e a ) .  I t  is not ncrcssdr\  to rcdcsignate this CS as an exclusion area. 
l~rv-nu\c  persurlntbl rarinot dt.tr.ct t h(1 IIrfAiPrlc c of ( - o n l l ~ r l ) r r ~ l i ~ r ~ g  errianatior~s The efrrct1\erlr5> 0 1  a 
( 1 %  1 5  d r p r n r i r n t  tip or^ thr d~$tanc%v roniprorliisillg rhrnanai lon-  n ~ l l  irabrl in arl rxploiial,lr lorni. 



and the distance from that point that a hostile agent woirld ha forced to attempt an intercept 
operation. CS eliminates or reduces accessibility, which is one of the  essential elements of 
TEMPEST vulnerability . 

60.2 Physical safeguards for restricted areas. The physical safeguards applied to a facility are 
dictated by the sensitivity of the information processed. Safeguards may include: a range of guards, 
perimeter security fencing, gates, clear zones, window bars, secure doors, intrusion detection 
alarms, electronic surveillance devices, and other similar measures. Certain types of facilities 
(SCIFs, ADP, communications centers, cryptofacilities, etc.) have more restrictive requirements 
prescribed for physical security safeguards as an element of facility accreditation or approval. 

- A  iu. Protective barriers. Protective barriers are norrrlail y used to define the practical physical 
limits of a restricted area and effectively control access to the area. Protective barriers are divided 
into two major categories - natural and structural. Natural protective barriers are n~ountains ,  
A e c a - t ~  c;.~-zP ~ A - ~ A P  r x t k x u r  n ; m ; l q C  lfiw-ra;n t h m t  ; P  t 4 ; C F ; ~ n n l t  tn t r = . r e r c o  C t r r n n t r a r a l  r \ r n t n n t ; . r n  
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barriers are man-made devices such as fences. walls, floors, roofs, grills, bars, roadblocks, or other 
types of construction that inhibit access to the restricted area. l'hr use of barriers offers t w o  
important Lrr~efit s to a physical security program. First. barriers create a psychological deterrent 
to thosc individuals who may contemplate unauthorized entrv into restricted arras. Second. 
barriers have a direct impact on  the  number of security posts needed to  secure a restricted area. 
'The facility designer has little control over natural barriers. The guidance that follows concerl- 
trates on structural barriers. 

70.1 Structural barriers. Structural barriers (such as fences or walls) are required for the entire 
perimeter of limited or exclusion areas and should be considered for all controlled areas. Specific 
types of facility barriers cannot be designated for all situations, hut should incorporate structural 
perimeter harriers and provisions for access auihorization verification at polnis of entry. 

70.1.1 Fence design criteria. Four tvpes of ferici~ig are au t l i o r i7d  for iJsr i n  protrc t~ng rtbrt rictrd 
c . 1 ,  1 , 4  o n n o n r t ; n -  9 n A  LqrLnr4 tann r h n ; r - n  r t F  f ~ n o o  txrno rlorrnnclc n r ; r n , > r ; l ~  
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upon the drgrrc of permanence of the facility. availabilit! of r~~aterialh. t imc nvailnl~lr f o r  
construction, and rrquirrnirnts/specifirations of the responsible department or agenc! . Gener- 
ally, chain link fencing will be used to protect permanent limited and exclusion areas. All four 
fencing types may be used to augment or to increase t h ~  security of existing restricted area 
protective barriers. 

70.1.2 Barrier wal l  design criteria. Barrier walls are those frcc standing walls that are not an 
integral structural component of a facility. Walls are seldom used as  a perimeter barrier d u e  to the 
cost of installation. When a masonry wall is deemed necessary as a positive barrier, thc minimum 
height must he 7 feet (2.1 m) and must have barbed wire top guard that is sloped outward at a 
45-degree angle and carries at least 3 strands of barbtad wire.  The top guard shnlild increase the 
vertical i ~ r i ~ l ) ~  I-,{ t i le to ta i  i , i~rr ier  by at least 1 fool (0.3 mj. 

-0.1.3 U t i l i t y  openings. S t ~ ~ v r s .  a i r  and ~ a t e r  i n t a l e sand  exhausts. and othcr u t i l i t y  o p v n i n p  ut' 
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more in diameter must be secured to prevent unauthorized opening. Unavoidable drainage ditches. 
culverts, vents, ducts, and other openings that have a cross-sectional area greater than % square 
inches (619 square centimeters) and with any cross-sectional dimension greater than 10 inches 
(250 mm) will be protected by securely fastened welded 1)ar grills. As an alternative, drainage 
structures may be constructed of multiple pipes, each pipe having a diameter less than 10 inches 
(250 mm). Multiple pipes of this diameter may also be placed and secured in the inflow end of a 
drainage culvert to prevent access to the restricted area via the culvert. 

70.1.4 Other positive barriers. Building walls and roofs, when serving as  perimeter barriers, 
must be constructed a r ~ d  arranged to provide uniform protection equivalent to that provided by 
chain link fencing. If a building has less than two stories, a top guard must be used along the outside 
coping to deny access to the roof. Windows, inactive doors, and other openings must be protected 
by securely fastened bars, grills, or chain link screens. 

70.1.5 Facility entrances. The number of active entrances to the facility and perimeter entrances 
should he limited to the minimum number required for safe and efficient operation of the facility. 
Active perimeter entrances should be designed so security forces can maintain full control without 
impedirlg vetlicular or movement. This involves having sufficient entrances tn atcorn- 
modate the peak flow of pedestrian and vehicular traffic, and adequate lighting for efficient 
inspection o f  access credentials. When exterior entrances are not manned during nonduty hours, a 
sturdy locking mechanisn~ should be installed. These entrances should be illuminated during 
periods of darkness and should be monitored b y  closed-circuit TV cameras or be randomly 
!r~s~lcvt*d hy roving patrols. This procedure also applies to doors and w i n d o w s  that form a part of 
the protective perimeter. 

70.2 Perimeter roads and clear zones. When n facility's positive perimeter barrier encloses a 
large area, an interior, ail-weatirer, perimeter road should bc provided for security patrol vehicles if 
ttbvsr areas are not to be monitored by closed-circuit TV cameras. Clear zones should be maintained 
on both sldss of the perimeter barrier 1 0  provide an  unobstructed view of the barrier and the 
ground adjacrlrt to i t .  Hoads should be within the clear zone and as close to the perilr~rter harrier as 
practical soil erosion, and should allow of a pairo] veh,c]c. 

70.2.1 Clear zones. A clear zone of 20 feet (6 m) or more should exist between the perimeter 
barrier and exterior structures, parking areas, and natural or man-made features. When possible, a 
c!esr zc:!e nf 5(! fee! (15 m) cr mere shoc!d exis! bs!wt.er! the perimeter bgrrier ~ n d  !he s t r ~ c ! ~ r e s  

within the restricted area, unless greater distances are dictated by the presence of compromising 
emanations. These clear zone distances are obviated when a building wall constitutes the perimeter 
barrier. When it is impossible to have adequate clear zones because of property lines, natural or 
man-made features. it may be riecessary to increase the height of the perimeter barrier (except for 
building wal ls) ,  increase security patrol coverage, provide more protective lighting, or install an 
lntruslon detection system (IDS) along that portion of the perimeter barrier. 

80. I'rotcctibr lighting. P r o t ~ c t ~ \ . t b  for stlcurlt\  I I ~ g I ~ t i l i ~  pro\ ~ d r .  :I nlrarls r ~ f  c o n t ~ n ~ ~ i n g .  du r ing  
p c r ~ o d r  of r r .du~ed ~ ~ r ~ b l l ~ t ! ,  a drgrvr of protrctlvrl ~ - l n > c  t o  1/13! n ~ n ~ n t : l ~ r ~ r ( l  durirlf da>llFht hnura 
I ' r n t r ~ t l v r  lighting t i a ~  conb~dernk)le \ : i l u v  dL a d r t r r r r n ~  to HOIIIJ-L,~, I I I I I . \ C +  and  ;andals and 
makes the clctlons of a potential saf)utt.ur rnor-P d i f f ~ t  ul t .  



nn 1 p.nteot;ve lighting p!annino. P r n t ~ ~ t i v ~  lighting is an essential element of an inregrated - \ I .  l I V C b b C I  I L 1. 6' - '"'-"-"" 
physical security program. Its application at various facilities depends upon local condition.; and 
the nature of areas to be protected. Each situation requires careful study to provide the visibility 
that is practical for security duties such as verification of access authorization credentials, 
prevention of illegal/unauthorized entry into restricted areas, and inspection of unusual or 
suspicious circumstances. When protective lighting provisions are impractical, additional security 
measures such as increased security patrols, additional sentries, or an alarm system will he 
necessary. To he effective, protective lighting should discourage or deter attempts at unauthorized 
entry by intruders and make detection certain if such entry is attempted. Proper illumination may 
lead a potential intruder to believe detection by security forces is inevitable. 

80.2 Protective lighting design. In designing a protective lighting system, specific consideration 
should he given to the  physicai layout of the facility, other buildings of the instailation, terrain, 
atmospheric and climatic conditions, and the additional protective requirements over and above 
those measures already in existence. All  isolated limited and exclusion areas that are external to a 
---a ; - r 4 n l l n 4 ; r r m  m . . m 4  kn.rn mrr\tnnt;..n 1;nLt;nn r\m 0 nnrrn+lnarrt h n c i c  at ncrr;metcrr o n A  ~ n n n c c  
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control points. The lighting must be positioned to prevent glare that may impair the vision of 
security personnel and to avoid silhouetting or highlighting the guards. Protective lighting systems 
should be designed so that failure of one or more lights will not significantly reduce security 
efiectiveness. High brightness contrast between intruder and background is another considera- 
tion. Predominate1 y dark, dirty surfaces or camouflage-type painted surfaces need more light to 
produce the same brightness around buildings than do clean concrete, light brick, and grass. When 
the siime amstir.: of light k!!; cn an object ond its bschgr~~lnd. the  observer must depend on 

contrasts in the amount of light reflected. The observer can more easiiy distinguish poor contrasts 
by increasing the level of illl~mination. When the intruder is darker than his background, the 
observer primarily sees the outline or silhouette. Intruders in this situation may be foiled if 
light-colored finishes on the lower parts of buildings and structures are used. Reflective stripes on 
building walls arc also effective because they provide recognizable breaks in outlines or sil- 
houettes. Two basic methods (or a cornbirlaiion of boilij rnay he used in provid~ and 
effective protective lighting. One method is to light the boundaries and approaches. A second 
method is to light the area and structures the  bounjaries of the rcalricird area. Facj!;!\ 
engineers should consult physical security specialists to help determine the appropriate type and 
the degree of protective lighting systemts) that best serves the security needs of the facility being 
designed or reworked. 

90. Intrusion detection system (IDS). An IDS is an integral element of an in-depth physical 
security program and plays a vital role in the protection of classified facilities, equipment. and 
material.-FO; an area to be secure, an IDS must focus upon detecting unauthorized individuals at 
the entry point (gate, door, fence, etc.), area (building, field, room), or at a specific object (vault, 
file, safe). Remcmber, when selecting an IDS for n facility, any IDS is useless unless i t  is backed up 
b y  a prompt security force response when an IDS alarm is activated. 

--- 
90.1 Purpose of 1 ~ 3 .  An iDS is used for one or more of the foilowing reasons: 

a. Econom!. An IDS prrmlt5 more efficien: and economical use of nlanpo*er. l r  rases tht*  
manpoxer iniensivenrss aasociaied H 1i11 S ~ C U T ~ / !  ~ C I T C ~ S .  



L.  Substitution. An IDS can be used in place of othcr physical security measures which cannot 
be used because of safety regulations, operational requirements, appearance, layout, cost, or 
rrt kmr raaar rme  
U L l I C l  1 G a 3 V l l J .  

c. Augmentation. An IDS provides additional physical security controls at critical points or 
areas. 

90.2 IDS planning considerations. The following factors need to be considered to determine 
the necessity and feasiblilit y of installing an IDS: 

a. Mission of the facility. 

b. Criticality of the facility, or its information, to the mission of the  organization. 

c. Vulnerability and accessibility of the facility to human threat. 

d. Geographical location of the facility and the location of the  areas to be protected inside the 
facility. 

e. Facility construction. 

f. Hours of operation. 

g. Existence and availability of other forms of protection. 

I Trim 11. Initial and recurring cost of the  proposed IU:, as compared to  the cost (in money or security) 
of the possible loss of classified material and information. 

i .  Response time of supporting guard forces. 

j. Savings in manpower and money over a period of time. 

k. Intruder-detection timc requirement. 

90.3 l'ypes of IDS. Many types of IDS exist and each is usually designed to meet a specific 
security problem. Point-of-entry, photoelectric, sound, vibration, motion, and heat detectors are 
but  a few of the IDS components that can he used to secure a facility. The facility engineer, in 
cooperation with the physical security specialist, should determine which systern, or combination 
of systems, best provides for the security of a planned/existing facility. 

100. Lock and key systems. The lock is the most widely used security device of the  basic 
safeguards used to protect classified material and equipment. Regardless of the  quality or cost, 

rn* 

locks shouid be considered delay devices only and  not positive barriers to entry.  I h e  facility 
engineer is r e ~ ~ ) ~ n s i b l r  for deterrrrining the appropriate locks, latches, padlocks, and other locking 
mechan1sm5 on doors. vaults, cabinets, and similar built-in items that are an integral part of a 
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APPENDIX C. EI.ECTROMAGNETIC PUI,SE (EhIP) 

10. General. A significant threat to the survivability of electronic systems used by the Department 
of Defense (DoD) is the effect of electromagnetic pulse (EMP). EMP is one of the destructive 
components of a nuclear detonation. Unlike the other destructive components (shock wave, 
thermal energy) whose effects are restricted to a region near the detonation, EMP, since it contains 
electrical and magnetic components. can be collected by conductors and transmitted great distan- 
ces from the site of detonation. The EMP can disrupt communications, upset equipment operation, 
or cause equipment component destruction. 

10.1 EMP generation. When a nuclear detonation occurs, gamma rays are produced which 
radiate out ward From the burst at the speed of light (see figure C-1). As the gamma rays collide with 
air molecules, electrons are dislocated, creating Compton electrons. These electrons are affected 
by the magnetic fields of the earth, which create an electromqnetic (EM) wave that propagates 
toward the earth. To be effective. the burst must take place above the earth, at altitudes as low as 20 
km. A burst 560 km above the geographic center of the continental United States would completely 
blanket the country. 

10.2 EMP effrrts. The effects of EMF upon electronic equipment a d  components can be likened 
to the effects of lightning - stress by high currents and voltages. However. EMP produces higher 
currents and voltages, covers a greater frequency spectrum, and has a faster rise time (see figure 
P n c - . . r  ----a -,-. l., ,..L:,,.,J ., , . ,r, ,l. ,,,,, ... l.:,l. ,,..,, ; ,,,,,,, A,,,, ,;,, / . , . . ,Pa) )  A *  
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component faiiure ( lurrlouii .  Upset is the i i i :rcd~ction of spzrioss signals which irrn;lorarilv 

disrupt normal operation or which may be misinterpreted by the equipment processor. Burnout is 
permanent damage to system components to the extent that the equipment is inoperative until 
replacement is effected. 

20. Protection requirements. Certain DoD facilities, having time-urgent missioris, ~ n a n d a t ~  a 
high degree of assurance of immunity to EMP-ir~dut-rJ upsrt or burnout. Other support~np 
missions may allow lesser degrees of protcctlon. whtlc accepting momentary upset. The ubjectike 
ther~ ,  of any  b;MP protection. 1s to ensure the currerlts arid \o l tagrs  induced by the EMP ir~to 
electronic devices, or at other sensitive locations in a system, are smaller than a current or voltage 
which could reasonably be expected to produce damage or upset. The applied physical principles of 
EM compatibility may be used to develop such protection. Three fundamental approaches may be 
used: 

a. The interfering signal source level may be reduced. 

b. The receptor susceptibility may be reduced. 

r .  The attenuation of the path or paths over whicli irilerferrncp is transmlttcd from the source 
to the reraptor may be it~creasrd. 

Thcsr nppronrhes are i m p l ~ m r n t r d  It!! i r t ( . r r a % i n ~  rqu~prnrnt rohus t r l r~h  and  isolat~rla oquijhrrlrrir 
from the ElII '  crib ironrnerit. 





20.1 Isolai ion.  To protect equipment, i t  is necessary toestablisha barrier which is impervious to 
the EMP wave or greatly attenuates i t  (see figure C.3). A peripheral shield encapsulating the 
system can provide such protection. For any shield to be effective, it must be totally closed. 
However, because of penetrations for signal cables, power. heating, ventilating, and air. 
conditioning equipment. personnel entrances. etc., a totally closed shield is not attainable (see 
figures C-4and C-5). Therefore. additional protection is provided by placing protective devices at 
the shield to electrically close any penetrations, treatment of apertures to prevent entry of EM 
radiation, and concentration of conducting penetrators in a single area to reduce current flow in 
the shield. 

20.2 S h i e l d i n g  An unbroken shield is quite effective against the EhlP EM field. Less than a 
millimeter of copper, aluminum. or steel will  reduce the field strength to near-ambient level. A 
two-level barrier approach is often used. A facility shield is installed to reduce the incident 
transient to less than that usually experienced by the contained equipment during normal 
operation. The equipment cabinets, eases, and racks then reduce the level of transients expe. 
rienced on a routinebasis to a level tolerable by the internal circuitry. This approach has the 
attractive f~:atltre that the internal harrier is continuously tested simply by operating the equip- 
ment in its t~ormal environment of power surges, switching transients. and signal crosstalk. Shields 
installed and tested using MIL-STD.461 and MIL-STD-462 can reasonably suppress the magnitude 
of the radiated EMP. 

20.3 Apertures.  The effectiveness or any shield is degraded by any apertures. Because of the 
broadband nature of the EMP. the number and sizeof allowableapertures isquite small. A single 
opening in a welded seam. for example. should not exceed 0.5 inch in its largest dimension. 
Multiple openings in the same area must be much smaller. Certain large apertures, like doors and 
windows, cannot be eliminated and must be treated in some way to strongly attenuate incident EM 
fields. Most apertures which cannot be eliminated can be treated with waveguide.beyond-cutoff 
techniques. A waveguide with a length live times its cross-sectional width provides approximately. 
100.dB attenuation of radiated EMP at frequencies below cutoff. The cutoff frequencies have 
wavelengths equal to twice the longest cross-sectional width. This treatment is well suited to 
personnel entries and conductor penetrations which cannot be filtered or otherwise treated. 
Apertures such as  ventilating ducts can be effectively closed using honeycomb panels also 
conforming to the 5: l  length/width ratio. Windows may be treated with wire mesh embedded 
within the glass. 

20.4 Penetrat ions.  Conductors which penetrate the shield are far more serious than areapertures 
in the shield, because the conductors carry the huge induced transients into the shielded facility. 
These conductors include not only signal and power cables and their shields. but also water and gas 
pipes, waveguides. etc. One general rule is that all conductors which can be grounded should be 
bonded circumferentially to the facility shield so that any induced current is shunted to earth by 
the shield. Another principle is that all penetrators,ffoundable or not, enter the facility through 
one localized region of the shield and are equipped with protective devices. Cable shields fall into 
the category of groundable conductors, but the enclosed conductors do not, and must be relieved 
of the EMP-induced transients before entering the facility. The recommended technique is to run 
all nongroundable conductors (power and signal) through the entry plate into an EMP vault. An 
EMP vault is a shielded enclosure within the facility shield, having the entry plate in common 
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FIGUKE C-4. Protection principles. 





with the shield. Within the EMP vault, each conductor goes through a terminal protection device 
(spark gap, metal oxide varister, etc.) followed by a capacitor-input filter (lowpass or bandpass) to 
remove any remaining transient components, as well as the "splatter" created bv the action of tlie 
surge arrestor. Filters constructed with multiple PI sections are preferred over other filter 
constructions (see filter and isolator requirements and installation, MIL-HDBK-232A). 

20.5 Grounding and bonding. The previously described principles are of little or no conse- 
quence if proper grounding and bonding techniques have not been used. The goal of all grounding 
and honding techniques is to redirect the EMP into the earth. Thus, an effective earth electrode 
subsystem (EESS) is required, with positive bonds to the shield, positive bonds between elements 
of the shield, and protective components coupled to the shields. Guidance for grounding and 
bonding is given in MIL-HDBK-419. 

30. TEMPEST considerations. One might conclude that the guidelines for EMP and TEMPEST 
are the same. Where EMP protection has been applied, a benign TEMPEST environment external 
to a facility may exist. Within the facility, however, a hostile TEMPEST environment may exist if 
proper attention has not been given to TEMPEST principles. One may also be led to consider a 
TEMPEST facility to he immune from EMP. While the facility may be TEMPEST safe, i t  niay he 
vulnerable to the magnitude of the EMP. The design of such facilities should account first for 
TEMPEST protection, then EMP protection. In this manner, those attributes which are mutuallj. 
sat isfact ory may be successfully integrated. Where conflicts exist, tradeoffs can be identified, thus 
achieving the most cost effective design. 
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APPENDIX D. COMPUTERIZED TELEPHONE SYSTEMS 

This appendix contains the Report to the Community: Computerized Telephone Systems, June  30, 
1983. 
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TECHNICAL SURVEILLANCE COUNTERMEASURES SLJBCOMMITTEE 
AUDIO COUNTERMEASURES WORKING GROUP 

TELEPHONE SECURITY PANEL 
JUNE 30, 1983 

REPORT TO THE COMMUNITY: 
COMPUTERIZED TELEPHONE SYSTEMS 

It is the policy of the U.S. Intelligence Community that all appropriate audio security measures are 
rigorously enforced for any telephone system which services an area where classified information 
is discussed. I t  has been a matter of concern that appropriateaudio security measures for computer 
controlled private branch telephone exchanges have not been clearly defined; the installation and 
operating standards developed by the Telephone Security Panel, and provided in  this report, are 
intended to remedy ihis deficiency. 

A private branch exchange (PBX) operates, essentially, as s private telephone subnetwork. It ties 
together an internal group of subscribers into an independent network and provides external 
connections to the universal network by means of trunk lines to a telephone company central 
office exchange. A computer controlled private branch exchange (CBX) uses stored program 
computer technology to perform the necessary message switching functions. The resident rompu- 
ter in modern commercial CBX has made it possible to incorporate a multitude of attractive 
features for many diverse applications. There are many features which enhance the basic tele- 
phone service hut the applications are not restricted to telephone service; modern CBX systems 
i ) io~idc  dots proce~~ing, word proc~ssing, e n e r e  consumption control. communications traffic 
analysis, and other services in addition to processing telephone calls. CBX systems were intro- 
duced in the nineteen seventies. There are a great number of manufacturers from many countries 
producing them; to a large extent they are utilizing different technologies and approaches to 
achieve basically the same objectives. There has been from introduction, uncertainty as to how the 
inclusion of CBX systems at sensitive locations affects the security of those locations. This 
uncertainty developed because the CBX properties and features were unfamiliar and bccause 
computer software (rather than easily verifiable hardwire connectionsj is used to implement the 
features and to control the network switching functions. 

I t  has been determined that the security-related concerns and considerations which must be 
BccOmmOdste-j ,,,I, a PBX aIb -~-nt- -  boabLa6;aIIy tanu L* camr -a nr Cnr a"a -&a n n v  tvne nf telenhnnr cygtem. In fact, 2 
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great number of telephone company central offices use the same kind of stored-program computer- 
controlled switching to provide multifeature CENTREX service. 

All of the protective measures now accepted for central office service and manual PBX systems are 
fully as effective with CBX systems. These measures are designed to assure that on-hook audio 
signals (room conversations ~ i c k e d  up by some microphonic function in a telephone, or other 
station equipment such as a console or data terminal, while i t  is on-lint. hu t  not actually being uscd 
in a telephonc call) cannot become availablr for rlandrstine. unauthorized, intercept. This is 
accomplished by requiring specified isolation or disconnect devices on the telephone lines. either 
on the lines connectine to the station equipment or otl tlir lir~rs leaving the physical corltrol zone 
(PCZ). The isolation/disconrirct devices are locatcd within tilt. PCZ. The? prevent a u d i o  sigtlilli 

originatingat the  on-hook station equipment from being trarisrnitted any  further on  the telephone 



lines, thus eliminating all possibility that on-hook audio will be transmitted out of the PC2 on the 
telephone wires. Properly designed and constructed station equipment can be type-accepted by the 
community as intrinsically fulfilling the isolation/disconnect requirement without additional 
support . 

CBX configurations incorporating the accepted isolation/disconnect measures need not be subject 
to any installation or operational restrictions unless consideration is beinggven to concerns other 
than on-hook audio. 

Isolation of the station equipment from all uncontrolled lines forms the basis lor the community's 
program to prevent on on-hook audio compromise of national security information. The use of 
specialized isolation/disconnect devices or station equipment to  achieve this isolation, however, 
for large CBX installations often involves unmanageable economic, logistic, and/or operational 
burdens and becomes impractical. 

The  Telephone Security Panel has developed a set of installation standards, conformance to which 
will permit a CBX system to be used without the special isolation/disconnect or station equipment 
normally required. These standards, which are listed below, are predicated upon having located the 
CBX within the PW so that the CBX mav be used as the means of isolation. The entire local 
telephone system is strictly organized to assure that no means is provided for on-hook audio to be 
present on any external lines. This approach also provides the  opportunity to deny external access 
both to internal calls and to call detail information for the individual subscriber stations: benefits 
no: n-;ci!&!c wit!: CENTP,EY, or uncgnrro!!ed CBX ~ v c t ~ m c  J - - - - - . -  vlcino --- 0 mnve~t innal  - -  isol~!inn rne~hnrls. 

TSP GUIDELINES FOR COMPUTER1 ZED TELEPHONE SYSTEMS 

I .  Minimum standards for CBX on-hook audio protection. 

1. Physical security measures: A physical control zone ( P a )  with appropriate physical security 
is required over the entire area of concern. 

1.1 The CBX is located in the PW. If the CBX supports station equipment located in a 
nonconterminous ?'W, then those stations are not protected by the isolation provided by 
the CBX installation and they must be provided with special isolation/disconnect 
devices or station equipment. 

1.2 If the PBX supports any nonapproved or unprotected station equipment within the area 
of concern, all lines, intermediate wiring frames, and distributed CBX equipment 
modules (to include voice and data links) associated with these stations are contained 
within the PCZ. 

1.0 All propram media (tapes. disks, etc . )  are provided positive physical protection against 
~lnauthorized alteration. A certifiably corrcct master program is always maintained 
under secure conditions to be available as a check of the operating prograrrr and  a rneanh 
of rerr~ovirig possible or identified software security deficiencies. 



2. System configuration: Thr system configuration must effectively isolate the station equip- 
ment from all lines which leave the PCZ. 

Two separate dedicated wiring frames (or sets of wiring frames) are maintained inside the 
PCZ containing the CBX to support connections with facilities outside that PW. These 
are termed "external" wiring frames (in this paragraph) to distinguish them from frames 
used to connect the CHX to equipment located within the PCZ. One of the "external" 
frames is used to terminate all lines entering from outside the PC2 (C.O. trunks, tie 
trunks, telephone, etc.). It is located at the point of entry for these lines and is available 
for inspection. 'The second of the "external" frames provides the connections to the 
CRX. Cross-connections between the two "external" frames are Limited to only those 
needed to extend active central-office lines to the CBX. The "external" wiring frames are 
separated by at least three feet from each other and from ail internal wiring frames. No 
cross-connections are permitted bet ween internal and "external" frames. CBX port 
circuit packs connected to "external" wiring frames are not installed in the same circuit 
carriers as  those connected to internal wiring frames. No two carriers share common 
cabling to the wiring frames. All cross-connect strapping pairs at the cross-connect fields 
are labeled as to identification and/or purpose. Each cross-connect label cite< the 

appropriate paragraph or drawing of the installation document which prescribes the 
connection. 

Each individual subscriber station has dedicated running wires to a specific, individual, 
pcrt circuit d t h e  CBX. Off-hook connections between port circuits are accomplished by 
metallic (or electronic) switching or by multiplex bus methods. The CBX keeps the 
running wires of every port circuit separate and unconnected from those of every other 
port except in the case of metallic switching. and then connections may only occur for 
ports actually engaged in an  information interchange between off-hook subscriber 
stations (or between a station and a trunk).  Audio coupling in eithcr direction through a 
switch or between a port circuit and a multiplex bus only occurs w f l e ~ i  the associated 
station equipment or trunk is off-hook. (Off-hook here is intended to mean that a 
suLscriher station or trunk connected to the CBX is initiating or activelj engaged in 
communication either with the CBX itself or with some other sul~scriber s t a t i ~ n  or trunk 
by means of a link established by the CBX.) 

2.3 No port circuits or assigned station directory numbers are shared by extension stations 
inside the PCZ with extensions outside the PCZ. All extensions from the same port 
circuit or with the same station directory number are either wholly contained within the 
PW or wholly excluded from it. 

2.4 Speakerphones are not permitted. 

3. Prohib~ted functions: Some operational features that may be available w i t h  the CBX involvc 
functions which  are nor consistent with good audio securit v practices. Thcse functions arc 
exl~rt:i*lv prohibited and nnr CRN featr~rr using them must be disabled. 

3.1 The CBX must not be a h l ~  to place or hold a n y  substril)er station in a n  off-hook 
condition unless directed to do so by that  subscriber statlon itself. The off-hook 
condition is completely cor~trolled by the station equipment. 

r n a  n n r T . r n r w  n n r i n n ~ m = ~  1x7  nv 11nnn v n r r i r n e r  n x r  rnn nnnrarnr- 



3.2 There is no means for remote access to any CBX services. 

3.3 Incoming calls (trunk or local) come to a console or telephone and are answered 
manually. There is no voice activated pickup, automatic pickup (e.g., by telephone 
a n c u ~ r i n o  rinits anrl AnP terminnla), or other responses of any kind incoming W"" .. """ -"- "- --- --------- 
except annunciation (initiated by the CBX) to the called station. 

4. Administrative security measures: Administrative procedures are needed to ensure that none 
of the protective measures are intentionally or inadvertently degraded as a result of hardware 
or software changes to the system. Some of the administrative procedures are described 
functionally as requirements to be achieved. Their implementation may be any combinat ion 
of physical security, systems configuration (hardware, software, and layout), personnel 
security. and technical countermeasures appropriate to the particular CBX and installation 
in question. 

4.1 An appropriate minimum level of security clearance is determined by the cognizant 
agency for having access for any purpose (to include insial\atioil and rnainte. 
nance) to the station equipment, CBX components, wiring, and distribution frames 
located within the PCZ. Persons not possessing the minimum clearance will not be 
permitted gcccss to the system excent n~i tc idr  the Pa under administrative r --""-"" 
safeguards. 

4.2 Pcsiri~e hsrriers exist to preuer?! s!! system diagncstics - 2nd CBX scrf!?.rare rr?~difications 
except those from speciFir programming stations located within the PCZ. 

4.3 Only specific designated individuals with appropriate security clearance have ~hysical  
access to the programming stations and may change the system software or hardware 
configuration. 

4.4 The integrity and efficarv of the protective measures are to be assured with a regular 
program nf countermeasures itlspections. 

4.5 Frequently reload the operational program medium from the certifiably correct master 
to assure that no unauthorized changes have occurred. 

4.6 All system doct~mentation including instructions, manuals, installation and service 
practices, system configuration records. etc. are to be kept with the CBX in the PW. 

4.7 Dial access or barrier codes are not acceptable means for denying unauthorized persons 
access to any CBX features or control operations. 

11. Other considerations: hlost telephone installations of interest to the C.S. Intelligence Com- 
m. ln i ty  invo lve  other telephone security ronsidcrations i r i  additiori to the f u ~ i d a m r n t a l  problerti of 
or,-Looh audlo. .4ppllcat1on of the. i j ~ l o w  listcd supplcmcntar> measures will rcalizc the full  
po\r r~t ia l  of tile CBS to address those coricerrls: t l~ese rrrlBilsures are recommendrd b! I'SP 
wherever operationallv feasible. 



1. If the  CBX provides anv features which allow subscriber stations and atterrdant's consoles 
to monitor the audio or data at other stations (such as line or trunk verification or executive 
override), positive barriers are placed into the system to prevent implementing these 
features from outside the PCZ. 

2. Central dictation features are disabled. 

--., 
3. There is no LBA accessed central ioudspeaker paging system. 

4. All attendant's consoles are located within the PCZ. 

6. Except for attendant's consoles, telephones are single line 2500 type. 

7. The CBX does not maintain call detail recording information (beyond the temporary storage 
that is necessary to support the communications switching functions and auxiliary fea- 
tures) unless positive barriers exist to preclude access to this information from outside the 
PCZ. 

8. The CBX does not maintain speed d i n g  iists. 

9. The CBX sr~d z!! critic.! stz!ic?n enl l inm~nt  I- re- - - - - -  are powered from ~ ~ n i n t ~ r r i l ~ ! i h l ~  p n w ~ r  
e m m - . - . I  J U ~ ~ I ~ G J .  

10. Service provided to facilities located outside the PC% ran he curtailed to provide priority 
service to internal communications. 

11. ,411 switching. maintenance, or operational conditions set 111) from subscribrr  stations can br  
selectively cancelled by an at tendant's co~isole located within the PCZ. 



Custodians: 
Army - SC 
Navy - EC 
Air Force - 90 

Review activities: 
Army - CR .-.- . . m  

Navy - LL, ML 
Air Force - i 7,89 
DoD - DC, NS, JT 

Preparing activity: 
.4rmy - SC 

(Project SLHC-2322) 



BNSTRUC710CYS: In a continuing effort to makt our rkndudiution documents better, the DoD provides t h ia  form for we in 
ubmitting cornmenu and suggutionr for impmvemcnt.. All w e n  of military rtrndrrditotion documentr are invited to  provide 

maaestionr. Thu form may be detached, folded along the l i m  indicated, t a d - = d ~  the Loov edge (DO NOT STAPLE), and 
mailed. In block 5,  be u specific u pouible about p u t i c u k  problem mu such u woaing which nquirtd interpretation, was 

too rigid, mtrictire, I-, ambiguou, or ru incompatible, m d  give propored wording changes which would alleviate the 
mb!enu. E ~ k r  ifi h!mk 6 m y  nmh not; related to I gpecific p a t - p h  of the document, If black ? k fiUed out, an 
wknowledgement will be d e d  to you within 30 &ys to let you know that your commenl were received urd are being 
wnridmd. 

NOTE: Thir fonn m y  not be ured to requert copier of documents, nor to  nquemt woiverr, devirtionr, or clarification of 
mficrt ian nquirvnranta on cumat contmcl. Commentr rubmitted on thu fonn do not constitute or imply authorization 
b F-I~ -y pertioa of Lhe mfemnct.J dwmm~l.t(&) e r  te grnc~d mntmctue! requl-.+mc~!a. 

- - - - -  

(Fold dons lhlr llne) 

(Fold dong Chi8 l ine) 
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