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Agenda

¥ Introduction,overview, and what puOll learn
¥ Deme Modern Network Infrastructue
¥ A brief introduction to libnet and libpgqa

¥ Needed to understand the tools
¥ Introduce our Iger 2 protocols or the day

¥ EthernetARRCDBE STP

¥ Protocol [2aws,not implementation Bwvs
¥ Code to examine thesedd/s
¥ Closing comments and guestions



Mike Schiffman

Cisco SYSTEMS

¥ Reseacher for Cisco System :
¥ Critical Infrastructue Assurance Goup [CIAG]
¥ TechnicaAdvisoly Boads:Qualys,Sensoy Networks Vigilant]MG
Universal
¥ Consulting Editordr Wiley & Sons
¥ R&D ConsultingSpeaking backound
¥ Firewalk,LibipglLibnet LibsfLibradiatevarious whiteppers and
reporms
¥ Done time with:@stale, Guadent,Cambridgélechnoloy Patners,ISS
¥ Current book:
¥ Modern Network Infrastructuie SecurityAddisonWeslgy (2005)
¥ Previous books:
¥ Building Open Soge Network SecurityToolsWiley & Sons
¥ Hacler® Challenge Book Osborne McGrav-Hill
¥ Hacler® Challenge Book,IDsborne McGrav-Hill




kreny Rauch

¥ CTO of Duncansoftl.LC
¥ Startup developing security daces or 802.11 netvorks
¥ Past Deelopment and Consulting baclgmd
¥ Principle engineenf Tellium (nav Zhone),designing +
Implementing opticalvatching poducts
¥ Lead Engineer + DeManagerdr Network Associates Cybeop
Unix IDS
¥ One of the bunders of Securitydeus.com
¥ Managed vulnerability + Unix content
¥ Consulted br a variety of lrtune 500 clientsspecializing in
Pnancial pplication vulnerability testing
¥ Speaking + client trainingrfa variety of congernces + clientsolr
7+ years
¥ Current book:
¥ Modern Network Infrastructuie SecurityAddisonWesley (2005)
¥ Previous book:
¥ Hack PoobngYour Network: InternetTradecraftFirst Edition
Syngess Pess (2000)




Modern Network Infrastructue Security

¥ Modern networks are made up of a variety of gdees
¥ These deices ely on a set ofdnfrastructue protocolsO to operate
and get vork done
¥ Most obviousTCRUDRIP
¥ Pretty obviousEthernet,ARR IPSecPPTP
¥ Not so obviousrouting piotocols,QoS piotocols,HA protocols
¥ Mary things ging on in the netwrk that are generall ignored when
It comes to security
¥ Perimeter issue Is understood (ewalls)
¥ Client security Is understood (IDS and policy)
¥ Infrastructue is largel ignoed or misunderstood

¥ How can yu evaluate and quantify risk whenwdontknow about
a large potion of the things running onour network?



Methodolog For Today

¥ |dentify the potocols

¥ Outline general use pattermif the protocol

¥ |dentifyclassify and discuss a handful aftpcol 3aws
¥ Not an exhaustig list

¥ Discuss tool implementation



C.l.A.Properties

¥ Protocol Raws will be framed in terms of their impact on thiel. A.
properties of an inbrmation system
¥ C.l.A.properties measur a systens@bility to handle theoflowing:
¥ ConHdentiality
¥ Protection from unauthorized irdrmation disclosue
¥ Integrity
¥ Protection from unauthorized moditation
¥ Availability
¥ Protection from downtime



A Brief Introduction to Libnet

¥ A C Programming libray for paclket construction and injection
¥ TheYin to theYang of libpca
¥ Libnet©Primay Role in Li:
¥ A simple interfacedr paclet construction and injection
¥ Libnet IS god for:
¥ Tools requiring meticulous conti over every keld of e/ery header
of every paclet
¥ Libnet IS not well suited 6r:
¥ Building client-seer programs whee the operating system shoulc
be doing most of the wrk



