




Well, it would seem that you've been reading
long enough. It's time to go generate some
passwords .
1. http: //joshdick.net
2 . http ://en . wikip edia .org/wi ki

- /Gawke r Me d i a #So ur c e co de bre ach
3 . http :// en~ wi kipedia .org/wiki

- /A l l ian c e Dat a#Ep si lon
4. http ://en . wi k i pedia .org/wiki

- / PlayStati on Net wor k outa ge
5 . http ://www .neow i n . net/ne ws/bethe s da

--s oftworks-1at es t - to-su f fe r-cyber
--at tack

6 . h t t p://arstech n ica . com/ gami ng/news
- /2 01 1/0 6/hacke r -gr oup-lul zsec-

-demands - hats -th r eat e n s - r e l e a s e-o f-
- b rin k- u ser-data.ars

7 . h ttp :/ /openi d .net
8 . http :/ /oa uth . net
9 . ht t p ://p ython . o r g
10 .ht t p ://code .google . com/p/oplop / wiki/

- Howl t Works
1 1 .ht t p:/ /code.googl e .com/ p / op l op
12 . ht t p s ://agilebi t s .com
13 . h t tp ://ke epass.info
14. ht t p ://www. ke epassx .org
15.http s :/ /las t p a s s .com
1 6 . h t t p : / / op l op . ap p s p ot . c om
17 .ht tp://he ap. jos hdick . ne t/oplop
18 . ht t ps :/ / g i t h ub . com/ j osh d i c k / opl op

by Tim K

11II

After I had deciphered all of this informa
tion, I noticed a lot of it repeated in the bar code

When I was in college, I lived next door to a at the bottom of every receipt, whether there was
Winn-Dixie grocery store. About 75 percent of the a surveyor not. However, on a few receipts, there
time I made a purchase, the bottom of my receipt were some numbers that Ijust couldn't make sense
would have the phone number for an automated of- until I had another face-palming moment. Here
survey asking me to rate aspects of my shopping are two real sample receipt numbers from my data.
experience in return for the chance to win $5000 See if you see the same thing I did, based on the
(it's since dropped to $2000). Naturally, as a poor information I've given you so far.
college student, I would do this survey every single 44110616020900300 5813580213000 00
time. Though I never won, I did notice some recur- 4411 0 70302 090910000009 103060 00 0 0
ring patterns in the survey codes. Let's break them down together block by block:

The code on the receipt is made up of three 4411: always the same; likely a Winn-Dixie
blocks of six numbers each, but for simplicity's company code.
sake let's treat it as a single 18-digit number. Based 0616/0703: I did these grocery runs on June
on examining literally hundreds of receipts, here 's 16th and July 3rd.
how the numbers break down: 0209: Store 0209 is in Pembroke Pines, Florida.

Digits 1-4: the date in mmdd format. 003/091 : I paid at lane number 3 and the self-
Dig its 5-6: the hour in 24-hour notation. checkout, respectively.
Digits 7-10: the Winn-Dixie store number. 00581358/00000091 : ????
Digits 11-14: the transaction number for the 0213/0306: Considering I was shopping at

checkout lane for that date. 8:30-9 o'clock at night, it's not unrealistic to think
Digit 15: always 0 as far as I can tell, though it 200-300 people had already been through a partie-

may be a leading zero for... ular checkout lane that day.
Digits 16-17: the checkout lane number. This 00000: filler zeros.

was almost always 93, 94, or 96 in my data, then So, the differences? Take a look at the lane
one day I realized it' s because I go to the self- number and the "unknown" number. I believe that
checkout almost every time. So I made a point of eight digit number to be some kind of employee
going to a human cashier; 10and behold, these two ID, whether known to them or not. So what's the
digits came up as 03. point of all this (as my wife has asked several

Digit 18: some sort of hash or check digit - I times)? Maybe someone who really wanted to
have not determined how this is calculated. In win the cash could write a dialer program, gener-
many cases, I noticed that this corresponded to ating its own valid survey codes. I've also noticed
the number of items purchased mod 10, but not that recently Winn-Dixie has switched to printing
always, so I discarded that theory. But if you enter a URL instead. I'm sure some clever scripting
this digit incorrectly, the friendly voice tells you could accomplish the same thing. Or maybe it's
"Invalid Entry" and you have to enter all 18 digits just interesting to find patterns in the seemingly
again. mundane bits of our everyday lives.
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by Austin Lott

•

Switch
sound, different. Thmp thmp, pew pew.... Each
distinctly echoes down and past us. The acous-

There was no light. Nothing. The kind of tics allow us to whisper and hear each other
dark where you put your hand in front of your clearly. Our footsteps hit the floor and bounce
face and you can't see your hand. The kind of all around us.
dark where you imagine your hand waving, but "I never did anything like this as a kid," I
it's just your imagination. Click The LED head- confess. "I probably would have. I just didn't
lamp I'm wearing casts a cool bluish light wher- know about it. I was a good kid too, didn't really
ever I look. A thin stream of water runs down do much that was too sketchy."
the center of the sloping sides of the 114 inch "Me either, man. Just the usual sort of
concrete pipe I'm resting in. Forward, back, it running around you do as a kid."
goes on forever and your light trickles off into Thmp thmp! Pew pew! It gets louder as we
blackness as you strain to see what lies ahead. go. Switch.
In a pair of old shoes, shorts, a dirty t-shirt, work We stop by a junction, the dry ledge of a 48
gloves, and a hat sits my accomplice, Zay. He's inch branch invites us to sit. We switch off our
one of the guys I go to school with, the kind of lights. I had discovered a map, courtesy of the
guy who says yes to odd late night adventures. local flood control district, that showed in great
At this moment, we were probably sitting some detail the sizes of drains and their paths below
25 or so feet below Harbor Boulevard, the life- the streets of the city. Drains in most modem
line of Costa Mesa. cities are the redirected rivers and streams that

It's cool and both of us have worked up a were built over, not the sewers. Drains smell
decent sweat by now. You have to figure out a like caves, like wet concrete. There's always the
method for walking because your ankle starts to danger of stale air, or gas pockets, but our partie
tire quickly when on an angle. One two three, ular drain was fairly well ventilated, allowing
switch, one two three, switch, one two three.... us to explore without much fear of dying in
That's how you walk down below. You have to obscurity.
be careful of the water though - it's deeper than it Thmp Thmp, pew pew. Switch.
looks and a tiring leg can cause your foot to skim As we walked on, nearing the heartbeat, it
the surface and soak your leg as you cross to the grew infrequent, but infinitely more surprising.
opposite side. As we continue deeper and deeper, You could walk several minutes and without
it seems as if we are seeking the heart of the city. warning find it wasn't the dull thmp thmp, but a
The muffled, deep thmp thmp gets louder as we sharp, quick BANGBANG.
continue. Switch. "It's like we're viruses, creeping through the

Zay stopped, "Check that out, 'The End is veins of the city," Zay says from behind me as
Near,''' reading the red scrawl of spray paint on we approach a manhole. There are 22 rungs on
a wall. most ofthem, all a little over a foot apart, and the

I respond with a chuckle, "Well, not quite cylindrical shaft up is crisscrossed with cobwebs
yet. This is only halfway from where we got last and spiders.
time." "Yeah, how crazy is it..." I'm cut off by

"Yeah man. Hey, ' Repent Your Sins.'" BANGBANG. "Shit!... No matter how much I try
"Hey, come check this out." I motion for him to expect it, I always get surprised by it."

to come further down to where I'm standing, Zay laughs, "Me too, man."
"t Genesis 12:22.''' It's a verse that doesn't exist. Switch.
Switch. As we walk, our footsteps echoing off the

As we continue, a new sound joins the heart- walls, stopping to read the more infrequent
beat, a metallic twang, pew pew. It's a sharp graffiti, I think about how we got here. Earlier
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that week, I had discovered an out of print zine
called infil tration..Some of their articles were
free to read on their website. There was this
group called the Cave Clan, a group of urban
explorers, the kind of people who do what Zay
and I were doing, who explore the rather elabo
rate storm drain system of Australia's major
cities. The group was founded in 1986 by three
teenagers and focused on exploration while
minimizing tagging. It's an interesting group,
but it was blessed with a few gifted writers who
had the ability to communicate their passion for
draining, and in tum inspire me to check it out.
Part of their recommend ations was not going
alone. Thus, 1 recruited Zay, a fellow writer.

Switch.
There is a more frequent system of mark

ings left in a uniform white paint. It seems to be
from the original crews that installed these pipes.
There are typically several numbers, followed by
a date. Much of the system was installed in the
1980s, with dates ranging from 1982 up to 1986.
Some of the earliest tagging we saw was dated
1991.

Thmp thmp, pew pew. As we continue on,
the pipe narrows. We' re both around the six foot
tall mark, so we walk with our heads bent, lights
bobbing back and forth over the water as we
cross. Switch. It's more tiring now; we've been
under for almost two hours. Switch. Our legs are
getting tired more quickly, and we have to stop
and rest frequently. Switch . Then we come to a
portion where it gets so small we have to walk
doubled over.

I chuckle as I read the graffiti, "TURN
BACK" accompanied by an arrow urging us
back the way we came and follow its orders.

We end up back at the last manhole shaft,
water dripping from the cover and plinking
softly onto the concrete floor.

"Well, we can try to lift this one, or we can
walk back...." I tell Zay.

"It' s up to you, man. I'm down with what
ever. I don 't think we can lift it though."

"Well, we haven't heard anything run this
one over, so I'm gonna go try..."

It' s a long way up. Cobwebs and spiders
cover the walls, the kind that can't hurt you but
you don't want in your hair anyway. I swing my
gloved hand around above me, clearing the way
but not quite getting them all. Whack! I kill a
spider. I don 't want to imagine it crawling down
my shirt as I try to climb up. If you've ever had
a spider 's web drape unexpectedly across your
face, you know what I was experiencing at this
moment. When I reach the top of the shaft, I
push on the cover. It doesn't budge. I change my
approach and prop my elbows on the top rung
and push hard with a little more leverage. For
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a moment, nothing happens. Then a copious
amount of dirt and a little water fall on me and
trickle down towards Zay. Another push and
I have the manhole cracked open with about
an inch of the outside world showing. I see a
light pole, a street light, and the tops of some
buildings. I can 't tell where we are in the street
though.

"Zay, I can see a light. I think we' re on a side
street."

"Alright...."
At the bottom of the shaft, we discuss the

dangers of popping a manhole cover where
we don't clearly know where it is in the street,
Harbor Boulevard being the busiest street in this
section of town. As I thought about the eternity
of pipe that lay behind us, and the sharp pain in
my ankles, the burning of my leg muscles, the
dull ache in my lower back, I said, "Well, it
would be easier to walk on the surface."

CRUNCH! Above us, a car pushed our exit
back into place. This was bad. You never popped
a cover in the street. What would we do? We
could backtrack, pop one we figured wasn 't in
a street. We could just play it safe, walk all the
way back, and climb out of the channel. We
could, we could....

"Let' s just get out and run," Zay says.
"Alright," I reply. "Hey, let' s just pray real

quick, seems fitting before a risk."
"For sure."
"God, please clear this spot of traffic and

protect us, warn us if we 're in danger here and
please don't let there be any cops... guide us.
Thanks, amen."

"Well, let' s go."
I climb back up, and as soon as Zay is right

behind me, I pop the edge up like before. It's
heavy, really heavy, and as I lift it, the back edge
dips down, allowing me to get my left hand on it,
sliding it up and out over to the side of the road.
I pop my head up and, to my horror, we 're not
on a side street, we're in the crosswalk right in
the middle ofHarbor Boulevard. There are a few
cars waiting at a light about a half mile away. I
rush to climb out, yelling at Zay.

"Oh shit, we' re in the middle of fucking
Harbor ! Hurry up!"

"I'm coming, I'm coming!"
He comes out quickly and I slide the cover

back into place as quickly as I can. It falls mostly
into place, leading the trailing edge slightly
popped still. We run as fast as we can down the
side street and duck behind a truck, our hearts
pounding. We strip off our gloves, I take my
headlamp off. Donning our sweatshirts, we wait
a few minutes, then stroll back in a nonchalant
kind ofway, and hit the walk button on the traffic
light.
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Listed here are some upcom ing events of interest to hackers. Hacker conferences generally cost
unde r $150 and are open to everyone. Higher prices may apply to the more elaborate events
such as outd oor camp s. If you know of a conference or event that should be known to the hacker
community, email us at happenings@2600 .com or by snail mail at Hacker Happenings, PO
Box 99 , Middle Island , NY 11953 USA. We only list events that have a firm date and location,

aren' t ridiculously expensive, are open to everyone , and welcome the hacker community.

Januar y 27-29
ShmooCon 2012

Washington Hilton Hotel
Washington DC

www.shmoocon.org

April 12-15
Notaeon

Hilton Garden Inn
Cleveland, Ohio

www.notacon.org

May 3-4
AthCon

Jockey's Country Club
Kifisia, Athens, Greece

www.athcon.org

July 13-15
HOPE Number Nine

Hotel Pennsylvania
New York, New York

www.hope.net

July 26-29
Defeon 20
Rio Hotel and Casino
Las Vegas, Nevada
www.defcon.org

August 8-12
ToorCamp 2012
Hobuck Beach Resort
Neah Bay, Makah Indian Reservation, Washington
www.toorcamp.org

September 27-30
DerbyCon
Hyatt Regency
Louisville, Kentucky
www.derbycon.com

Please send us your f eedback on any events you attend and
let us know if they should/should not be listed here .
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control has Stealth Mode and Instant Reactivation Feature!
Only the genuine TV-B-Gone remote control has the power
to get TVs at long range! Only the genuine TV-B-Gone
remote control is made by people who are treated well and
paid well . If it doesn 't say Cornfield Electronics on it, it is
not the real deal . Also available as an open source kit, as
well as the super-popular original keychain. The kit turns
offTVs at 40 yards! And for professionals, the TV-B-Gone
Pro turns off TVs up to 100 yards away! 2600 readers get
the keychains for 10% discount by using coupon code:
2600REAL. www.TVBGone.com
J!NX -HACKER CLOT IDNG/GEAR. Tired of being
naked? JINX.com has 300+ T 's, sweatshirts, stickers, and
hats for those rare times that you need to leave your house.
We've got swag for everyone, from the budding nOOblet to
the vintage geek. So take a five minute break from surfing
prOn and check out http://wwwJINX .com. Uber-Secret
Special-Mega Promo: Use "2600v28n04" and get 10% off
of your order.

Help Wanted
NO COMPROMISE PROVIDER of open architecture
based network privacy & security services is actively
searching for exceptional technologists (of all hat colors)
with extensive experience in network topology/design,
VPN architectures, and general ' nix sysadmin - we
recently survived a massive federal effort to shut us down
via extralegal harassment & imprisonment of our founding
CTO on political grounds; company is now bouncing back
& expanding our service offerings (telecom included).
Must have strong loyalty to principles of free expression,
anti-censorship, genuine cultural diversity. Tribal-based
management philosophy - strong financial performance,
strong community involvement. Details , compensation
info, & longtime community credentials available via:
wrinko@hushmail.com. Namaste.
ATTN 2600 ELITE! In early stages of project to develop an
international social network for information exchange. Just
a few topics include: cryptography/secure communications ,
sovereignty, business and tax law manipulations, quantum
causality, algorithmic structures, network traffic analysis,
social engineering, and much more.Are you looking to apply
your technical skill set to a multitude of world changing
projects , or need to barter information with professionals to
expand your reference base? We need your help to see this
project succeed. For details write: Joseph Hayden #74101,
L.C.F., PO Box 2,Lansing, KS 66043.

For Sale
FINAL CHANCE FOR THE 2012 HACKER
CALENDAR, As you may know, 2012 has already
begun, so don't let another day go by without this amazing
calendar. Learn what happened in hacker history for every
day of the year and see some amazing hacker photography
for every month of the year. Email calendar@2600.com or
visit store.2600 .com/the-hacker-calendar.html.
BUS PIRATE, our most popular open source project, is a
universal bus interface that talks to microchips from a PC
serial terminal. Here's how it works. When either you or
your software script enter commands into a terminal on
your computer, those commands are interpreted by the Bus
Pirate and sent via the proper protocol. The Bus Pirate then
interprets data sent back to your computer terminal - and
you see the response on your screen. Simple! The Bus
Pirate is public domain, you are free to rework and reuse
this design in your own projects. $30 including worldwide
shipping. DangerousPrototypes.com.
ET PH ONE HOME FOB: Subminiature , tiny (7/10
ounce), programmable/reprogrammable touch-tone multi
frequency (DTMF) dialer with key ring/clip which can store
up to 15 touch-tone digits and, at the push of the "HOME"
button (when held next to a telephone receiver), will output
the preprogrammed telephone number which can be heard
at the same time from the unit's internal speaker. Ideal
for E.T.'s, children , Alzheimer victims, significant others,
hackers , and computer wizards. It can be given to that guy
or gal you might meet at a party, supermarket, or social
gathering when you want himlher to be able to call your
"unlisted" local or long distance telephone number, but
want to keep the actual telephone number confidential and
undisclosed. Only you have the special programming tool
to change the stored number. Limited quantity available.
Money order only: $28.95. $24.95 each if you order two or
more.Add $4 SIH per order. Mail order to: PHONE HOME,
Nimrod Division, 331 N. New Ballas, Box 410802 , Crc ,
Missouri 63141.
GRRlPZ, a new bag carrying device developed at Alpha
One Labs, a hacker space in Brooklyn, NY are now
available in a variety of colors individually or in retail boxes
of 10. See Grripz.com. Post online or send us a photo of
your sore hand after carrying bags for a chance to win two
luxury Grripz :) Twiner @grripz or email info@grripz.com
COUPON CODE FOR THE PORTABLE
PENETRATOR WIFI CRACKING SUITE. Get 20%
off with coupon code 2600 at http.z/shop.secpoint.com/shop
/the-portable-penetrator-66cI .html
CLUB-MATE is now available in the United States. The Wanted
caffeinated German beverage is a huge hit at any hacker AUTHOR NEEDS INFORMATION FOR
gathering. Now available at a reduced price of $55 per MANUSCRIPT about methods and tactics used to
12 pack of half liter bottles INCLUDING SHIPPING. hack voicemail accounts in England and U.S. Will pay
Bulk discounts for hacker spaces are quite significant. We for verifiable information. cabledescrambierguy (at)
also have a limited supply of Club-Mate Winter Edition. yahoo (dot) com.
Write to contact@club-mate.us or order directly from WANTED: Proxy which will show IP address originating
store.2600.com. in California and another proxy which shows origination
TV-B-GONE. Turn off TVs in public places! Airports, with an AT&T IP address. Prefer free reliable sites. The sites
restaurants, bars, anywhere there's a TV. Turning off TVs must be able to accept cookies and work with Yahoo, Gmail,
is fun! See why hackers and jammers all over the planet Hotmail, etc . Reply to: Z (underline) A (underline) Roth (at)
love TV-B-Gone. Don't be fooled by inferior fakes. Only yahoo (dot) com
the genuine TV-B-Gone remote controls can turn off almost WE'RE ACTIVELY SEEKING SUBMISSIONS for
any TV in the world! Only the genuine TV-B-Gone remote a new print magazine covering a broad range of tech!
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Deadline for Spring issue: 2/20/12.

HACK AIDS! "Rethinking AIDS 2011" will again question
the connection between HIV and AIDS. Listen to critical
scientists, doctors, and jou rnalists and learn from HIV
positive people who have stayed healthy without AIDS drugs
for 10 or 20 years or more . Washington DC, December 1-3,
2011. Learn more and register at http://ra2011.0rg. Email
info@ra201I.org.
OFF THE HOOK is the weekly one hour hacker radio show
presented Wednesday nights at 7:00 pm ET on WBAI 99 .5
FM in New York City. You can also tune in over the net at
www.2600 .comloffthehook or on shortwave in North and
Central America at 5 I 10khz. Archives of all shows dating
back to 1988 can be found at the 2600 site in mp3 format!
Shows from 1988-2010 are now available in DVD-R high
fidelity audio for only $ 10 a year or $150 for a lifetime
subscription. Send check or money order to 2600 , PO Box
752, Middle Island, NY 11953 USA or order through our
online store at http ://store .2600.com. Your feedback on the
program is always welcome at oth@2600 .com.

ONLY SUBSCRIBERS CAN ADVERTISE IN 26001
Don't even think about trying to take out an ad unless you
subscribe! All ads are free and there is no amount of money
we will accept for a non-subscriber ad. We hope that's clear.
Of course, we reserve the right to pass jud gment on your
ad and not print it if it's amazingly stupid or has nothing
at all to do with the hacker world. We make no guarantee
as to the honesty, righteousness , sanity, etc . of the people
advertising here . Contact them at your peril. All submissions
are for ONE ISSUE ONLY! ifyou want to run your ad more
than once you must resubmit it each time . Don 't expect us to
run more than one ad for you in a single issue either. Include
your address label/envel ope or a photocopy so we know
you're a subscriber. Send your ad to 2600 Marketplace , PO
Box 99 , Middle Island, NY 11953. You can also email your
ads to subs@2600.com. Be sure to include your subscriber
coding (those numbers on the top of your mailing label) for
verification.

Personal
FUN K SOUL BROTHER. Check it out now. 27 yrs while
male , 6 foot 1,280 lbs, green eyes , black hair, lots of tats
(have pictures). Seeking correspondence/pen-pals while
incarcerated . 3 yrs left. Interests include but not limited to
computers, telco , networking, wireless networking, basic
electronics (wireless/radio) , urban explorati on, privacy,
"remote networking," and other 2600 related topics such as
online/network securit y. Also interested in politics/current
events, history, nationalliberationlrevolutionary movements
and struggles, music (punk/ska/hardcore, electronic/dub/
house/trance/goth/indu strial , etc.). Trying to learn a bit of
Gaelic also . Have limited access to email - must first send
me your email address via snail mail, Will respo nd to all .
Mike Kerr , 09496029 , PO Box 9OOO-Low, Forrest City, AR
72336 .
INC ARCERATED HACKER WITH LEUKEMIA.
Looking to overcome cancer by seeking new friends.
Extremely require the courage to look towards the future as
I undergo these painful treatment s alone . As I struggle each
day, a simple letter of moral support would be appreciated.
Please, no money ; I'm not looking for a handout , just
your friendship. Thank you. Preston Vandeburgh G66791 ,
California Medical Facility, Post Office Box 2000,
Vacaville , California 95696-2000.

non-tech subjects, such as: proven physical security
techniqu es , "Breakdown of a Takedown" (dissections of
law enforcement attacks) , real-life financial privacy tactics,
cross-jurisdictional lifestyle tutorials , implementing genuine
privacy in the cloud, configuring private smartphones , etc.
Geared to non-specialist audiences, 100% non-profit , &
community-powered. Be a part of the first issue - share your
wisdom ! Info: privatelifestyles@hush .com .

Announcements
DO YOU RE ALLY WANT FREEDOM AND
PRIVACY? wwwIonPaul2012.co m www.dailyPauLcom
You can help Restore America Now and get big government
out of your house.
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Services
AN ONLINE CTF GAME where anything goes:
https://pwnO.com. Huhs in the U.S., Ireland , and Singapore .
A shameless ripoff of ChaosVPN .
NOPAYCLASSIFIEDS,COM - Free advertising - 50
countries! Free business directory ads with link to your
website to help you expand your business and improve
searc h engine placement. Free classified ads! Over 35
million classified ads to help you find what you want by
searching over 75,000 different social media and online
classi fied ad websites. Thank you for being part of our
online audience .
COMPUTER FORENSICS FOR THE DEFENSE!
Sensei Enterpri ses believes in the Constitutional right to
a zealous defense, and backs up that belief by providing
the highest quality computer forensics and electronic
evidence support for criminal defense attorneys. Our
veteran experts are cool under fire in a courtroom - and their
forensic skills are impeccable . We handle a wide range of
cases, including hacking, child pornography possession /
distribution, solicitati on of minors, theft of proprietary data ,
data breaches , interception of electronic communications,
identity theft , rape , murder, embezzlement , wire fraud ,
racketeering, espionage, cyber harassment , cyber abuse,
terrorism, and more . Sensei forensi c technologists all hold
prestigious forensics certifications. Our principals are co
authors of The Electronic Evidence Handbook (American
Bar Associ ation 2006) and of hundreds of articles on
computer forensics and electronic evidence . They lecture
throughout North America and have been interviewed
by ABC, NBC, CBS, CNN, Reuters, many newspapers ,
and even 0 magazine. For more information , call us at
703-359-0700 or e-mail us atsensei@senseient .com.
JEAH.NET UNIX SHELLS & HOSTING. How about
Quad 2.66ghz proce ssors, 9gb of RAM, and TB and TB of
storage? JEAH .NET is #1 for fast , stable, and secure UNIX
shell accounts . Use hundreds of IRC vhost domains and
access all shell programs and compilers. JEAH also features
rock-solid UNIX web hosting. 2600 readers ' setup fees are
always waived . We support 2600, because we read too!
Don ' t forget our free private WHOIS registration service,
with domain purchase , at FYNE.COM.
INTELLIGENT HACKERS UNIX SHELL. Reverse.Net
is owned and operated by Intelligent Hackers . We believe
every user has the right to online security and privacy. In
today's hostile anti-hacker atmosphere , intellige nt hackers
require the need for a secure place to work, compile , and
explore without Big Brother looking over their shoulder.
Hosted in Chicago with Filtered DoS Protect ion. Multiple
Dual Core FreeBSD servers, Affordabl e pricing from
$5/month, with a money back guarantee . Lifetime 26%
discount for 2600 readers. Coupon Code: Save2600 .
http ://www.reverse .netl
A FREE VPN where anything goes- https:llpwnO.com .
Hubs in the U.S., Ireland , and Singapore. Like ChaosVPN
but with less weird German dudes .

•



(Yes, we've done this eight times already)

July 13-15,2012 at the still standing Hotel Pennsylvania in New York City

Hac kers On Planet Earth: hackers, phone phreaks, all sorts of technology,
security holes, lockpicking, social engineering, controversial speakers, computer
geniuses, privacy advocates, cryptographers, vendors, social engineering,
government spies, Segways, a huge network: to trade all sorts of things, the largest
stash of Club Mate in the western hemisphere... and that's just barely scratching
the surface.

Preregistration will be opening early in 2012 at the discounted rate of $100. (The
rate at the door will be $120.)

Special room rates are available at +1 212 PEnnsylvania 6-5000 (+ I 212 :736
5000 in case you can't read the old telco format).

Check in at www.hope.net for the)atest info on who will be speaking, how you
too can give a talk, and what the latest plans and ideas are.

Don't forget to join the discussion at talk.hope.net where you can help shape
the direction of the conference and engage in dialogue with fellow attendees and
HOPE organizers.

Did someone say Twitter? No? Well, in case anyone asks, all the cool kids are
joining @hopenumber9 on that service to get the latest 140-character bulletins.
(We strongly advise also joining @2600 because it's one of the coolest names on
Twitter and we also have a wide variety of provocative tweets at unpredictable
times. That's right - provocative tweets .)

To stay updated via email, simply enter your email address in the box at either
www.2600.com or www.hope.net and follow the instructions. You'll get
occasional updates emailed to you. (You can unsubscribe anytime and your email
address will never be shared with anyone else.)

It 's not too early to make your summer plans. And it's not too late for you
to get involved and become part of the huge volunteer crew that makes
all the magic possible .

www.hope.net
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AUSTRIA
Graz : Cafe Haltestelle on
Jakominiplatz .

BRAZIL
Bela Horizonte: Pelego's Bar at
Assufeng, near the payphone.6 pm

CANADA
Alberta

Calgary: Eau Claire Market food
court by the wi -fi hotspot. 6 pm

British Columbia
Kamloops : At Student St in Old
Main in front of Tim Horton's, TRU
campus.

Manitoba
Winnipeg: S1.Vital Shopping
Centre, food court by HMV.

New Brunswick
Moncton: Champlain Mall food
court, near KFC. 7 pm

Newfoundland
St. John's: Memorial University
Center Food Court (in front of the
Dairy Queen).

Ontario
Ottawa: World Exchange Plaza, 111
Albert St, second floor. 6:30 pm
Toronto: Free Times Cafe, College
and Spadina.
Windsor: Sandy's, 7120 Wyandotte
St E.6pm

Quebec
Montreal: Bell Amphitheatre ,
1000 . rue de la Gauchetiere near the
Dunkin Donuts in the glass paned
area with tables .

CHINA
Hong Kong: Pacific Coffee in
Festival Walk, Kowloon Tong . 7 pm

CZECH REPUBLIC
Prague: Legenda pub . 6 pm

DENMARK
Aalborg: Fast Eddie 's pool hall.
Aarhus: In the far comer of the
DSB cafe in the railway station.
Copenhagen: Cafe Blasen.
Sonderborg: Cafe Druen. 7:30 pm

ENGLAND
Brighton: At the phone boxes by the
Sealife Centre (across the road from
the Palace Pier). Payphone: (01273)
606674.7 pm
Leeds: The Brew ery Tap Leeds.
7pm
London: Trocadero Shopping
Center (near Piccadilly Circus ) ,
lowest level. 6:30 pm
Manchester: Bull s Head Pub on
London Rd . 7:30 pm
Norwich: Ent rance to Chapelfield
Mall, under the big screen TV. 6 pm

FINLAND
Helsinki: Fenniakortt eli food court
(Vuorik atu 14).

FRANCE
Cannes: Palai s des Festivals & des
Congres la Cro isette on the left side.
LiHe: Grand-Place (Place Charles de
Gaulle ) in front of the Furet du Nord
bookstore. 7:30 pm
Paris: Quick Restaurant, Place de [a
Republique.6 pm
Rennes : In front of the store
"Blue Box" close to Place de la
Republique. 8 pm
Toul ouse : Place du Capitole by the
benches near the fast food and the
Capitol e wa ll. 7:30 pm

GREECE
Athens: Outside the bookstore
Papasotiriou on the comer of
Patision and Stoumari. 7 pm

IRELAND
Dublin: At the phone booths on
Wicklow St beside Tower Records.
7pm

ITALY
Milan: Piazza Loreto in front of
McDonalds.

u at La
de Americas, right front near Italian
food .
Mexico City: "Zocalo" Subway
Statio n (Line 2 of the "METR O"
subway, the blue one). At the
"Departamento del Distrito Federal"
exit , near the payphones and the
candy shop, at the beginning of the
"Zocalo-Pino Suarez" tunnel.

NETHERLANDS
Utrecht: In front of the Burger King
at Utrecht Central Station. 7 pm

NEW ZEALAND
Auc kland: London Bar, upstair s,
Wellesley St , Auckland Centr al.
5:30 pm
Christchurch: Java Cafe, com er of
High St and Manchester St. 6 pm

NORWAY
Osl o: Sentral Train Station at the
"meeting point " area in the main
hall. 7pm
Tromsoe : Th e upper floor at Bla a
Rock Cafe , Strandgata 14. 6 pm
Trondheim: Rick 's Cafe in
Nordregate . 6 pm

PERU
Lima: Barbilonia (ex Apu Bar ) , en
Alcanfores 455, Miraflo res, at the
end of Tarata St. 8 pm

SOUTH AFRICA
Johannesburg (Sandton City):
Sandton food court . 6:30 pm

SWEDEN
Stockholm: Central Station.
second floor , inside the exit to
Klarabergsviadukten above main
hall .

SWITZERLAND
Lausanne: In front of the MaeDa
beside the train station . 7 pm

WALES
Ewloe: St. David's Hote l.

UNITED STATES
Alabama

Auburn: The student loung e
upstairs in the Fay Union Building.
7pm
Huntsville: Newk's , 4925
Unive rsity Dr.

Arizona
Phoenix: Lola Coffee House , 4700
N Central Ave. 6 pm
Prescott: Method Coffee , 3180
Willo w Creek Rd . 6 pm

Arkansas
Ft. Smith: Sweetbay Coffee . 7908
Roge rs Ave. 6 pm

Californi a
Los Angeles: Union Station,
comer of Macy & Alamed a. Inside
main entrance by bank of phones .
Payphone s: (213) 972-9519 , 9520;
625-9923 ,9924: 613-9704 , 9746 .
Monterey: Mucky Duck, 479
Alvarado St. 5:30 pm
Sa cramento: Round Table Pizza
at 127 K 51.
San Diego: Regen ts Pizza .4150
Regents Park Ro w #170.
San Francisco: 4 Embarcadero
Center (inside). 5:30 pm
San Jose: Out side the cafe at the
MLK Library at 4th and E San
Fernando. 6 pm
Tustin: Panera Bread , inside The
District shopping center (comer of
Jamboree and Barranca). 7 pm

Colorado
Colorado Springs: Barn es & Noble,
Citade l Mall. 5:30 pm

Connecticut
New ington: Pane ra Bread , 3120
Berlin Tpke. 6 pm

District of Colum bia
Arlington: Champps Pentagon ,
1201 S Joyce St (in Pentagon Row
on the courtyard) . 7 pm

Georgia
Atlanta: Lenox Mall food court .
7pm

Hawaii
Hilo: Prince Kuhio Plaza food court ,
111 East Puainako St.

Idaho
Boise: BS U Student Union Building,
upstair s from the main entranc e.
Payphones: (208 ) 342-9700 .
Pocatello: Flipside Lounge , 117 S
MainSt. 6pm

Illinois
Chicago: Golden Apple, 2971 N.
Lincoln Ave. 6 pm

Indiana
E van sville: Barne s & Noble cafe at
624 5 Green River Rd.
Ft. Wayn e: Glenbrook Mall food
court in fron t of Sbarro 's . 6 pm
Indianapolis: Mo 'Joe Coffee
House , 222 W Michigan St.

Iowa
Ames : Memorial Union Building
food court at the Iowa State
Universi ty.
Davenport: Co-Lab , 1033 E
53rd 51.

Kansas
Kansas City (Ov erland Park):
Barnes & Noble cafe, Oak Park
Mall.
Wichita: Riverside Perk , 1144
Bitt ing Ave.

Louisiana
New Orleans: Z'otz Coffee House
uptown, 8210 Oak St. 6 pm

Maine
Portland: Maine Mall by the bench
at the food court door. 6 pm

Maryland
Baltimore: Barnes & Noble cafe at
the Inner Ha rbor.

Massachusetts
Boston: Stratton Stud ent Center
(Bu ilding W20 ) at MIT in the 2nd
floor lounge area. 7 pm
Nor thampto n : The Yellow Sofa , 24
Ma in St. 6pm
Worcester : TESLA space - 97D
WebsterSt.

Michigan
Ann Arbor: Starbu cks in The
Galleria on S University. 7 pm

Missour i
St . Louis: Arch Reactor Hacker
Space , 2400 5 Jeffe rson Ave.

Montana
Helena: Hall beside OX at Lundy
Center.

Neb raska
Omaha: Westroads Mall food court
near south entran ce , looth and
Dodge. 7pm

Nevada
Las Vegas: Barnes & Noble
Starbu cks Coffee, 3860 Maryland
Pkwy. 7 pm
Reno: Bam es & Noble Starbucks
5555 S . Virginia St.

New Me xico
Alb uquerque: Quel ab Hacker!
MakerSpace, 1112 2nd St NW. 6 pm

New York
Albany: Starbu cks , 1244 Western
Ave.
New York: Citigroup Center, in
the lobby, 153 E 53rd St. between
Lexin gton & 3rd.
Rochester : Interlock Rochester,
1115 E Ma in St. 7:30 pm

Nort h Ca ro lina
Ch arlotte: Panera Bread. 9321 JW
Clay Blvd (near UNC Charlotte).
6:30 pm

Oregon
Po rtland: Theo 's ,1 21 NW 5th
Ave . 7pm

Pennsylvania
Allentown: Panera Bread, 3100 W
Tilghman St. 6 pm
Harrisburg: Panera Bread, 426 3
Union Depo sit Rd. 6 pm
Philadelphia: 30th St Station ,
southeast food court near min i
post office.
Pittsburgh: Panera Bread on Blvd
of the Allies near Pitt and CM U
campu ses. 7 pm
State College: in the HUB above
the Sushi place on the Penn State
campu s.

Puerto Rico
San Juan: Plaza Las Americas on
first floor.
Trujillo Alto: The Office Irish Pub .
7:30pm

South Carolina
Charleston: Northwoods Mall in the
hall between Sears and Chik-Fil-A .

South Dakota
Sioux Falls: Empire Mall, by
Burger King .

Tennessee
Knoxville: West Town Mall food
court . 6 pm
Memphis: Republic Coffee , 2924
Walnut Grove Rd . 6 pm
Nashville: J&J 's Market & Cafe ,
1912 Broadway. 6 pm

Texas
Aus tin: Spide r Hou se Cafe , 2908
Fruth St , front room across from the
bar. 7 pm
Dallas: Wild Turkey, 2470 Walnut
Hill Lane , outside porch near the
entrance. 7:30 pm
Houston: Ninfa 's Express next to
Nord stro m 's in the Galle ria Mall.
6 pm
San Antonio: Bun sen Burger, 5456
Walzem Rd . 7 pm

Vermont
Burlington: Quarterstaff Gaming
Lounge , 178 Mai n St , 3rd floor.

Virgi nia
Arlington: (see Distric t of
Columbia )
Blac ks bu rg : Squires Student Center
at Virginia Tech .1I 8 N. Main
St. 7 pm
Charlottes ville. Panera Bread at
the Barra cks Road Shopping Cente r.
6:30pm
Virgi nia Beach : Pembroke Mall
food court . 6 pm

Was h ingt on
Seattle: Washington Sta te
Convention Cen ter. 2nd leve l, south
side . 6 pm
Spokane: The Serv ice Station, 93 15
N Nevada (North Spokane ).

Wisco ns in
Madison : Fair Trad e Coffee House ,
4 18 State 51.

All meetings ta ke p lac e on the
first Friday of the month . Unless

ot herwise noted, th e}' sta rt a t
5 pm loca l tim e. To start a
meeting in your city, sen d

email tomeetings@2600 .com .






